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Network Reliability and Interoperability Council
March 5, 2003

Homeland Security Physical Security Recommendations for Council Approval

Richard C. Notebaert

Chair, Network Reliability and Interoperability Council VI Steering Committee

Chairman and Chief Executive Officer, Qwest Communications 

Dear Dick,

The NRIC VI Homeland Security Physical Security Focus Group (1A) has six consensus recommendations that it would like to place before the Network Reliability and Interoperability Council for consideration.  Based on its Mission and its extensive activity over the past several months, the Focus Group has developed these recommendations and Best Practices to prevent, minimize, or more effectively restore from, telecommunications services and Internet services disruptions, arising from terrorist activities, natural disasters, or similar types of occurrences.  The recommendations, which are found on the attached pages, supplement the four recommendations approved by the Council in December 2002.   

The Focus Group respectfully requests that you place these recommendations before the Council and, if adopted, that the recommendations be published in the Council’s final report.

Sincerely,
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KARL F. RAUSCHER
CHAIR, HOMELAND SECURITY PHYSICAL SECURITY FOCUS GROUP 
DIRECTOR, NETWORK RELIABILITY OFFICE, LUCENT TECHNOLOGIES BELL LABS
Attachments (2)

HOMELAND SECURITY PHYSICAL SECURITY RESTORATION RECOMMENDATIONS FOR COUNCIL REVIEW
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NETWORK RELIABILITY AND INTEROPERABILITY COUNCIL VI
FOCUS GROUP 1A
HOMELAND SECURITY PHYSICAL SECURITY 

RECOMENDATIONS

FOR COUNCIL REVIEW
Homeland Security Restoration Best Practices

RECOMMENDATION NRIC VI-1A-05

The Council recommends that the NRIC VI Physical Security Restoration Best Practices be implemented, as appropriate, by Service Providers, Network Operators and Equipment Suppliers, in order to promote the reliability, robustness, adequate capacity, security and sustainability of the public communications infrastructure throughout the United States during events or periods of exceptional stress and to more effectively restore from disruptions of public communications services and Internet services due to terrorist activities, natural disasters, or similar types of occurrences.
A list of the NRIC VI Homeland Security Physical Security Restoration Best Practices is attached.  This list supplements the Homeland Security Physical Security Prevention Best Practices approved by the Council in December 2002.   

Role of the NCS/NCC and Telecom-ISAC in U.S. Homeland Security  

Mutual trust, vital to support voluntary information sharing, already exists between government and industry representatives in the NCC, and parties understand the sensitivities and implications of inappropriate disclosure of information.  Additionally, the NCC and Telecom-ISAC have established information sharing policies and procedures that support effective communications during restoration events.

RECOMMENDATION NRIC VI-1A-06

The federal government should maintain National Coordinating Center for Telecommunications (NCC) and Telecom-ISAC (Information Sharing and Analysis Center) operations to support restoration efforts.  

RECOMMENDATION NRIC VI-1A-07

The National Coordinating Center for Telecommunications (NCC) should be the focal point for sharing information (to include alerts and notifications) to and from relevant state and local authorities, and should implement an industry/government information sharing process to ensure that consistent and accurate information is provided from a centralized source.

National Security and Emergency Preparedness Priority Services

The events of September 11th made extraordinary demands on U.S. government response capabilities, making the support and services from the NCS essential.  The attacks on the World Trade Center and the Pentagon, and the collateral impact on the telecommunications infrastructure, required the largest single organizational response in the history of the NCS.  That response effort validated the continuing importance, criticality and success of NCS programs.  It also highlighted the need to ensure that those programs continue to evolve to embrace new technologies and to counter emerging threats.  The NCS provides a suite of priority telecommunications services to the NS/EP community, which includes federal government agencies, state and local governments, and certain private industries.  These services are provided through NCS-administered programs and provide priority treatment in the public telecommunications network for those with NS/EP missions, ensuring their telecommunications capabilities in support of critical NS/EP functions.  Key programs include the Government Emergency Telecommunications Service (GETS), which provides for priority access and transport in the local and long distance segments of the public network; the Telecommunications Service Priority (TSP) program, which enables the priority provisioning and restoration of critical telecommunications services for NS/EP users; the Telecommunications Electric Service Priority (TESP) program, which promotes (on a voluntary basis) the inclusion of critical telecommunications facilities in electric service providers priority restoration plans; the Wireless Priority Service (WPS), which provides priority cellular network access; and the SHAred RESources (SHARES) program, which provides a single, interagency emergency message handling system by bringing together existing HF radio resources of federal, state and industry organizations.

RECOMMENDATION NRIC VI-1A-08

The federal government should expand awareness of, and participation in, National Communications System (NCS)-administered priority services (i.e. GETS, WPS, SHARES, TSP, TESP).

NSTAC Focus on Emergency Response and Service Restoration

President Ronald Reagan created the National Security Telecommunications Advisory Committee (NSTAC) by Executive Order 12382 in September 1982.  Composed of industry chief executives representing the major communications and network service providers and information technology, finance, and aerospace companies, the NSTAC provides industry-based advice and expertise to the President on issues and problems related to implementing NS/EP communications policy.  Since its inception, the NSTAC has addressed a wide range of policy and technical issues regarding communications, information systems, information assurance, critical infrastructure protection, and other NS/EP communications concerns.  Its record of accomplishments includes substantive recommendations to the President, leading to enhancements of the nation’s NS/EP communications and related information systems posture.  Enhancements in the form of operational programs and policy solutions benefit both industry and Government as the security requirements for the communications infrastructure evolve.  In developing its prevention and Restoration Best Practices, The Homeland Security Physical Security Focus Group recognized the need for a review of national policy implications for emergency response and service restoration.  The NSTAC's past accomplishments demonstrate its expertise in supporting the government in such a policy review and the value of its advice on protecting and enhancing the nation's NS/EP communications infrastructure.

RECOMMENDATION NRIC VI-1A-09

The National Security Telecommunications Advisory Committee (NSTAC) should review national policy implications for communications emergency response and service restoration, including new threats and evolving technologies.

CEOs Leadership in Corporate Security Culture

The effective implementation of all Best Practices requires a commitment on the part of senior management, including the development of a corporate culture where employees not only abide by security requirements but play an active role in maintaining the security of the enterprise.  Too often, employees being “helpful” or “friendly” open the doors (literally) to intruders, without recognizing the security risk this creates.  Also too often, employees decline to take an active role, afraid of the repercussions of their actions.  When senior management, particularly the CEO and other Officers, visibly support and comply with established security procedures – even when requiring extra discipline and inconvenience - the effect is to increase compliance and support throughout the company.  Absent this high-level support, the employee base will rarely support or assist in maintaining facility security, and the implementation of these Best Practices will fail to significantly decrease the vulnerability of the company to security breaches.
RECOMMENDATION NRIC VI-1A-10
The Chief Executive Officers of communication companies should establish corporate cultures where all security procedures are consistently enforced and followed by all persons on company property at all times.



NETWORK RELIABILITY AND INTEROPERABILITY COUNCIL VI
FOCUS GROUP 1A
HOMELAND SECURITY PHYSICAL SECURITY 

RESTORATION BEST PRACTICES

FOR COUNCIL REVIEW
This document lists 49 NRIC VI Homeland Security Physical Security Restoration and 8 Prevention Best Practices to support a Council Review, in compliance with Federal Advisory Committee Act guidelines.  The few additional Prevention Best Practices were generated as a result of the Restoration discussions.  This list supplements the Homeland Security Physical Security Best Practices approved in December 2002 and now posted on www.nric.org.  Pending approval, the new Restoration Best Practices will also be posted on the web.  

The following summaries are provided as background:

I. Mission

II. Best Practices

III. Focus Group Scope

IV. Industry Participation

V. Prevention and Restoration Report
I  Mission

The NRIC VI Homeland Security Physical Security Focus Group was charged with the mission to assess vulnerabilities of the communications infrastructure and determine how best to address those vulnerabilities to prevent, minimize, or restore from, disruptions that could result from terrorist activities, natural disasters, or similar types of occurrences.
II  NRIC Best Practices  

Best Practices are not requirements or standards.  Almost ten years ago, the First Council noted that “Not every recommendation will be appropriate for every company in every circumstance, but taken as a whole, the Council expects that these findings and recommendations [when implemented] will sustain and continuously improve network reliability.”  This statement can now be extended to include Homeland Security.  Consistent with previous NRIC Best Practices, the proposed material follows the following principles:  

1.  People Implement Best Practices.  The Best Practices are intended for daily use by the many thousands of individuals who support the communications infrastructure.  Even though NRIC Best Practices have been developed to be easily understood, their essence is often not immediately apparent to those who are inexperienced with the associated job functions.  (Job-related Keywords are provided on the Web interface.)  
2.  Best Practices are already implemented by some, if not many, companies.  The recommended Best Practices being provided to the industry in this document have been demonstrated to be effective, feasible and capable of being implemented.

3.  Best Practices are developed by industry consensus.  In particular, the parties with “skin in the game” (i.e. Service Providers, Network Operators, Equipment Suppliers) are able to bring their expertise from across the industry to weigh in on the “best” approach to addressing a concern.  

4.  Best Practices are presented to the industry only after sufficient rigor and deliberation has warranted the inclusion of both the conceptual issue and the particular wording of the practice.  Discussions among the industry’s experts and stakeholders include consideration of:  

· existing implementation level of a proposed Best Practice

· effectiveness of a proposed Best Practice

· feasibility to implement a proposed Best Practice 
· risk not to implement a proposed Best Practice

· alternatives to the proposed Best Practice
Most Best Practices have at their core a simple statement of the form:  “         should          “, 
where the first blank consists of any combination of Service Provider, Network Operator, and Equipment Supplier.  The second blank consists of the basic practice.  There are situations where the industry experts are aware that they are able to give very valuable guidance to the industry, but at the same time realize that the guidance would not fit every situation.  In articulating the Best Practices, consistent with the work completed under previous Councils, the Focus Group met both objectives of (1) providing the valuable guidance, and (2) anticipating the diversity of circumstances, by using the following expressions to represent the flexibility needed by the industry:  “should consider,“ “as appropriate” or “where feasible.”    

Some Best Practices are intended for critical communications infrastructure.  Because of the complex, sensitive and proprietary nature of this subject, critical communications infrastructure is defined by its owners and operators.  Generally, such distinction applies to points of  concentration, facilities supporting high traffic, and network control and operations centers, and equipment supplier technical support centers.  

III  Focus Group Scope

A.  Physical Security

In order to fulfill the Council charter, Physical and Cyber Focus Groups were established.  Both groups are coordinating their work to ensure that issues do not “fall between the cracks.”  In the context of Homeland Security, Physical Security for the communications infrastructure has been embraced as including three aspects:  

Reliability of Services

Homeland Security directly depends on the reliability of the services that are provided over the communications infrastructure.    

Security of Networks

At another level, the networks on which public communications services are provided must be protected for Homeland Security.  The network facilities – and especially critical infrastructure facilities – must be secured.  

Security of Enterprises

At still another level, the businesses that support the communications infrastructure must be secured.  The buildings, information and personnel must be protected.  This last area is where the term “physical security” is most commonly understood.  

B.  Network Types

The scope includes all public communications networks (wireline, wireless, satellite, cable, the Internet).  

C.  Industry Roles

The scope includes Service Providers, Network Operators and Equipment Suppliers of the public communications infrastructure.  

Service Providers 

An organization that provides services for content providers and for users of a computer network.  The services may include access to the computer network, content hosting, server of a private message handling system, news server. etc. A company, organization, administration, business, etc., that sells, administers, maintains, charges for, etc., the service. The service provider may or may not be the provider of the network. 

Network Operators 

The operator responsible for the development, provision and maintenance of real-time networking services and for operating the corresponding networks.

Equipment Suppliers 

An organization whose business is to supply network operators and service providers with equipment or software required to render reliable network service.

IV  Industry Participation

Due to the urgency and vital nature of its mission, the Focus Group set an aggressive schedule.   35 meetings were held between April 2002 and early March 2003 that included over 4,000 meeting participant-hours.  In addition, over 75 special Task Group meetings were held that included 700 meeting participant-hours.  The following organizations actively participated in the Best Practice development process:

Allegiance

Alltel

American Tower
AT&T

AT&T Wireless

ATIS

BellSouth


Cable & Wireless

Cisco Systems 

Comcast Cable 

Crown Castle Intl.

CTIA

Dobson Cellular

FCC

Federal Reserve 

Level(3) / Genuity
Harris


IBSS

Intelsat

Lucent Technologies

Motorola

NCS

Nextel


Nortel Networks

PamAmSat


Qwest



SAIC

SBC


Schwarz Consulting
Sprint 

Tech 2000

Tekelec

Telcordia Technologies

Unisys


USTA

Verizon


WorldCom

Also, additional expertise was engaged from other organizations when needed (e.g., national laboratories).  

V  Prevention and Restoration Report

Issue 2 of the Homeland Security Physical Security Report, which is scheduled to be publicly available in March 2003, will include the following subject matter:

· Homeland Security Physical Security Mission, Scope and Approach 

· Areas for Attention and Key Learnings 

· Communications Infrastructure Vulnerabilities Assessment

· Prevention and Restoration Best Practices 

To improve access to Best Practices throughout the industry, the Focus Group plans to make the Best Practices available in a Web-accessible format that will include keyword search capabilities.  The Focus Group will also provide information such as references, as appropriate, for individual Best Practices.  
NRIC VI  Homeland Security Physical Security Best Practices 

	BP Number
	FOCUS GROUP 1A: HOMELAND SECURITY - PHYSICAL SECURITY RESTORATION BEST PRACTICES

	6-P-5224
	Service Providers, Network Operators and Equipment Suppliers should support first responder use of new technology (e.g., robots, portable wireless cameras) to support response and restoration efforts.  (Note:  As this guidance is by nature something that is not currently implemented, it is designated as a mechanism or technique per the NRIC VI Charter, as distinct from a Best Practice.)

	6-P-5225
	Service Providers, Network Operators and Equipment Suppliers should ensure that restoration plans (e.g., transition to back-up facilities and equipment) are restricted to need-to-know.

	6-P-5226
	Service Providers and Network Operators should maintain liaison with local law enforcement, fire department and other security and emergency agencies to ensure effective coordination for emergency response and restoration.

	6-P-5227
	Service Providers, Network Operators and Equipment Suppliers should perform after-action reviews of all emergency response and restoration events to capture lessons learned (e.g., early warning signs) and to enhance emergency response and restoration plans accordingly.  Reviews should include analysis to identify countermeasures to prevent or mitigate the impact of future incidents and to quickly and effectively restore from such events in the future.

	6-P-5228
	Service Providers, Network Operators and Equipment Suppliers should consider including cross-subsidiary resource sharing and communications in business continuity plans to support emergency response and restoration.

	6-P-5229
	Service Providers and Network Operators should have available complete facility cabling documentation (e.g., equipment installation plans, network connections, power, grounding and bonding) in preparation for recovery, and restrict to those with a need-to-know. Service Providers and Network Operators should keep a backup copy of this documentation off-site.

	6-P-5230
	Service Providers, Network Operators and Equipment Suppliers should engage appropriate expertise to assess the effects of contamination and corrosion (e.g., hardware, environment) as soon as possible after a disaster.

	6-P-5231
	Service Providers, Network Operators and Equipment Suppliers should develop documentation for the restoration of power for areas of critical infrastructure including such things as contact information, escalation procedures, restoration steps and alternate means of communication. This documentation should be maintained both on-site and at centralized control centers.

	6-P-5232
	Fuel reserves used for standby or backup power should be tested for contamination at least once a year or after any event (e.g., earth tremor, flood) that could compromise the integrity of the tank housing, fill pipe or supply pipe. These tests should include inspection for water, sediment, organic contaminates, and any other items that may inhibit the peak performance of the standby/backup generator.

	6-P-5233
	Service Providers, Network Operators and Equipment Suppliers should audit and test electronic surveillance (e.g., CCTV, access control logs, alarm monitoring) at critical access points after any incident that may impact such equipment to verify proper functioning and configuration.

	6-P-5234
	Service Providers and Network Operators should establish perimeter security policies and procedures to protect elements of the critical infrastructure in a disaster area from theft, sabotage, contamination, tampering, etc.

	6-P-5235
	Service Providers, Network Operators and Equipment Suppliers should ensure that impacted alarms and monitors associated with critical utility vaults are operational after a disaster event.

	6-P-5236
	During restoration from an incident at a multi-tenant facility, the host (e.g., facility manager) should take the lead in restoration efforts.  Tenants should provide points of contact to the host to allow for coordination, support and additional resources as necessary.  

	6-P-5237
	After an incident at a facility, Service Providers, Network Operators and Equipment Suppliers should verify the integrity of any system spares, replenish any required spare parts, and share such information with others that are affected.

	6-P-5238
	Service Providers and Network Operators who are tenants in multi-tenant facilities owned and operated by a commercial landlord (e.g., telecom hotels) should coordinate restoration efforts with the landlord.

	6-P-5239
	Facility managers for multi-tenant facility should maintain a crisis management plan for restoration following an incident.

	6-P-5240
	Service Providers, Network Operators and Equipment Suppliers should have a provision for responding to disabled access control equipment with either replacement equipment or security personnel

	6-P-5241
	Service Providers, Network Operators and Equipment Suppliers should ensure that access and facility alarm points to critical or sensitive areas are on backup power or adequate replacement staffing has been provided for.

	6-P-5242
	Service Providers, Network Operators and Equipment Suppliers should have procedures in place to reassess the criticality of associated facilities following a catastrophic incident (i.e. loss of one facility may make others more critical).

	6-P-5243
	Service Providers, Network Operators and Equipment Suppliers should restrict visits and tours at the affected areas during the restoration period following a major incident.

	6-P-5244
	Service Providers, Network Operators and Equipment Suppliers should make all employees, contractors, and others with access to critical infrastructure during restoration aware of changes to security posture resulting from the incident, and increased vigilance should be encouraged.

	6-P-5245
	Service Providers, Network Operators and Equipment Suppliers should have in place procedures to document any use of un-certified equipment during restoration, and to review and/or replace those devices as appropriate.

	6-P-5246
	Service Providers, Network Operators and Equipment Suppliers should consider providing additional security measures for the storage, transportation and distribution of critical infrastructure components in response to an incident.

	6-P-5247
	Service Providers, Network Operators and Equipment Suppliers should give high priority to restoring failed security systems after an event.

	6-P-5248
	Service Providers, Network Operators and Equipment Suppliers should perform risk assessment on significant network changes, both temporary and permanent, resulting from restoration efforts.

	6-P-5249
	Network Operators should consider geographic separation of network redundancy during restoration, and address losses of redundancy and geographic separation following restoration.

	6-P-5250
	Network Operators should consider intra-office diversity of all critical resources during restoration, and address losses of diversity following restoration.

	6-P-5251
	Service Providers and Network Operators should consider communications alternatives for re-establishing dual transmission of sensitive alarms and reliability of communications links between the areas of critical infrastructure and monitoring stations during restoration.  Losses of redundancy following restoration should be addressed.

	6-P-5252
	Network Operators should place a high priority on re-establishing diversity of facility entry points (e.g., copper or fiber conduit, network interfaces for entrance facilities) during the restoration process.

	6-P-5253
	Service Providers, Network Operators and Equipment Suppliers should use lessons learned from restoration efforts to update recovery plans for transponder loss, satellite payload failure, and satellite failure.

	6-P-5254
	During restoration efforts, Service Providers and Network Operators should not permit unsecured wireless access points for the distribution of critical data or operating system upgrades.

	6-P-5255
	Service Providers, Network Operators and Equipment Suppliers should ensure that temporary wireless networks (e.g., terrestrial microwave, free-space optical, satellite, point-to-point, multi-point, mesh) used during an incident are subsequently disabled or secured.

	6-P-5256
	Service Providers, Network Operators and Equipment Suppliers should closely monitor temporary connections of network test equipment that are established for restoration to prevent access by unauthorized or unqualified personnel.

	6-P-5257
	Service Providers, Network Operators and Equipment Suppliers should define and assign responsibility for invalidating access to all corporate resources (physical and logical) after completion of a restoration effort for all temporary personnel associated with the restoration.

	6-P-5258
	Service Providers, Network Operators and Equipment Suppliers should define and assign responsibility for retrieval of all corporate assets (e.g., access cards, equipment) after completion of a restoration effort for all temporary personnel associated with the restoration.

	6-P-5259
	Service Providers, Network Operators and Equipment Suppliers should establish and enforce access control and identification procedures for all individuals at restoration sites (including temporary contractors, and mutual aid workers). Provide for  issuing and proper displaying of ID badges, and the sign-in and escorting procedures where appropriate.

	6-P-5260
	Service Providers, Network Operators and Equipment Suppliers should brief security personnel on access control procedures for all personnel associated with the restoration. The briefing should be provided when access control procedures are changed significantly. 

	6-P-5261
	As appropriate, carrier interconnection points within a common area should be identified.  Restoral plans for these common areas should be coordinated between Network Operators, Service Providers and landlords.

	6-P-5262
	To prevent spares from being damaged in an event that affects a critical facility, Service Providers, Network Operators and Equipment Suppliers should evaluate the vulnerability of the spares' storage location.

	6-P-5263
	Service Providers, Network Operators and Equipment Suppliers should use cables with adequate reliability and cable signal integrity during restoration.  Such properties as flammability, strain reliefs and signal loss should be considered. If inappropriate cables are used, they should be marked as temporary and be replaced with appropriate cables.

	6-P-5264
	Satellite Operators should maintain an alternate recovery facility that would duplicate operations and Tracking, Telemetry, Control and Monitoring (TTC&M). The alternate recovery facility should be geographically diverse from the primary facility, maintained and tested on a regular schedule to ensure readiness and timely response.

	6-P-5265
	Service Providers’, Network Operators’ and Equipment Suppliers’ senior management should actively support compliance with established corporate security policies and procedures.

	6-P-5266
	Service Providers, Network Operators and Equipment Suppliers personnel should be made aware that information of an event that directs emergency resources might be a terrorist or criminal diversion.

	6-P-5267
	Service Providers, Network Operators and Equipment Suppliers should ensure that standard operating procedures are clearly defined, reinforced, and followed by personnel during emergency situations in order to avoid degradation of security due to a diversion.

	6-P-5268
	Service Providers, Network Operators and Equipment Suppliers should review incidents to evaluate if they were probes intended to test responses, and incorporate mitigation techniques as appropriate.

	6-P-5269
	Service Providers, Network Operators and Equipment Suppliers should consider conducting training and table top exercise scenarios that incorporate various types of diversionary tactics to assess security plans and procedures.

	6-P-5270
	Service Providers’, Network Operators’ and Equipment Suppliers’ personnel should be made aware that terrorists groups may use false information to cause a heightened public awareness to divert attention and redirect resources to other areas away from their intended target. 

	6-P-5271
	Service Providers, Network Operators and Equipment Suppliers should ensure 

that existing Mutual Aid Agreements include physical security considerations.

	6-P-5272
	Service Providers, Network Operators and Equipment Suppliers should maintain current contingency plans, prior to an incident, for security at critical infrastructure sites, including those obtained through mergers, acquisitions, and divestitures.


	BP Number
	FOCUS GROUP 1A: HOMELAND SECURITY - PHYSICAL SECURITY               NEW PREVENTION BEST PRACTICES

	6-P-5216
	Service Providers and Network Operators should provide secure pre-constructed exterior wall pathways for mobile generator connections or tap box connections as appropriate.

	6-P-5217
	Service Providers, Network Operators and Equipment Suppliers should train appropriate personnel (e.g., shipping and receiving, mailroom, emergency response and security personnel) to be aware of possible secondary events immediately after an incident and promptly report any suspicious conditions.

	6-P-5218
	Equipment Suppliers who utilize foreign sites or entities for software development should establish and implement a comprehensive security program for protecting the product during development and delivery from malicious code insertion.

	6-P-5219
	Equipment Suppliers who utilize foreign sites or entities for hardware and firmware development should establish and implement a comprehensive security program for protecting the product during development and delivery from tampering.

	6-P-5220
	Service Providers, Network Operators and Equipment Suppliers who utilize foreign sites should establish and implement a comprehensive physical security program for protecting corporate assets at those sites.

	6-P-5221
	Service Providers, Network Operators and Equipment Suppliers should establish policies and define practices for limiting dissemination of information relating to future locations of critical personnel.

	6-P-5222
	Service Providers, Network Operators and Equipment Suppliers should consider providing major trouble receipt centers with a physically diverse back-up capability that can quickly be configured to receive the incoming traffic and take appropriate action.

	6-P-5223
	Service Providers, Network Operators and Equipment Suppliers should establish a plan for providing technical support that prevents the loss of one facility or location from disabling their ability to provide support.
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