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About This Document 
Because of the urgency of its mission, Focus Group 1A intends to report its vital information to the communications industry as it becomes available.

· Issue 1, Prevention Report.  The first Issue contained material that focused on Prevention of service disruptions of public communications services and the Internet from terrorist activities, natural disasters, or similar types of occurrences.

· Issue 2, Prevention and Restoration Report.  This second Issue includes material that focuses on Restoration of services of public communications services and the Internet from terrorist activities, natural disasters, or similar types of occurrences.  In addition, enhancements to material in Issue 1 have been incorporated.  

· Issue 3, Final Report.  The third Issue is planned for later in 2003 and intended to include Key Findings from an industry survey.

Subsequent versions will integrate the newer material with that of the previous issue, and thus make the earlier issues obsolete.  
PREFACE

The pages of this document are devoted to technical and policy discussions of Security;

 this page is devoted to the Homeland.

“Secure the Homeland”

The Homeland is a place where we value our communications infrastructure 

because we value our communication.

The Homeland is a place where we value our communication 

because we value our words.

The Homeland is a place where we value our words

because we value thoughts and beliefs.

The Homeland is a place where we value thoughts and beliefs

because we value each other.

The Homeland must be Secured.
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2 Executive Summary 
The emphasis of the Sixth Council is Homeland Security.  The NRIC VI Homeland Security Physical Security Focus Group was charged with the mission to assess vulnerabilities of the communications infrastructure and determine how best to address those vulnerabilities to prevent, minimize, or restore from, disruptions that could result from terrorist activities, natural disasters, or similar types of occurrences.
The Physical Security Focus Group reports seven major accomplishments in Issue 2:  

1.  Systematic assessment of communications infrastructure vulnerabilities

2.  Creation of an Integrated Vulnerabilities – Threats – Best Practices Framework

3.  Development of 185 Physical Security Prevention Best Practices

4.  Development of 107 Physical Security Restoration Best Practices

5.  Identification of 26 Areas for Attention

6.  Formulation of 10 Council Recommendations

7.  Coordination with other critical stakeholders throughout the process

The scope of this work includes all network types:  wireline, wireless, satellite, cable, and the Internet.  In the context of Homeland Security, Physical Security for the communications infrastructure includes three aspects:  the reliability of services, the security of networks and the security of enterprises.  
 [Section 2.2] 

Vulnerability Assessment
The communications industry may be surprised by the method of a particular attack, but it should not be surprised about its vulnerabilities.  The designers and builders of these systems and networks know their vulnerabilities.  This report reviews the characteristics of each aspect of the communications infrastructure that are susceptibilities exercisable by attacks or stressed by natural disasters.  By systematically addressing these vulnerabilities, the communications industry can directly prepare for any number of unknown threats attempting to exercise those vulnerabilities.  [Section 3]
Recommendations

The following four recommendations have been approved by the Council:  
Based on its Mission and the extensive activities described in this report, the Focus Group has developed the NRIC VI Physical Security Best Practices to prevent or minimize disruptions that could result from terrorist activities, natural disasters, or similar occurrences.  
RECOMMENDATION NRIC VI-1A-01

The Council recommends that the NRIC VI Physical Security Prevention Best Practices be implemented, as appropriate, by Service Providers, Network Operators and Equipment Suppliers, in order to promote the reliability, robustness, adequate capacity, security and sustainability of the public communications infrastructure throughout the United States during events or periods of exceptional stress and to prevent or minimize disruptions of public communications services and the Internet from terrorist activities, natural disasters, or similar types of occurrences.

(The NRIC VI Physical Security Prevention Best Practices are provided in Appendix E.)

RECOMMENDATION NRIC VI-1A-02

The federal government should sponsor and fund a study to identify effective methods (e.g., electrostatic filters/precipitators) for protection against the introduction and dissemination of chemical and biological agents into critical facilities via air handling systems and air intakes.  Results of such a study would support ongoing industry efforts to identify, compare, and implement effective mitigation strategies against emerging biological and chemical agent threats.

RECOMMENDATION NRIC VI-1A-03

The federal government should develop and fund a process to enable employers to voluntarily conduct national background checks (e.g., National Crime Information Center [NCIC]) on employees with access to areas of critical communications infrastructure.  

RECOMMENDATION NRIC VI-1A-04

The federal government should continue existing processes to review all infrastructure-related mergers and acquisitions with particular attention to issues (e.g., foreign-owned infrastructure, foreign interests) that could potentially compromise communications services or have national security implications.
The following six recommendations have been presented to the Council for approval.  

Homeland Security Physical Security Restoration Best Practices

RECOMMENDATION NRIC VI-1A-05

The Council recommends that the NRIC VI Physical Security Restoration Best Practices be implemented, as appropriate, by Service Providers, Network Operators and Equipment Suppliers, in order to promote the reliability, robustness, adequate capacity, security and sustainability of the public communications infrastructure throughout the United States during events or periods of exceptional stress and to more effectively restore from disruptions of public communications services and Internet services due to terrorist activities, natural disasters, or similar types of occurrences.
A list of the NRIC VI Homeland Security Physical Security Restoration Best Practices is found in Appendix F.  This list supplements the Homeland Security Physical Security Prevention Best Practices approved by the Council in December 2002.   

Role of the NCS/NCC and Telecom-ISAC in U.S. Homeland Security
  

Mutual trust, vital to support voluntary information sharing, already exists between government and industry representatives in the NCC, and parties understand the sensitivities and implications of inappropriate disclosure of information.  Additionally, the NCC and Telecom-ISAC have established information sharing policies and procedures that support effective communications during restoration events.

RECOMMENDATION NRIC VI-1A-06

The federal government should maintain National Coordinating Center for Telecommunications (NCC) and Telecom-ISAC (Information Sharing and Analysis Center) operations to support restoration efforts.  

RECOMMENDATION NRIC VI-1A-07

The National Coordinating Center for Telecommunications (NCC) should be the focal point for sharing information (to include alerts and notifications) to and from relevant state and local authorities, and should implement an industry/government information sharing process to ensure that consistent and accurate information is provided from a centralized source.
National Security and Emergency Preparedness Priority Services

The events of September 11th made extraordinary demands on U.S. government response capabilities, making the support and services from the NCS essential.  The attacks on the World Trade Center and the Pentagon, and the collateral impact on the telecommunications infrastructure, required the largest single organizational response in the history of the NCS.  That response effort validated the continuing importance, criticality and success of NCS programs.  It also highlighted the need to ensure that those programs continue to evolve to embrace new technologies and to counter emerging threats.  The NCS provides a suite of priority telecommunications services to the NS/EP community, which includes federal government agencies, state and local governments, and certain private industries.  These services are provided through NCS-administered programs and provide priority treatment in the public telecommunications network for those with NS/EP missions, ensuring their telecommunications capabilities in support of critical NS/EP functions.  Key programs include the Government Emergency Telecommunications Service (GETS), which provides for priority access and transport in the local and long distance segments of the public network; the Telecommunications Service Priority (TSP) program, which enables the priority provisioning and restoration of critical telecommunications services for NS/EP users; the Telecommunications Electric Service Priority (TESP) program, which promotes (on a voluntary basis) the inclusion of critical telecommunications facilities in electric service providers priority restoration plans; the Wireless Priority Service (WPS), which provides priority cellular network access; and the SHAred RESources (SHARES) program, which provides a single, interagency emergency message handling system by bringing together existing HF radio resources of federal, state and industry organizations.

RECOMMENDATION NRIC VI-1A-08

The federal government should expand awareness of, and participation in, National Communications System (NCS)-administered priority services (i.e. GETS, WPS, SHARES, TSP, TESP).
Note:  This recommendation has been merged with related recommendations from the Public Safety and Disaster Recovery and Mutual Aid Focus Groups by the Steering Committee for presentation to the Council:  

The federal government should support an outreach program to expand awareness and use of NCS priority services including TSP, GETS, WPS, SHARES and TESP, by State and Local Organizations, including Public Safety entities, as well as applicable private sector organizations.
NSTAC Focus on Emergency Response and Service Restoration

President Ronald Reagan created the National Security Telecommunications Advisory Committee (NSTAC) by Executive Order 12382 in September 1982.  Composed of industry chief executives representing the major communications and network service providers and information technology, finance, and aerospace companies, the NSTAC provides industry-based advice and expertise to the President on issues and problems related to implementing NS/EP communications policy.  Since its inception, the NSTAC has addressed a wide range of policy and technical issues regarding communications, information systems, information assurance, critical infrastructure protection, and other NS/EP communications concerns.  Its record of accomplishments includes substantive recommendations to the President, leading to enhancements of the nation’s NS/EP communications and related information systems posture.  Enhancements in the form of operational programs and policy solutions benefit both industry and Government as the security requirements for the communications infrastructure evolve.  In developing its prevention and Restoration Best Practices, The Homeland Security Physical Security Focus Group recognized the need for a review of national policy implications for emergency response and service restoration.  The NSTAC's past accomplishments demonstrate its expertise in supporting the government in such a policy review and the value of its advice on protecting and enhancing the nation's NS/EP communications infrastructure.

RECOMMENDATION NRIC VI-1A-09

The National Security Telecommunications Advisory Committee (NSTAC) should review national policy implications for communications emergency response and service restoration, including new threats and evolving technologies.
CEOs Leadership in Corporate Security Culture

The effective implementation of all Best Practices requires a commitment on the part of senior management, including the development of a corporate culture where employees not only abide by security requirements but also play an active role in maintaining the security of the enterprise.  Too often, employees being “helpful” or “friendly” open the doors (literally) to intruders, without recognizing the security risk this creates.  Also too often, employees decline to take an active role, afraid of the repercussions of their actions.  When senior management, particularly the CEO and other Officers, visibly support and comply with established security procedures – even when requiring extra discipline and inconvenience - the effect is to increase compliance and support throughout the company.  Absent this high-level support, the employee base will rarely support or assist in maintaining facility security, and the implementation of these Best Practices will fail to significantly decrease the vulnerability of the company to security breaches.

RECOMMENDATION NRIC VI-1A-10

The Chief Executive Officers of communication companies should establish corporate cultures where all security procedures are consistently enforced and followed by all persons on company property at all times.
Areas for Attention

The Focus Group documents 26 Areas for Attention in this Report.  Three examples are highlighted here:  [Section 3]  

Vulnerability Assessment Needed

Threats and their probability of occurrence change without notice.  The industry’s response to these changes, when confirmed, should take place within appropriate timeframes.  But such responses are no substitute for individual companies’ pro-active, systematic assessment of Vulnerabilities within the communications infrastructure and appropriate actions to provide protection.  [Section 3.1.4]
Power System Competencies Need to Be Maintained

Service Providers and Network Operators need adequate levels of competent staff to maintain the power infrastructure.  Detailed knowledge and significant experience is required for these special systems.  Having these core competencies is a particular concern in the event of a widespread power emergency.  [Section 3.2.2.4]

Inadvertent Negative Impact of Government Regulations
Government rules, regulations and practices can inadvertently have a negative impact on network reliability and network security.  Policies can introduce new vulnerabilities to the communications infrastructure or raise existing risks to unacceptable levels.  (Examples include environmental policies affecting buried fuel tanks and supply lines, and requirements to publicly post information.)  [3.2.7.4]

Next Steps for Best Practices
NRIC Best Practices are the most authoritative list of such guidance for the communications industry.  However, Best Practices are not effective unless implemented.  In light of the current state of urgency, Service Providers, Network Operators and Equipment Suppliers are exhorted to prioritize their review of existing vulnerabilities, risks and impacts and implement Best Practices as appropriate.  Homeland Security has a vital dependence on the availability of public communications services.  Fortunately, previous Councils have developed many Best Practices over the past ten years that effectively address network reliability.  These Best Practices provide very helpful guidance in the areas of network design and operation and emergency power system readiness.  The industry’s Network Reliability Steering Committee (NRSC) has found that most major outages that are monitored at the national level could have been prevented if applicable Best Practices had been implemented.  [Sections 2.2.5.3 and 4.1]
The Best Practices, while not industry requirements or standards, are highly recommended for implementation.  As the First Council stated, “Not every recommendation will be appropriate for every company in every circumstance, but taken as a whole, the Council expects that these findings and recommendations [when implemented] will sustain and continuously improve network reliability.”  This statement can now be extended to include security.  NRIC Best Practices result from broad industry cooperation that engages vast expertise and considerable voluntary resources.  Efforts by government authorities to impose these as regulations may jeopardize the industry’s willingness to work together to provide such guidance in the future.  [Section 4.2]

In developing Best Practices, the Focus Group recognized that the degree to which Best Practices and recommendations are implemented is significantly dependent on economic considerations, and that decisions to implement and implementation levels will vary from organization to organization.  While 100 percent implementation of all Physical Security Best Practices by all companies is clearly not attainable, an optimal balance of Best Practice adoption, in conjunction with incentives for industry to implement (e.g., government resources, research, support), can maximize the level of physical security across all industry segments, particularly with respect to meeting the critical Homeland and national security needs of the nation.  Figure 1 depicts this concept, illustrating the baseline security level demanded by the marketplace and the notional “security gap” that exists to attain national security and emergency preparedness (NS/EP) needs.  Such a gap can be closed through use of targeted incentives (e.g., government resources, research, support) as well as through raising the baseline marketplace security level through broad implementation of security Best Practices across industry.  [Section 3.2.7]
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Figure 1.  Meeting NS/EP Security Needs 
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Figure 8.  Spectrum of Threats to National Security & Emergency Preparedness

3 Introduction 
The Homeland Security Physical Security Focus Group is one of four within the Homeland Security priority of the Sixth Council.  In addition, the Sixth Council continued to pursue work addressed in previous Councils:  Network Reliability, Network Interoperability and Broadband Deployment [Figure 2.  NRIC VI Focus Group Structure].   
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Figure 2.  NRIC VI Focus Group Structure.
3.1 Mission

The Mission of the Focus Group is derived directly from the NRIC VI Charter (Appendix C).  The Mission is almost verbatim from applicable sections of the Council Charter, with few exceptions for clarifications.   

Focus Group 1A Mission

The Focus Group will assess physical vulnerabilities in the public telecommunications networks and the Internet and determine how best to address those vulnerabilities to prevent disruptions that would otherwise result from terrorist activities, natural disasters, or similar types of occurrences.

The Focus Group will conduct a survey of current practices by wireless, wireline, satellite, and cable telecommunications and Internet services providers, network operators and equipment suppliers that address Homeland Defense.

By December 31, 2002 the Focus Group will issue a report identifying areas for attention and describing best practices, with checklists, that should be followed to prevent disruptions of public telecommunications services and the Internet from terrorist activities, natural disasters, or similar types of occurrences.

The Focus Group will report on current disaster recovery mechanisms, techniques, and best practices and develop any additional best practices, mechanisms, and techniques that are necessary, or desirable, to more effectively restore telecommunications services and Internet services from disruptions arising from terrorist activities, natural disasters, or similar types of occurrences.

The Focus Group will issue a report containing best practices recommendations, and recommended mechanisms and techniques (including checklists), for disaster recovery and service restoration. The Focus Group will issue this report within twelve (12) months of the first Council meeting.

The Focus Group will coordinate with the Homeland Security Cyber Security Focus Group (1B) to assure that vulnerabilities in the public telecommunications networks and the Internet are assessed, and to determine how best to address those vulnerabilities to prevent disruptions that would otherwise result from terrorist activities, natural disasters, or similar types of occurrences.  The Focus Group will also coordinate with other Focus Groups, as appropriate.     
3.2 Scope

The Mission specifies five areas of scope:  subject matter, network type, threat source, deliverables and actions.  

3.2.1 Subject Matter - Defining “Physical” Security 
In order to fulfill the Council Charter, Focus Groups were structured as shown in Figure 2.  The Council Charter gives the direction to “assess vulnerabilities”.
  The break out to “Physical” and “Cyber” was done to in order to make the best use of the types of expertise that would be engaged.  Cyber Security expertise tends to be a very specialized proficiency.  However, neither the world nor the potential threats against the communications infrastructure are divided neatly into two such categories.  This view was understood by both Focus Groups.  In addition, the Focus Group leaders perceived the very complex interactions between the domains and the need to ensure that issues did not “fall between the cracks.”  
In the context of this Homeland Security backdrop, Physical Security has been embraced as including three aspects:  

 

Reliability of Services

Homeland Security directly depends on the reliability of the services that are provided over the communications infrastructure.    
Previous Councils have developed Best Practices for Network Reliability to a very effective level.
  The ATIS Network Reliability Steering Committee (NRSC) has consistently found that existing NRIC Best Practices, if implemented, would have prevented most major network outages that have been monitored at a national level.

Security of Networks

At another level, the networks on which public communications services are provided must be protected for Homeland Security.  The network facilities – and especially critical infrastructure facilities – must be secured.  
Security of Enterprises

At still another level, the businesses that support the communications infrastructure must be secured.  The buildings, information and personnel must be protected.  This last area is where the term “physical security” is most commonly understood.  
3.2.2 Network Types 
The scope includes the following communications networks:  

· wireline

· wireless

· satellite

· cable 

· the Internet

For each of these networks, circuit switched, packet switched and converged technologies are included.  

3.2.3 Industry Roles 
The scope includes Service Providers, Network Operators and Equipment Suppliers of the public communications infrastructure.  

The following is a brief definition of the principal organizational components referred to throughout the NRIC Best Practices:

Service Providers 
An organization that provides services for content providers and for users of a computer network.   The services may include access to the computer network, content hosting, server of a private message handling system, news server, etc. A company, organization, administration, business, etc., that sells, administers, maintains, charges for, etc., the service. The service provider may or may not be the operator of the network. 
Network Operators 
The operator responsible for the development, provision and maintenance of real-time networking services and for operating the corresponding networks.

Equipment Suppliers 
An organization whose business is to supply network operators and service providers with equipment or software required to render reliable network service.
3.2.4 Threat Sources 
The Council Charter and Focus Group Mission specify that the scope include threats “. . . from terrorist activities, natural disasters, or similar types of occurrences.”  The Focus Group has taken this language to mean being inclusive of natural events, intentional malicious human acts, and also unintentional human acts.   

3.2.5 Deliverables 


The Council Charter and Focus Group specify several types of deliverables:  

3.2.5.1 Areas for Attention

Areas for Attention capture issues that the Focus Group has identified for the Council and FCC to consider.  The Focus Group has identified Areas for Attention systematically in Section 3, Vulnerability Assessment.  
In addition to the Focus Group documenting such issues in this report, other government authorities have been engaged as appropriate.    

3.2.5.2 Checklists

Checklists are shortcuts that allow a user to quickly find applicable, suggested action items, and were first introduced for Best Practices under the Fifth Council with the provision of Keywords in an effort to make the Best Practices easier to use.  Keywords are provided to allow an individual to identify the Best Practices associated with a particular job function.  While the Keyword associations are provided in Appendices F and G, users are encouraged to use the NRIC web site (www.nric.org), as the electronic process of developing customized Checklists will be much quicker than a manual search. 

3.2.5.3 Best Practices
 

Best Practices are statements that describe the industry’s guidance to itself for the best approach to addressing a concern.   NRIC Best Practices are the most authoritative list of such guidance for the communications industry.  They result from unparalleled industry cooperation that engages vast expertise and considerable resources.  
The implementation of specific Best Practices is intended to be voluntary.  In addition, the applicability of each Best Practice for a given circumstance depends on many factors that need to be evaluated by individuals with appropriate experience and expertise in the area the Best Practice is addressing.  More information on the intended use of Best Practices is provided in Section 4.2, Intended Use of Best Practices.   This section focuses on the factors considered in the development of the Best Practices.  There are seven principles that are key to understanding the nature of NRIC Best Practices for the communications industry.  

1.  “People Implement Best Practices"
 

The Best Practices are intended for daily use by the many thousands of individuals who support the communications infrastructure.  To this end, the Best Practices address the following four values:

· Applicability of Best Practices to Individual Job Functions

· Appreciation for the Value of Best Practices

· Accessibility to Appropriate Best Practices

· Continuous Improvement of Best Practices

Even though NRIC Best Practices have been developed to be easily understood, their essence is often not immediately apparent to those who are inexperienced with the associated job functions.
  Therefore caution should given to ensure that those managing Best Practices within organizations have sufficient experience. 
2.  Best Practices do not endorse commercial or specific "pay for" documents, products or services, but rather stress the essence of the guidance provided by such (e.g., formal quality management vs. "TL9000") practices.  Helpful examples are identified in the "References Columns" available on the web site.  

3.  Best Practices are more effective and appropriate when they address (help prevent, mitigate, etc.) classes of problems.  Detailed fixes to specific problems are not Best Practices.  

4.  Best Practices are already implemented by some, if not many, companies.  Many fascinating and impressive ideas can be generated by the highly regarded list of organizations assembled for this effort.  However, such ideas do not qualify as Best Practices if no one is “practicing them.”  The recommended Best Practices being provided to the industry in this document have been demonstrated to be effective, feasible and capable of being implemented.

5.  Best Practices are developed by industry consensus.  In particular, the parties with “skin in the game” (i.e. Service Providers, Network Operators, Equipment Suppliers) are able to bring their expertise from across the industry to weigh in on the “best” approach to addressing a concern.  

6.  Best Practices are verified by a broader set of industry members - from outside the Focus Group - to ensure that those who have not been a part of the process can provide feedback.  An industry survey is planned for 2003.  
7.  Best Practices are presented to the industry only after sufficient rigor and deliberation has warranted the inclusion of both the conceptual issue and the particular wording of the practice.  Discussions among experts and stakeholders include consideration of:  

· existing implementation level of a proposed Best Practice

· effectiveness of a proposed Best Practice

· feasibility to implement a proposed Best Practice 
· risk not to implement a proposed Best Practice

· alternatives to the proposed Best Practice

3.2.5.4 Mechanisms

This deliverable type is specified for the Restoration Report and will be described in Issue 2.  

3.2.5.5 Techniques

This deliverable type is specified for the Restoration Report and will be described in Issue 2.  

3.2.6 Specified Actions 
The Mission specifies six specific actions that are to be undertaken by the Focus Group.  

3.2.6.1 Assess Vulnerabilities
Vulnerabilities have been assessed in order to prevent disruptions of public communications services.  Such assessment is effective to the degree that it is complete and expert.  Additional detail is provided in Section 3.  
3.2.6.2 Determine the Best Methods
The Focus Group has determined the best way to address the vulnerabilities of the communications infrastructure and documented such as Best Practices.  
3.2.6.3 Conduct a Survey
The Focus Group has assembled Best Practices currently used by Service Providers, Network Operators and Equipment Suppliers.  In addition, the Focus Group intends to conduct an industry survey during 2003. It is expected that this survey will be coordinated with other Focus Groups.  
3.2.6.4 Issue a Report 
The Focus Group has issued this report.  As explained in the About this Document Section, additional issues are planned in 2003.  
3.2.6.5 Report on Mechanisms, Techniques and Best Practices 
The Focus Group has reported to the FCC, Council and industry through updates made by the Focus Group Leader during Official Council quarterly meetings and through its official Reports.  
3.2.6.6 Develop Best Practices, Mechanisms and Techniques 
The Focus Group has developed Best Practices as described in Section 4 and listed in Appendix E.  In addition, as appropriate, the Focus Group intends to develop mechanisms, and techniques that are necessary, or desirable, to more effectively restore telecommunications services and Internet services disruptions arising from terrorist activities, natural disasters.  This work is planned for completion by March 2003. 
3.3 Participants

This section provides a brief description of the membership’s strong industry representation, activities, and citizenship records.  For approximately half of the organizations, their participation in this Homeland Security effort was their first experience in an NRIC effort.  

3.3.1 Industry Representation

The participants represented a balance across industry roles (i.e. service providers, equipment suppliers, industry fora, government, others).  The Focus Group had strong representation of industry expertise that was inclusive of technologies (i.e. circuit switching, packet switching and converged solutions).  The members provided broad representation of network types (i.e. wireline, wireless, satellite, cable, and the Internet).  Figure 3 lists the participating organizations and their representatives.   In addition to the Focus Group members, additional experts were engaged with these organizations and from other organizations to support the vulnerability assessment Task Groups described in Section 3. 

The Focus Group also included a diverse array of disciplines with formal training and experience ranging from mathematics to psychology, from field experience to public policy, from computer science to human performance, from network operations to finance, from physics to theology, and from business management to various fields of engineering, as well as many other areas.   Physical security training and experience came from corporations, local law enforcement, the U.S. military and the U.S. Secret Service.  It is evident from the discussion in Section 3 that the expansive subject matter of vulnerabilities within the communications infrastructure requires such a wide range of disciplines.
  

3.3.2 Activities

The membership was also very active.  Specific activities include researching issues, engaging internal and external experts, coordinating internal reviews of draft materials, completing action items and preparing for meetings.  Section 2.4.2, Meeting Logistics, provides statistics on the aggregate participant-hours associated with meetings.  Representatives were typically supported by several subject matter experts within their respective organizations.   

3.3.3 Citizenship

The NRIC Steering Committee requested each Focus Group Chair to maintain records of citizenship status for members.  In fulfillment of that request, the Focus Group participants were asked the following questions:   

A.  Are you a citizen of the United State of America? 

B.  Are you a citizen of any other country?  

C.  If you answered "No" to (A), or ""Yes" to (B), please explain your status

D. What country is your company based in?
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Figure 3.  Homeland Security Physical Security Focus Group

3.4 Approach  
The Focus Group’s approach to fulfill its Mission was based on several tactics.  First, the Mission itself was carefully crafted from the Council Charter and reviewed with the NRIC VI Steering Committee Chair and FCC Designated Federal Officer.  Second, key stakeholders were engaged to determine the specific needs and requirements or their respective entities.
  Third, past NRIC Best Practice development experience and Physical Security experts were consulted to identify special issues for consideration, given the current charter.  Fourth, existing materials on the subjects of communications infrastructure vulnerabilities, threat, risk and consequence assessment and best practices were reviewed.  Fifth, the Focus Group leader architected a process to enable speedy and accurate achievement of the process and fine-tuned it with the Focus Group members [Figure 4.  Big Picture of Process Flow].  
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Figure 4.  Big Picture of Process Flow
3.4.1 Key Elements
There were four key elements of the approach that are highlighted here.  
Vulnerabilities Assessment Approach

First, the approach is based on an assessment from vulnerabilities, as distinct from the more common approach, which takes primary guidance from threat assessment.  Additional discussion is provided in Section 3, Vulnerabilities Assessment.  
Consensus 

A second key element of the approach is that the consensus of broad industry representation articulated the Focus Group’s output.  This commitment to consensus greatly increased the amount of time required to agree on the Focus Group’s output.  However, the resulting confidence and quality are invaluable to the industry.  
Protection of Sensitive Information

The Focus Group Leader encouraged all members to discuss vulnerabilities in their essence and avoid specifics, unless necessary.  In addition, the Focus Group’s materials and discussions were treated as confidential.  
Urgency

The Focus Group aggressively pursued its objectives to assess vulnerabilities, knowing that the nation is currently under threats by enemies that have proven their capability to cause substantial harm.  The team also took its tasks very seriously, understanding that it may be best positioned to protect the communications infrastructure from devastating consequences.   
3.4.2 Meeting Logistics

Because of the urgency of its mission, the Focus Group set an aggressive meeting schedule. 
  Summary Statistics for the meeting schedule from April 2002 through March 2003 are:  

Table 1.  Meeting Statistics (April 2002 – March 2003)

	Meeting Type
	Participant-Hours

	Conference Calls
	~800

	Workshops
	~4200

	Total
	~5000


In general, conference calls were used as the mode of meeting, when practical. However, the nature of the Focus Group’s work often required a face-to-face format.    Such working meetings are referred to as workshops.   

In addition to the time spent in the Focus Group meetings, many members led or supported Task Groups that were established.  There were over 75 such meetings – mostly conference calls – that represented approximately 1000 additional combined participant-hours.  

Focus Group members also spent considerable time outside of meetings involved in various supporting activities.  These activities include researching issues, engaging internal and external experts, coordinating internal reviews of draft materials, completing action items and preparing for meetings.  
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3.4.3 Guiding Principles for Members

The work of this Focus Group was the result of tremendous contributions from many organizations.  It also included substantial personal sacrifices from individuals demonstrating their understanding of the urgency of the Mission, passion for their technical expertise and true patriotism.  

In order to effectively work together, the team agreed to the following principles at its first face to face meeting:   

1.  The Work Is Critical and Urgent
. . . Successful completion of our mission is vital to national security

2.   High Quality, On-Time Deliverables that Are Trustworthy and Thorough

. . . Fulfill applicable Charter requirements and meet the needs of the Nation 

3.  Clear Objectives

. . . For team, and individual participants and organizations

4.  Leadership Will Pursue Consensus of Team

. . . Also needs to set pace & guide fulfillment of charter

5.  Follow a Scientific Approach, Not Merely Collect Subjective Opinions

. . . Be objective and practice a disciplined methodology

6.  Capture Every Good Idea

. . . Welcome new and different perspectives for consideration 

7.  Respect for Individuals

. . . Open and honest interactions 


3.5 Coordination with Other Stakeholders


Like other industries, the communications industry has received numerous requests to provide support to Homeland Security efforts.  In order to avoid unnecessary duplication of effort and to better realize synergies, the leaders of NRIC and other key entities have appropriately agreed to coordinate their activities.  
Stakeholders include The President’s National Security Technical Advisory Council (NSTAC), the National Communications System (NCS)
 National Coordinating Center for Telecommunications (NCC) Telecom–ISAC (Information Sharing and Analysis Center), and the White House Office of Homeland Security.

3.6 Other Focus Groups

Because of the common areas of subject matter, the Homeland Focus Groups need to coordinate some activities.  The Focus Group leader has provided Best Practices tutorials to Focus Group 1B, Cyber Security and Focus Group 1D, Disaster Recovery and Mutual Aid.  Additional coordination is planned during 2003.   In addition, ongoing dialogue was maintained with the leaders and experts of Focus Group 2, Network Reliability.  

3.7 Non Disclosure Agreement

A Non Disclosure Agreement was prepared by the NRIC VI Steering Committee to provide additional protection for parties that may bring sensitive information to the Focus Group for discussion.   The final document was made available in November, 2002.  

4 Vulnerability Assessment 

This section describes the Focus Group’s fulfillment of its charge to assess the vulnerabilities of the communications infrastructure.  


4.1 Vulnerability Approach

The Mission of the Focus Group directs it to “assess vulnerabilities” of the communications infrastructure.   An approach that focuses on vulnerabilities was emphasized at the Sixth Council’s first meeting.
  Comparisons have been made between the common approach of many industries to learn mostly from past historic events, with an approach that addresses all vulnerabilities - regardless of whether or not a specific vulnerability has been exercised by a threat before.  The prime example that articulates the distinction is the cockpit door in aircraft, which had previous to September 11, 2001 been identified by the aviation industry as a security vulnerability.  But since the cockpit door had not been previously exercised by a threat, it was not addressed.  An approach that systematically addresses vulnerabilities is vital to effectively protecting the communications infrastructure.  The communications infrastructure is one of the pillars of pillars among critical infrastructures.
  
Prior to the Sixth Council, NRIC’s Best Practices were developed from an historic analogy perspective.  This meant that Best Practices were developed to address past events (i.e. outages), using the industry’s expertise developed from analyzing these events.  A vulnerability perspective was introduced in the work of the Fifth Council’s Best Practices Subcommittee.
  The IEEE Communications Society Technical Committee on Communications Quality & Reliability (CQR) outlined characteristics of the Packet Switched Public Telecommunications Network Services (PSPTNS) that have, or can potentially have, a negative impact on the reliability of such services.  The Best Practices Subcommittee used this outline as a high level Checklist to evaluate the Best Practices coverage.  An NRIC V Area for Attention was “the observation that the NRIC Best Practices address aspects of each of the areas identified in the Checklist.”
  
Figure 5, Communications Infrastructure Areas of Vulnerabilities, shows the eight areas of Vulnerabilities internal to the Communications Infrastructure:  

1. Environment – includes buildings, trenches where cables are buried, space where satellites orbit, the ocean where submarine cables reside
2. Power – includes the internal power infrastructure, batteries, grounding, high voltage and other cabling, fuses, back-up emergency generators and fuel 

3. Hardware – includes the hardware frames, electronics circuit packs and cards, metallic and fiber optic transmission cables and semiconductor chips
4. Software – includes the physical storage of software releases, development and test loads, version control and management, chain of control delivery

5. Networks – includes the configuration of nodes, various types of networks, technology, synchronization, redundancy, and physical and logical diversity  

6. Payload – includes the information transported across the infrastructure, traffic patterns and statistics, information interception and information corruption

7. Policy – includes the industry standards, industry cooperation, industry interfaces with governments (local, state, federal), and various legal issues 

8. Human – includes intentional and unintentional behaviors, limitations, and education and training, human-machine interfaces, and ethics 
In addition, the Communication Infrastructure has dependencies on the availability of services and capabilities of other infrastructures – some of which are shown in Figure 5.  
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FIGURE 5.  Communications Infrastructure Areas of Vulnerabilities 
4.1.1 Vulnerabilities and Threats

The major benefit of systematically addressing the Vulnerabilities is that protection is provided, independent of knowing what the Threats may be.  While the fundamental Vulnerabilities of the communications infrastructure seldom change, the types of Threats that can exercise those vulnerabilities are constantly changing.  

One fact dominates all homeland security assessments:  terrorists are strategic actors.  They choose their targets deliberately based on the weaknesses they observe in our defenses and our preparedness.  We must defend ourselves against a wide range of means and methods of attack.  Our enemies are working to obtain chemical, biological, radiological, and nuclear weapons for the purpose of wreaking unprecedented damage on America.

Terrorism depends on surprise.  With it, a terrorist attack has the potential to do massive damage to an unwitting and unprepared target.
  [emphasis added]

While the industry can be surprised by the method of a particular attack, it should not be surprised about our Vulnerabilities.  The industry designed and built these systems and networks.  The industry knows their intrinsic properties . . . and their limitations.   Section 3 reviews the fundamental characteristics for each aspect of the communications infrastructure that are susceptibilities exercisable by attacks.  By systematically addressing the Vulnerabilities we are able to indirectly prepare for any number of unknown Threats attempting to exercise those vulnerabilities.  
The primary objectives in assessing Vulnerabilities are:

1. Be Complete . . .  do not overlook any 

2. Master Knowledge . . . understand the nature of each susceptibility fully 

3. Recognize Distribution . . . capture all instances of a vulnerabilities’ presence

4. Understand Dependencies . . . anticipate the impact that can be achieved, if exercised (including a coordinated attack) 

To address the essential objective of being complete (1), the Focus Group held a three day workshop in which hundreds of vulnerabilities and threats were assembled.  The eight areas shown in Figure 6, Communications Infrastructure Areas of Vulnerabilities, were found to provide complete coverage for this vast array of concerns.  This model was further confirmed by key stakeholders.  To ensure a mastery level of knowledge (2), Task Groups were established for each area.  Additional experts were engaged as described in the Section 3.2.  To capture the presence (3) of these Vulnerabilities throughout the many network types (wireline, wireless, cable, satellite and the Internet), representatives were included as appropriate.  And finally, to understand the dependencies (4) associated with these vulnerabilities, Service Providers, Network Operators and Equipment Suppliers supported the Focus Group with subject matter experts.  
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Figure 6.  Vulnerabilities – Threats – Best Practices Framework

Using Threat Information

Vulnerabilities are exercised by threats.  While not playing the leading role in this Vulnerabilities Assessment approach, Threat information is still important.  Threat analysis supports decisions involving setting priorities.  When integrated with risk and consequence analysis, threat information can be critical for determining how best to deploy critical resources.    

Because of the many variables at play, developing an effective security plan is very difficult.  The many different circumstances will have varying parameters, each of which may require customized attention.  There are, however, a consistent set of factors that can be used in the decision making process:

· What are the known Threats?

· What is the probability of the Threat being exercised?  

· Are there any Threats with sudden increased likelihood of being used in attacks?

· What Vulnerabilities do these Threats exercise? 

· What is the impact if a Vulnerability is successfully exercised by a Threat?

· How critical are the facilities being protected?

· What is the cost vs. the benefit of the measure(s) to be implemented?

· What is the ease with which the measures can be accepted and utilized by the people impacted by the program?

In order to be effective, risk and consequence analysis depends on accurate and complete knowledge of Threats.  However, threat information can not be counted on to be accurate or complete.  As stressed above, by systematically addressing the Vulnerabilities, protection is provided, independent of the need for accurate and complete Threat knowledge.  The following discussion reviews how Threat information can be used in a reactive mode, after damage has been done.  

Reacting to Exercised Threats 

In many respects, Threat Analysis involves moving targets.  Two years ago, a vulnerability in the airline industry may have suggested that an airplane could be used as a bomb, but the probability of that occurring was so low that certain countermeasures were apparently not implemented.  Today, this probability is significantly higher, and so too are the countermeasures that are in place to keep this from occurring again.  

Two years ago, it might have also been suggested that a biological agent such as anthrax could be used as a weapon, but again, the probability of such an occurrence was considered unlikely.  It is known now that such an event can occur with deadly consequences.  A few contaminated letters claimed several victims, but more importantly to the unknown sender, it terrorized millions of people for many months, which was most certainly the intended effect.  

As there are seemingly no limits to the ends terrorists will go, it is a reasonable assumption that radiological weapons are more likely to be utilized in some way as a terrorist’s weapon of choice than they were two years ago.  This may not be a World War II type of nuclear attack, but rather smaller devices intended to take out small high profile targets, and then leave residual radiation that evokes the same fear factor that was created when anthrax was sent through the mail.  

The primary lesson learned is that Threats and their probability of being exercised change without notice.  The industry’s response to these changes should take place in a timely fashion, but such responses are no substitute for pro-active, systematic coverage of Vulnerabilities within the communications infrastructure.  

Cost Benefit Analysis 

Criticality is a relative term and may vary from company to company, but clearly critical items require much more attention than that deemed non-critical.  The more resources required to protect that which is critical, the higher the cost is going to be.   If the efforts are too costly, the facilities may be secure, but the company may not be able to remain viable if the revenue stream cannot adequately recapture the embedded base costs.  

The Best Practices were certainly not created for the specific purpose of generating additional security costs, per se, for any company.  By necessity all companies need to put into place certain security measures and the Best Practices suggest ways of providing the best value for the money that will be spent.  Detailed cost evaluations were not specific discussion criteria in the creation of these Best Practices.  But, at a high level, the lower cost approaches are preferred to higher cost options, and approaches that are not feasible are rejected.  

The final component of any successful plan designed to mitigate a terrorist attack or a natural disaster is making sure those involved understand that security is everyone’s responsibility.  A security practitioner can design the perfect system at the perfect price, but if the users see these measures as an inconvenience rather than a benefit (e.g., propping open a door because having to use a card reader take too long has just defeated the benefit of what was thought to be the perfect system and the perfect plan). 

4.1.2 Definitions
Vulnerability

A characteristic of any aspect of the communications infrastructure that renders it, or some portion of it, susceptible to damage or compromise.

Threat

Anything with the potential to damage or compromise the communications infrastructure or some portion of it
4.1.3 Integrated Vulnerabilities – Threats – Best Practices Framework
The relationship between Vulnerabilities, Threats and Best Practices is shown in Figure 6.  The systematic assessment of Vulnerabilities is the primary axis of the framework.  The Vulnerabilities of the communications infrastructure seldom change.  This axis is stable.
  The fundamental Vulnerabilities exist because of intrinsic properties and these, by nature rarely change.  Threats exercise Vulnerabilities.  In the framework, the Threats are integrated with the specific Vulnerabilities they can exercise.  Unlike Vulnerabilities, the Threats can constantly morph or completely new threats can be thought of and thus their number grows.
  Best Practices can either address Vulnerabilities (one or more) head on, or, they can address specific Threats again, (one or more).  The Focus Group’s approach has been to systematically address the Vulnerabilities with Best Practices, using the framework to identify gaps in coverage.   
4.1.4 Areas for Attention 
1.  Vulnerability Assessment Needed

Threats and their probability of occurrence change without notice.  The industry’s response to these changes, when confirmed, should take place within appropriate timeframes.  But such responses are no substitute for individual companies’ pro-active, systematic assessment of Vulnerabilities within the communications infrastructure and appropriate actions to provide protection.
2.  Maintain Integrated Vulnerabilities – Threats – Best Practices Framework

Because Threat information is constantly changing, and updated correlations between the specific Threats and Best Practices can be critical in avoiding a crisis, the industry should determine how best to maintain the Integrated Vulnerabilities – Threats – Best Practices Framework.  
3.  Security is Everyone’s Responsibility

The final component of any successful plan designed to mitigate a terrorist attack or a natural disaster is making sure those involved understand that security is everyone’s responsibility.  A security practitioner can design the perfect system at the perfect price, but if the users see these measures as an inconvenience rather than a benefit, they can defeat the perfect system and the perfect plan. 

4.2 Communications Infrastructure Vulnerabilities

4.2.1 Environment Vulnerabilities
The “Environment” is the largest area of physical security concerns related to the communications infrastructure.  Virtually everything related to the communications infrastructure happens in an “environment,” such as a building, an Internet portal, a communications tower, etc.  From the bottom of the ocean where submarine cables lie to the space where orbiting satellites glide above;  from the massive multi-story telecom hotels in major cities to the small,  remote switching system on the loneliest prairie;  from the cold barren mountain top microwave towers to the trenches holding the countless miles of transport facilities that criss-cross the continent - the communications infrastructure is almost everywhere.  

But, each of these “environments” is also influenced and affected by “environmental” factors such as fire, floods, ice and snow.  Some factors related to the environment using either connotation can be controlled or mitigated and some cannot, making the task of protecting communications infrastructure an incredible challenge. 

4.2.1.1 Task Group Participants

The Task Group leaders ensured that sufficient expertise was engaged to address Environment Vulnerabilities.  The Environment Task Group was made up of 12 participants.  In addition to members of the Focus Group, the Task Group consulted with subject matter experts on issues such as submarine cables.  Table 3 lists the Environment Task Group participants.  Care was taken to include representation from across network types (wireline, wireless, satellite, cable, the Internet) and industry role (Service Provider, Network Operator, Equipment Supplier), as appropriate.  
Table 3.  Environment Task Group Participants

	Name
	Organization

	Craig Swenson, Co-Leader
	Worldcom 

	Molly Schwarz, Co-Leader
	Schwarz Consulting LLC

	Michael Clements
	Cable & Wireless/Exodus

	Keith Hopkins
	Qwest

	Dan Jenkins
	Intelsat 

	Henry Kluepfel
	SAIC

	Frank Maquire
	AT&T

	Jayne McCullough
	Comcast

	David Porte
	American Tower

	Tom Priore
	Comcast

	Jim Runyon
	Lucent Technologies

	Steven Warwick 
	Harris Corporation


4.2.1.2 Approach

The Task Group was chartered to develop a complete list of vulnerabilities associated with the Environment Area and develop Best Practices to address each Vulnerability.  In order to achieve these objectives, the Environment Task Group held seven teleconference meetings during the time period of August 14 to November 5, 2002.  The Task Group also assigned deliverables and reviewed draft submissions using an email distribution list.  The Task Group regularly provided updates on its progress to the Focus Group during face-to-face meetings as well as during teleconference calls.  The Task Group followed a three-phased approach to completing its work.
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Figure 7.  Four Levels of Security Protection

The first phase was to identify the vulnerabilities associated with environments.  The Task Group participants were asked to review their current physical security programs and determine what vulnerabilities were addressed through their day-to-day responsibilities.  Once those “known” vulnerabilities were documented, the Task Group then focused on identifying “gaps” in the vulnerabilities.  The Task Group brainstormed and consulted with outside experts in order to ensure coverage of all aspects of the communications infrastructure.  The Task Group also applied a model of four levels of security (Figure 7) to methodically evaluate where vulnerabilities may exist.  The Task Group participants were given instructions to review their critical infrastructure using this concept while attempting to determine how a terrorist could disrupt operations.  This evaluation process resulted in the identification of previously unaddressed “gaps” thus allowing the Task Group to better complete the list of vulnerabilities associated with the Environment Area.

The Task Group proceeded in the second phase to conduct a review of the existing Best Practices in order to determine if all the vulnerabilities were sufficiently addressed.  Gaps in the Best Practices were identified;  new Best Practices were drafted and submitted to the Focus Group for review.  The Task Group also reviewed and revised numerous Best Practices that were submitted by other members of the Focus Group as well as other Task Groups.  The final step in this process was to map each Best Practice to Environment Vulnerabilities for inclusion in the NRIC VI Physical Security Best Practices document.  
Table 4.  Environment Vulnerabilities

	Vulnerability Categories

	Environment (weather, natural disasters, construction, materials, design etc.)

	Infrastructure Failures (interruption of power, back up power systems, fuel, water supply due to events other than the environment)

	Access Control (all vulnerabilities associated with the need to access critical infrastructure facilities including guard force management, asset/material movement)

	Contamination (inability to access critical infrastructure due to chemical, biological, radiological contamination)

	Physical Damage (bombs, sabotage, natural disasters etc)

	Surveillance/Monitoring (what is happening within the environment – CCTV, intrusion alarms, environmental detection and suppression systems)

	Alterations (everything is constantly changing in the environment)

	Information (signs designating critical infrastructure buildings, compliance with laws/regulations to make sensitive data public, sensitive information posted on the internet, internal information unnecessarily provided, unauthorized monitoring of signals)

	Response (unmanned facilities and critical assets in remote locations)

	Non- Compliance (ignorance of or non-compliance with established protocols and procedures)


4.2.1.3 Best Practice Coverage

The Environment Task Group examined the vulnerabilities to determine the coverage of existing Best Practices in addressing the Environment Vulnerabilities.  Gaps were identified, existing Best Practices were revised and new Best Practices were proposed.  53 new Best Practices were generated to provide new coverage or to provide more sufficient coverage.  71 existing Best Practices were revised to ensure the inclusion of the most current physical security methodologies as well as the applicability to all segments of the industry.

4.2.1.4 Areas for Attention

1.  Need for Periodic Re-Assessment 

Environments are constantly changing, and so can the ways the fundamental Vulnerabilities can be present.  Physical security programs are most effective when the elements of the environment are consistently reassessed and changes to the program are made as needed to mitigate concerns.

2.  Any Environment Can Be Destroyed

No environment is immune to the destructive creativity of a determined, well-funded terrorist, nor are they immune to the entire gamut of natural disasters.  Prevention is an important aspect of any physical security plan, but that plan will only be successful when coupled with network diversity planning, business continuity and disaster recovery planning.

3.  Unique Circumstances Require Special Consideration

The Best Practices provide guidance for addressing the Vulnerabilities of the communications infrastructure.  However, due to the complexity of, and many unique situations within, the communications infrastructure, they should not be considered “all-inclusive” as the only practices needed by an organization protecting the communications infrastructure.  

4.  Overall Security Plan

Communications infrastructure companies typically are already providing elements of physical security in an overall plan or strategy.  Very few, if any, do this exactly the same way.  When viewed as a whole, many of the Best Practices support the general principles regarding plans as follows:  (1) it is important that a formal plan be in place, (2) that such a plan adequately cover the Vulnerabilities, and (3) that such a plan be uniformly applied at all locations within the company.  Uniformity may mean consistent evaluation and consideration, but different, final dispositions regarding implementation of specific Best Practices for different situations, as appropriate.

4.2.2 Power Vulnerabilities 

The Power Area includes the internal power systems, batteries, grounding, high voltage and other cabling, fuses, back-up emergency generators and fuel.
  Power is often overlooked as a critical basic element of the communications infrastructure.  Without power, networks will not function.  In addition, any power problem has the potential to become a catastrophe, potentially damaging other equipment and personnel.  The power infrastructure also has the potential for being turned into a weapon to be used to harm the network and network personnel. 
4.2.2.1 Task Group Participants

The Task Group leader ensured that sufficient expertise was engaged to address Power Vulnerabilities.  The Power Task Group was made up of 12 participants.  In addition to members of the Focus Group, the Task Group engaged subject matter experts from organizations participating in NRIC.  Table 5 lists the Power Task Group participants.  

Table 5.  Power Task Group Participants

	Name
	Organization

	Ralph Whitlark, Leader
	BellSouth (FG1A Member)

	Jerry Fuelling
	BellSouth Power SME

	Pam Gurule
	BellSouth Power SME

	Wayne Chiles
	Verizon (FG1A Member)

	Dick Craft
	Verizon (FG1A Member)

	Charlie Romano
	Verizon Power SME

	Tim Beaird
	Verizon Power SME

	Percy Kimbrough
	SBC (FG1A Member)

	Bob Burditt
	SBC Power SME

	Jim Runyon
	Lucent (FG1A Member)

	Rick Krock
	Lucent (FG1A Member)

	Art Kirk
	Lucent Power SME


4.2.2.2 Approach
The Power Task Group was chartered to develop a complete list of Power vulnerabilities.  The team addressed its mission by meeting in a conference call each week for six weeks.  The team began by identifying power infrastructure vulnerabilities and came up with the current categories.  The team then determined which existing Best Practices addressed the vulnerability categories during the next two weeks.  The team used the last two weeks to develop new Best Practices to fill gaps not covered by existing Best Practices.

Table 6.  Power Vulnerabilities

	Vulnerability Categories

	Uncontrolled Access

	Critical Fuel Characteristics (combustion, contamination, availability)

	Critical Battery Characteristics 
(combustion, limitations)

	Ineffective Alarm Management
(monitoring, response)

	Improper Physical Location
(batteries, fuel tanks, generators, feed lines, switch gear)

	Voltage / Frequency Limitations

	Unsafe Laws and Local Requirements

	Need for Training

	Improper Parts Availability
(lack of parts, unusable parts)

	Single Points of Failure in Power Systems


4.2.2.3 Best Practice Coverage

The Power Task Group examined the Vulnerabilities to determine the coverage of existing Best Practices in addressing the Power Vulnerabilities.  Gaps were identified and new Best Practices were proposed.  15 new Best Practices were generated to provide new coverage for to provide more sufficient coverage.  
4.2.2.4 Areas for Attention

1.  Internal Power Infrastructure Is Often Overlooked

The internal power infrastructure is fundamental to keeping the communications infrastructure functioning.  Acts that disable the power infrastructure render many other activities futile.  
2.  Rules Permitting Access to Internal Power Systems Increase Risk
Rules that require Service Providers and Network Operators to allow others to access their premises (i.e. CLEC access rules, cable equipment locations, satellite equipment locations) have made controlling access to power infrastructure even more difficult.

3. Priorities for Good Power Systems Management Compete with Environmental Concerns

Best Practices intended to improve security may be at odds with environmental rules and policies, i.e. buried fuel storage tanks and distribution lines may be more secure but also may pose a risk of environmental contamination.

4.  Power System Competencies Need to Be Maintained

Service Providers and Network Operators need adequate levels of competent staff to maintain the power infrastructure.  Detailed knowledge and significant experience is required for these special systems.  Having these core competencies is a particular concern in the event of a widespread power emergency.

4.2.3 Hardware Vulnerabilities

The Hardware Area includes the broad category of physical electronics-related components that are part of communications systems.  Hardware systems include: frames, cabinets, circuit packs, cables (with exception to the power systems and power distribution systems such as fuse panels which was addressed by the Power Task Group).  The electronic hardware equipment includes switches, routers, transport equipment, transmission equipment, access equipment, satellites, dishes, undersea cables, microwave repeaters, cell sites, etc.  There are over 5000 digital switches from several different equipment suppliers deployed in the U.S. public networks.  Most of these are digital systems, but a few analog systems still remain in use.  Some of these switches are as small as a few cabinets.  A large switch may consist of a 100 or more cabinets.  Sometimes a multi-story building may contain many switches and routers from many different equipment suppliers.  

Some of the Vulnerabilities to hardware include: temperature, humidity, earthquake, fires, floods, shock, corrosive gas, dust (conductive), and various types of electromagnetic field forces.  These Vulnerabilities can shorten the life or cause intermittent malfunctioning of these hardware systems, or in the extreme, shut them down.
4.2.3.1 
4.2.3.2 Task Group Participants

The Hardware Task Group attempted to ensure that sufficient expertise was engaged to address Hardware Vulnerabilities.  The Hardware Task Group was made up of 10 participants.  In addition to members of the Focus Group, the Task Group engaged subject matter experts from other areas, such as the American Physical Society, National Labs, besides the usual communications systems experts.  The Task Group included eight subject matter experts from Focus Group-participating organizations, and four subject matter experts from non-participating organizations.  Table 7 lists the Hardware Task Group participants.  Care was taken to include representation from across network types (wireline, wireless, satellite, cable, the Internet) and industry roles.  Telcordia Technologies experts represented Service Provider and Network Operators, whereas the rest of the team consisted of Equipment Supplier.  The team had sufficient expertise to complete this activity.  

Table 7.  Hardware Task Group Participants

	Name
	Organization(s)

	Theodore M. Lach, Leader
	Bell Laboratories, Lucent Technologies

	Dr. Chao-Ming Liu , Leader
	Telcordia Technologies

	Chris Miller
	Cisco Systems

	Jim DeLaat
	Nortel Networks

	David Porte
	American Tower  

	Dr. Franscoise Sandroff
	Telcordia Technologies

	Howard Sugine
	Battelle Institute

	Electromagnetic Energy  expert 1
	National Communications System

	Electromagnetic Energy expert 2
	Sandia National Labs

	HEMP Electromagnetic Energy expert 3
	Sandia National Labs

	Jennifer Meredith
	AT&T Wireless

	Scott Jones
	Dobson 

	Everett Dennison
	Dobson 


4.2.3.3 Approach
The Hardware Task Group was chartered to develop a complete list of Hardware Vulnerabilities of the communications infrastructure.  The approach used consisted of a number of steps.   They include:

1. Identify the Hardware Vulnerabilities  

2. Identify the threats

3. Develop the Best Practices 

4. Review the Best Practices to confirm with broader Focus Group

In addition to meeting at the face-to-face Focus Group Workshop meetings, the Task Group convened a number of  conference calls.  These meetings were held to discuss the Vulnerabilities, classify them, and determine if any Vulnerabilities were missing.  Additionally, individual calls were held with subject matter experts in the area of hardware reliability and component reliability to make sure the team had the right make-up.  In all, about 20 subject matter experts were approached for their input.  The Task Group was able to engage the expertise needed.  All of the fundamental hardware Vulnerabilities could be studied without the need to access classified information.

Table 8.  Hardware Vulnerabilities

	Category
	Vulnerabilities

	Chemical
	Corrosive Gas, Humidity, Temperature,

	Physical
	Shock, Vibration, Strains, Torque,

	Electromagnetic Energy
	EMI, EMC, ESD, RF, HEMP

	Environment
	Temperature, Humidity, Dust

	Hardware Life Cycle
	Sparing, Equipment Replacement, Repair ability


4.2.3.4 Best Practice Coverage

The Hardware Task Group examined the Vulnerabilities to determine the coverage of existing Best Practices in addressing the Hardware Vulnerabilities.  Gaps were identified and new Best Practices were proposed.  New Best Practices were generated to provide new coverage or to improve coverage.  

4.2.3.5 Areas for Attention 

1.  Nuclear Attack 
The concern of nuclear attack was examined by the Hardware Task Group.  In addition to the initial incineration at ground zero, the resulting fall out radiation could have effects of hardware many miles away, the distance depending on the type and size of bomb used.  Networks can be resilient enough to route around a major city, so additional redundancy for nuclear attack already exists for many geographic regions.  Regarding dirty bombs and nuclear fallout, the effects on personnel working in those offices would be more of a concern than the effects upon the equipment.
  If a dirty bomb went off in a telecom hotel, or any other building for that matter, one would have to weight the risks of going into that building with the risk of getting premature cancer. 
  Industry professionals would need to analyze this on a case-by-case basis.  

Additional work is planned for this subject in preparation for the Restoration Report due in March 2003.

2.  Hardness to Radiation

Devices can be made to varying degrees of radiation hardness.  Technologies can be used to provide hardware with protection for withstanding up to 1000s to millions of rads.
  Such technologies are deployed in space satellite applications.  There is currently no guidance for use elsewhere in the communications infrastructure.  


3.  Solar Flares and Coronal Mass Ejection
A very real natural threat against the communications infrastructure concerns solar flares and Coronal Mass Ejection (CME), which are super solar flares.  On March 22, 2001 the sun emitted a Coronal Mass Ejection (identified as “active region 9393”) that was the most intense flare since 1976, when scientists started keeping records of such events.  The March 2001 event incapacitated two U.S. military and one commercial satellite.  Radio communications were distorted and occasionally blacked out over parts of the world for operators using high frequency radio signals.  A typical CME carries more than 10 billion tons of hot electrically charged particles into the solar system.  The amount of energy trapped in just one solar flare is greater than the energy of 1 billion megatons of TNT.  Solar flares and CMEs are just some of the natural events that must be considered in protecting the communications network.
4.  Control of Hardware Development

In order to be competitive, Equipment Suppliers are increasingly depending on outside sources to design and manufacture electronic hardware.  Often, this work is done at offshore facilities.  These factors present new challenges in the control of the hardware development process.   


4.2.4 Software Vulnerabilities

Critical operational software is an essential element in the continued operation of our nation’s communications infrastructure.   An attack on any of the approximately 96,000 networks interconnected as the Internet could cripple that infrastructure, and with the size of the Internet doubling approximately every 24 months, the potential for attack grows.  The complexity of the Internet, as well, poses a vulnerability.  Many network operating systems contain between 2,000,000 and 20,000,000 lines of code (contrast this with the space shuttle, which requires only 4,000,000).  Router filtering rules, vital to the security and resiliency of the Internet, have as many as 150,000 lines of code, which, if corrupted, could open the network to interception, compromise, or even destruction.  Because of these, attacks against network software could disrupt or otherwise compromise critical communications or operations during an emergency situation, or could in themselves precipitate an emergency situation.  

Attacks against software fall into one of three general categories:  

1. Destruction of critical operational software

2. Unauthorized modification of critical operational software (with the intent of introducing a weakness in installed systems)

3. Compromise of critical operational software (with the intent of discovering operational features or methods of interception)       

4.2.4.1 Task Group Participants

The Task Group Leader ensured that sufficient expertise was engaged to address the Software Vulnerabilities.  This Task Group was made up of 8 participants.  In addition to core members from the Focus Group, the Task Group enlisted the aid of one additional subject matter expert and utilized outside experts on an ad hoc basis to review proposals or discuss issues.  Vulnerabilities were identified, refined, and documented through conference call meetings and through collaborative reviews of the vulnerabilities proposed.  

Table 9 below lists the core Software Task Group participants.  Because the physical security of network software is primarily a responsibility of Equipment Suppliers, the Task Group was composed mainly of representatives from this arena.  Service Providers and Network Operators were included on a regular and ad hoc basis to ensure a comprehensive review.

Table 9.  Software Task Group Participants

	Name
	Organization

	Michael Kennedy, Leader
	Nortel Networks

	Chris Miller
	Cisco Systems

	John Clarke
	Cisco Systems

	Steve Michalecki
	Alltel

	Greg Shannon
	Lucent Technologies

	Virgil Long
	Tekelec

	James DeLaat
	Nortel Networks


4.2.4.2 Approach
The Software Task Group was chartered to evaluate current and potential vulnerabilities in the design, review, and implementation of Network Operating Software 

To ensure that all potential vulnerabilities were identified and addressed, the Task Group conducted a lifecycle analysis on the products.  Stages in the life of critical operational software were identified as:  creation, design, review, distribution, upgrade and obsolescence.  Each of these stages was examined and the Vulnerabilities for each stage identified, as listed in Table 10 below.

Following the identification of Vulnerabilities, including Vulnerabilities for which there have been no documented threats to date, the Task Group reviewed the drafted Focus Group Best Practices for their applicability and proposed additional Best Practices as required to ensure response to all identified vulnerabilities.  At the end of this exercise, the members of the Task Group were satisfied that all identified Vulnerabilities could be mitigated by proper implementation of the agreed-upon Best Practices as developed by the Focus Group.  

In addition, the Software Task Group developed Best Practices that were forwarded by the Focus Group to the Cyber Security Focus Group (1B) for collaboration.  

Table 10.  Software Vulnerabilities

	Category
	Vulnerability

	Access Control
	Source Media

	
	Binary Media

	
	System Documentation

	
	Lab Facilities

	
	Computing Hardware

	
	Visitor Control

	
	Network Access Points

	
	Network Interconnect Points

	Personnel Controls
	Ignorance of Proper Security Protocols

	
	Mixed Loyalties of Foreign Nationals

	Network Design And Implementation
	Unsecured Distribution Channels

	
	Unsecured R&D Network Channels

	
	Unsegregated access from Office Systems

	Design And Operational Oversight
	Design Error

	
	Susceptibility to Rogue Code Insertion

	
	Simultaneous Use of Multiple Versions

	
	Interception of Media During Delivery

	Off-Site Parties And Developers
	Unsecured Off-Site Facilities

	
	Inadequate SLAs

	
	Inadequate Non-Disclosure Agreements

	
	Unsecured Teleworker Sites

	
	Offshore Parties

	
	Contractor/Developer Agreements

	Equipment Implementation Issues
	Default Access Points

	
	Susceptibility to Cascade Failure

	
	Unsecure Wireless Access Points

	
	Poorly Positioned Free-Space Optics

	
	Wireless Access for Updates, Etc.


4.2.4.3 Best Practice Coverage

Reviewing the existing agreed-upon Best Practices, the Task Group found 43 that pertained to the physical security of Software.  Assessing these in light of the Software Vulnerabilities, the Task Group found some areas of weakness, and proposed 10 additional Best Practices.  Following discussion by the members of the Focus Group, 2 of the proposed Best Practices were merged and the rest accepted, resulting in a total of 52 Best Practices addressing Software Vulnerabilities.

4.2.4.4 Areas for Attention

1.  Physical Security of Software 

Though Software Security is primarily a Cyber Security (Focus group 1B) subject, there are significant physical security practices that, if implemented, would provide a critical protection to this area of the communications infrastructure.  Traditional physical security methods (access control, document classification, change management), when applied to software development and distribution environments, are a vital link in the security continuum.  A recognition that there are physical aspects to software (the storage and distribution media, etc.) is essential to properly secure Areas of Critical Infrastructure.

2.  Control of Software Development

In order to be competitive, Equipment Suppliers are increasingly depending on outside sources to design and manufacture network equipment software.  Often, this work is done at offshore facilities.  These factors present new challenges in the control of the software development process.   

4.2.5 Network Vulnerabilities

A Network is defined as a series of points or nodes interconnected by communication paths.  Networks can interconnect with other networks and contain sub-networks.  The networks that support the United States communications infrastructure are immense both in terms of communications services provided and geographic coverage.  Networks are designed with capabilities that minimize or mitigate the impact of failures on the services provided.  The Vulnerabilities in this section address these capabilities.  Some of these Vulnerabilities include lack of redundancy/diversity, automation, interconnection of networks, capacity limits, synchronization, and improperly managed changes and upgrades.
4.2.5.1 Task Group Participants

The Task Group leader ensured that sufficient expertise was engaged to address Network Vulnerabilities.  The Network Task Group was made up of nine participants.  In addition to members of the Focus Group, the Task Group engaged subject matter experts from other areas, as required.  Table 11 lists the Network Task Group participants.  Care was taken to include representation from across network types (wireline, wireless, satellite, cable, the Internet) and industry role (Service Provider, Network Operator, Equipment Supplier), as appropriate.  

Table 11.  Networks Task Group Participants

	Name
	Organization

	Rick Canaday, Leader
	AT&T

	Wayne Chiles
	Verizon

	John Clarke
	Cisco Systems

	Lee Fitzsimmons
	Nextel

	Dan Jenkins
	Intelsat

	Frank Maguire
	AT&T

	Jayne McCullough
	Comcast

	Jim Runyon
	Lucent Technologies

	Steven Warwick
	Harris Communications


4.2.5.2 Approach
The Networks Task Group was chartered to develop a complete list of Network Vulnerabilities.  The approach used consisted a series of five of conference call meetings and email exchanges among the participants.  The Networks Task Group reviewed and modified the list of Vulnerabilities generated by the Homeland Security Physical Security Focus Group to improve its completeness and to clarify and differentiate among the categories.  The scope defined by the Networks Task Group was to address capabilities in or characteristics of networks that would limit or prevent service from being impacted by failures of network nodes or communication paths. 

Table 12.  Networks Vulnerabilities

	Vulnerability

	Lack of redundancy/diversity

	Automation

	Unwarranted geographic concentration

	Air-gap/space-gap

	Inter-network conflict

	Interconnection of networks

	Border Crossings

	Capacity limits

	Uniqueness of mated pairs

	Synchronization

	Complexity

	New Technology

	Improperly managed changes/upgrades


4.2.5.3 Best Practice Coverage

The Networks Task Group examined the Vulnerabilities to determine the coverage of existing Best Practices in addressing the Networks Vulnerabilities.  Given the amount of attention that has been given in previous NRIC efforts to the development of Best Practices for limiting or preventing service impact resulting from network failures, gaps that were identified by mapping the NRIC VI Best Practices to the Vulnerabilities were addressed by identifying applicable NRIC V Best Practices.  61 NRIC V Best Practices were mapped to the Network Task Group Vulnerabilities to provide new more sufficient coverage.  

4.2.5.4 Areas for Attention

1.  Network Redundancy and Diversity

Many of the Best Practices identified by the Networks Task Group address redundancy and diversity issues.  Although redundancy and diversity of network capabilities and capacity are effective at preventing or limiting the impact of failures, they cannot be applied in every instance.  Thorough risk assessment should be performed to support the decision making process.  

2.  Existing NRIC Best Practices Effectively Address Networks Vulnerabilities

NRIC V Best Practices addressing network redundancy and diversity provide strong coverage for Networks Vulnerabilities.  Service Providers and Network Operators not familiar with them can benefit greatly from review.  

4.2.6 Payload Vulnerabilities

Protection of Network Payload is an essential element in the continued operation of our nation’s communications infrastructure.  The U.S. interstate public telephony networks alone carry more than 40 billion voice minutes per month, and the Internet over 4000 Terabits per month (4,000,000,000,000).  Attacks against Network Payload could expose companies, cities, or even countries to severe and dangerous consequences, including disruption of emergency response and failure of systems such as air traffic control and energy sharing grids.  Attacks against Network Payload could disrupt or otherwise compromise critical communications or operations during an emergency situation, or could in themselves precipitate an emergency situation.

Attacks against Payload would fall into one of the following three categories:

1. Interception of critical network payload

2. Modification of critical network payload

3. Interruption of critical network payload

In developing Best Practices to protect communications infrastructure, the Payload Task Group recognized that the critical asset ultimately being protected for all of the Focus Group’s work is the payload.  This payload, whether analog or digital, wireline or wireless, voice or data, is the major source of communication as well as a major component of commerce, public safety, transportation, national security, and emergency response.  Its loss, whether directly or through the loss of the infrastructure carrying it, could have a devastating effect on an affected region or the entire nation.  
4.2.6.1 Task Group Participants

The Task Group leader ensured that sufficient expertise was engaged to address the Payload Vulnerabilities.  This Task Group was made up of 8 participants.  In addition to core members from the Focus Group, the Task Group enlisted the aid of one additional subject matter expert, and utilized outside experts on an ad hoc basis to review proposals or discuss issues.  Vulnerabilities were identified, refined, and documented through conference call meetings and through collaborative reviews of the Vulnerabilities proposed.  

Table 13 below lists the core Payload Task Group participants.  Because the physical security of network payload is primarily a responsibility of Equipment Suppliers, the Task Group was composed mainly of representatives from this arena.  Service Providers and Network Operators were included on a regular and ad hoc basis to ensure a comprehensive review.

Table 13.  Payload Task Group Participants

	Name
	Organization

	Michael Kennedy (group Chair)
	 Nortel Networks

	Chris Miller
	Cisco Systems

	John Clarke
	Cisco Systems

	Steve Michalecki
	Alltel

	Greg Shannon
	Lucent Technologies

	Virgil Long
	Tekelec

	James DeLaat
	Nortel Networks


4.2.6.2 Approach
The Payload Task Group was chartered to evaluate current and potential Vulnerabilities in the creation, dissemination, and review of Network Payload, particularly control systems information and confidential data traffic.  To ensure that all Vulnerabilities were identified and addressed, the Task Group conducted a lifecycle analysis on the products.  Stages in the life of Network Payload included:  creation, distribution, storage and deletion.  These stages were examined and Vulnerabilities for each stage identified, as listed in Table II below.  Following the identification of Vulnerabilities, including Vulnerabilities for which there have been no documented incidents of threats exercising them to date, the Task Group reviewed the drafted NRIC VI Focus Group Best Practices for their applicability and proposed additional Best Practices as required to ensure response to all identified vulnerabilities.  At the end of this exercise, the members of the Task Group were satisfied that all identified Vulnerabilities could be mitigated by proper implementation of the agreed-upon Best Practices as developed by Focus Group.   

In addition, the Payload Task Group developed Best Practices that were forwarded by the Focus Group to the Cyber Security Focus Group (1B) for collaboration.  

Table 14.  Payload Vulnerabilities

	Category
	Vulnerability

	GENERAL
	Insufficient Inventory of Critical Components

	Internal Network
	Data Corruption

	
	Data Interception

	
	Control Signal Interception

	External Network
	Data Corruption

	
	Data Interception

	
	Control Signal Interception


4.2.6.3 Best Practice Coverage

Reviewing the existing agreed-upon Best Practices, the Task Group found 10 that pertained to the physical security of Payload.  Assessing these in light of the identified vulnerabilities, the Task Group found some areas of weakness, and proposed 4 additional Best Practices.  Following discussion by the members of  the Focus Group, the proposed Best Practices were accepted, resulting in a total of 14 Best Practices addressing Payload vulnerabilities.

4.2.6.4 Areas for Attention

1.  Physical Aspects of Securing Network Payload

Though Payload Security is primarily a Cyber Security (Focus Group 1B) subject, there are significant physical security practices that, if implemented, would provide critical protection to this area of the communications infrastructure.  Traditional physical security methods (perimeter security, document classification, change management), when applied to payload transmission environments, are a vital link in the security continuum.  The recognition that there are physical aspects to payload (transmission channels, routing equipment, etc.) is essential to properly secure critical communications infrastructure.

4.2.7 Policy Vulnerabilities

All programs and initiatives directing and implementing physical security are driven by effective corporate and public policy.  The Policy Task Group was tasked to identify and evaluate specific Vulnerabilities in the area of corporate and public policy and to develop Best Practices to mitigate those Vulnerabilities.  In developing its recommendations, the group recognized that the degree to which Best Practices and physical security solutions are implemented is significantly dependent on economic considerations and that implementation levels will vary from organization to organization.  While 100 percent implementation of security Best Practices by all companies is clearly not attainable, an optimal balance of Best Practice adoption in conjunction with incentives for industry can maximize the level of security, particularly with respect to meeting the national security and emergency preparedness (NS/EP) needs of the nation.  Figure 1 depicts this concept, illustrating the baseline security level demanded by the marketplace and the notional “security gap” that exists to attain NS/EP security needs.  Such a gap can be closed through use of targeted incentives (e.g., government resources, research, support), as well as through raising the baseline marketplace security level through broad implementation of security Best Practices across industry.
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Figure 1.  Meeting NS/EP Security Needs
In addition to identifying Policy Vulnerabilities and Best Practices, the Policy Task Group developed recommendations for government action to ensure mitigation of those Vulnerabilities and to narrow the “security gap.”  The Focus Group Task Group recognizes that public policy should be voluntary and provide incentives, as well as direct support (i.e. practices, processes and funds) where appropriate, to expedite and ensure that national security needs are met.   The Policy Task Group approach, Best Practice coverage and Areas for Attention are discussed below.

4.2.7.1 Task Group Participants

The Policy Task Group was made up of nine participants, primarily subject matter experts from organizations participating in the Focus Group.  Table 15 lists the Policy Task Group participants.  Care was taken to include representation from across network types (wireline, wireless, satellite, cable, the Internet) and industry role (service provider, network operator, equipment supplier), as appropriate.  In addition, review of Policy Task Group products was sought from outside subject matter experts in relevant policy areas (e.g., legal, regulatory, public policy).     

Table 15.  Policy Task Group Participants

	Name
	Organization(s)

	Larry Stark (Co-Leader)
	COMTek (representing National Communications System [NCS])

	Perry Fergus (Co-Leader)
	Booz Allen Hamilton (representing NCS)

	Michael Aisenberg
	Verisign

	Wayne Chiles
	Verizon

	Bob Holliday
	Nextel

	Daniel Jenkins
	Intelsat

	Jayne McCullough
	Comcast

	Karl Rauscher
	Lucent Technologies

	Jim Runyon
	Lucent Technologies


4.2.7.2 Approach
In fulfilling its task to develop a complete list of Policy Vulnerabilities and associated mitigating Best Practices, the Policy Task Group held conference call meetings, facilitated periodic reviews of draft material via an email list, and held one face-to-face status review meeting in August 2002, in Washington, D.C.  The Policy Task Group followed a three-phase approach to completing its work.  In the first phase, the team identified a draft list of Policy Vulnerabilities through initial brainstorming and soliciting expert opinion within Focus Group-participating companies.  As a part of this Vulnerability identification, specific National Security Telecommunications Advisory Committee (NSTAC) definitions of “threat” and “vulnerability” were reviewed to ensure consistent use of language when drafting the Vulnerability list.  As a result of this definition review, some of the candidates for inclusion in the Vulnerability list were re-categorized as “threats,” and others were deleted from the list.  In phase two of the approach, the Policy Task Group reviewed the Best Practices generated by the group as well as the entire Focus Group for relevance in mitigating the identified Policy Vulnerabilities.  This review resulted in a draft matrix that aligned Policy Vulnerabilities against mitigating Best Practices.  In phase three of the approach, the Policy Task Group identified any remaining gaps in Policy Vulnerability coverage and developed new Best Practices for industry and policy recommendations for government action.  Throughout the entire process, the Policy Task Group regularly briefed its status and received feedback as appropriate at the monthly Focus Group meetings.   

4.2.7.3 Vulnerability and Best Practice Coverage

From the broadest perspective, the Policy Area could potentially be defined as inclusive of all Best Practices, because Best Practices are, in effect, recommendations of actual policies, procedures, etc., that an organization should establish or enforce to better ensure physical security.  Because such an all-encompassing definition was impractical and would have likely led to redundant coverage across the task groups, the Policy Task Group specifically focused on areas in which corporate or public policy (or lack thereof) could directly impact an organization’s physical security posture.  Such areas include lack or insufficient definition of security policies, as well as Vulnerabilities not covered by the other task groups (e.g., effects of legislation/regulation, foreign ownership concerns, standards).

In considering what items should be included in the Policy Area, the Policy Task Group worked closely with the other task groups to minimize redundancy in coverage and to ensure that no gaps existed between the task group areas.  This cooperation was particularly useful between the intersecting Policy and Environment Task Group Areas, where each was addressing similar vulnerabilities and Best Practices regarding information protection and personnel policies.  In evaluating the Vulnerabilities associated with Policy, the Policy Task Group identified eight general categories of Vulnerabilities listed below.   

· Lack of or insufficient definition of corporate policy directing adequate physical security measures

· Poor organization/operations to implement or enforce existing security policy

· Lack of physical security standards, or existing security standards not adopted or implemented

· Foreign ownership/interests in critical communications infrastructure

· Excessive/Inflexible regulation or law that inhibits or limits meeting of security needs

· Physical security vulnerabilities introduced due to collocation/multi-tenant arrangement or requirement

· Physical security vulnerabilities introduced due to outsourcing

· Inadequate protection of physical security information (e.g., floor plans, camera locations, physical security plans)

In each category above, Vulnerabilities were identified and discussed to determine the coverage of existing Best Practices.  Identified gaps were addressed by formation of new Best Practices, recommendation for government action, or referral to other Task Groups for further consideration.   The list of Policy Vulnerabilities and associated Best Practices are presented in Appendix F.

4.2.7.4 Areas for Attention

The Task Group identified two Areas for Attention.

1.  Inadvertent Negative Impact of Government Regulations
Government rules, regulations and practices can inadvertently have a negative impact on network reliability and network security.  Policies can introduce new vulnerabilities to the communications infrastructure or raise existing risks to unacceptable levels.  

2.  FCC Effects on Vulnerabilities and Best Practices
FCC regulation, action, or policy could affect the vulnerabilities of the communications infrastructure, possibly introduce new vulnerabilities, or provide additional ease or burden in implementing NRIC Best Practices.

The Task Group has prepared the following three recommendations for government action:
RECOMMENDATION NRIC VI-1A-02

The federal government should sponsor and fund a study to identify effective methods (e.g., electrostatic filters/precipitators) for protection against the introduction and dissemination of chemical and biological agents into critical facilities via air handling systems and air intakes.  Results of such a study would support ongoing industry efforts to identify, compare, and implement effective mitigation strategies against emerging biological and chemical agent threats.

RECOMMENDATION NRIC VI-1A-03

The federal government should develop and fund a process to enable employers to voluntarily conduct national background checks (e.g., National Crime Information Center [NCIC]) on employees with access to areas of critical communications infrastructure.  

RECOMMENDATION NRIC VI-1A-04

The federal government should continue existing processes to review all infrastructure-related mergers and acquisitions with particular attention to issues (e.g., foreign-owned infrastructure, foreign interests) that could potentially compromise communications services or have national security implications.
In addition to the recommendations for government action above, industry Best Practices pertaining to interaction or coordination with government are listed in Appendix D.  This list can be helpful to government entities striving to improve their cooperation and support of the communications industry in its efforts to protect the communications infrastructure.       
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4.2.8 Human Vulnerabilities

The Human Vulnerabilities were analyzed with consideration to external threat to the communications networks (in the form of attacking one or more network elements) as well as threats to the personnel (such as hijacking, kidnapping or blackmailing). Additionally, both intentional threats from the communications personnel to the network (e.g., from disgruntled employees) as well as unintentional threats from communications personnel to the network (e.g., human errors caused due to confusion, anxiety, etc.) were considered.

4.2.8.1 Task Group Participants

The Task Group leaders ensured that sufficient expertise was engaged to address the Human Vulnerabilities.  The Human Task Group was made up of 8 participants.  In addition to members of the Focus Group, the Task Group engaged one subject matter expert from a non-participating organization.  Table 16 lists the Human Task Group participants.  Care was taken to include representation from different industry segments such as Service Providers, Network Operators and Equipment Suppliers.  Included on the team were representation from wireline, wireless and data networking technology types.  

Table 16.  Human Task Group Participants

	Name
	Organization(s)

	Dr. Anil Macwan, Co-leader
	Lucent Technologies

	Craig McQuate, Co-leader
	Genuity

	Keith Hopkins

	Qwest


	Mike Kennedy

	Nortel Networks


	Percy Kimbrough

	SBC


	Frank Maguire

	AT&T

	Loye Manning

	Nextel


	Dr. Eve Perris

	Tech 2000



4.2.8.2 Approach
The Task Group was tasked to develop a comprehensive list of Human Vulnerabilities. The Task Group came up with a framework that included threat to the network elements from external (terrorists) and internal (disgruntled employees).  The group included all human elements of the public networks.  The Task Group considered both communications operations personnel as well as security personnel.

Using the framework outlined above, the group came up with high-level categories that included Vulnerabilities:

· within a human

· in the environment that people operate in

· associated with the interaction of humans with user environments

The Human Vulnerabilities were subdivided into:  physical, cognitive and ethical.  Vulnerabilities in environment include user interfaces (monitors, screens, documents, etc.), job function (description of job function, training, etc.) and corporate culture.  The last one is significant since a corporate culture that places high emphasis on security will implement decisions for security that will have wide impact.

Table 17.  Human Vulnerabilities

	Category
	Vulnerability

	Human
	Physical

	
	Cognitive

	
	Ethical

	User Environment
	User Interface

	
	Job Function

	
	Corporate Culture

	Human-User Interaction
	


4.2.8.3 Best Practice Coverage

The Task Group examined the Vulnerabilities to determine the coverage of existing Best Practices in addressing the Human Vulnerabilities.  A total of 91 Best Practices were identified as appropriate to address the overall area of Human Vulnerabilities.    No major gaps were identified in the area of human and user environment.  However, there were only 3 Best Practices that address the human-user interaction.  The team determined that this area requires additional study.  

Six new Best Practices were generated to address vulnerabilities that might be exposed because of intrinsic variability of human behavior.  These cover areas such as user interface design, staffing levels and use of a standard language.

4.2.8.4 Areas for Attention

1.  Complex Interactions

Major network outages that result in substantial service disruption typically involve a number of Vulnerabilities being exploited in some combination.  The complex interaction needs further investigation.  This investigation probably needs to be pursued by an academic organization or one that can carry a thorough analysis for this type of work.

The following recommendation has been developed in the Human area.   

CEOs Leadership in Corporate Security Culture

The effective implementation of all Best Practices requires a commitment on the part of senior management, including the development of a corporate culture where employees not only abide by security requirements but also play an active role in maintaining the security of the enterprise.  Too often, employees being “helpful” or “friendly” open the doors (literally) to intruders, without recognizing the security risk this creates.  Also too often, employees decline to take an active role, afraid of the repercussions of their actions.  When senior management, particularly the CEO and other Officers, visibly support and comply with established security procedures – even when requiring extra discipline and inconvenience - the effect is to increase compliance and support throughout the company.  Absent this high-level support, the employee base will rarely support or assist in maintaining facility security, and the implementation of these Best Practices will fail to significantly decrease the vulnerability of the company to security breaches.

RECOMMENDATION NRIC VI-1A-10

The Chief Executive Officers of communication companies should establish corporate cultures where all security procedures are consistently enforced and followed by all persons on company property at all times.
4.3  Other Infrastructures

The Focus Group had several brief engagements with representatives of several other critical infrastructures.  More extensive discussions were held with the financial industry.  These discussions provided clarifications of mutual dependencies and assisted in both parties understanding each other’s priorities.  

5 Prevention Best Practices 
This section provides an overview of the Prevention Best Practices.  The actual Best Practices are presented in Appendix E and will be posted at www.nric.org.  

Based on its Mission, the Best Practice principles
, and the other supporting material throughout this report, the Focus Group has developed the NRIC VI Physical Security Best Practices to prevent or minimize disruptions that could result from terrorist activities, natural disasters, or similar types of occurrences.   The following recommendation has been forwarded to the Council:  

RECOMMENDATION NRIC VI-1A-01

The Council recommends that the NRIC VI Physical Security Prevention Best Practices be implemented, as appropriate, by Service Providers, Network Operators and Equipment Suppliers, in order to promote the reliability, robustness, adequate capacity, security and sustainability of the public communications infrastructure throughout the United States during events or periods of exceptional stress and to prevent or minimize disruptions of public communications services and the Internet from terrorist activities, natural disasters, or similar types of occurrences.

5.1 Overview of Best Practices 

5.1.1 Homeland Security Best Practices

NRIC Best Practices are the most authoritative list of such guidance for the communications industry.  They result from broad industry cooperation that engages vast expertise and considerable voluntary resources.  Service Providers, Network Operators and Equipment Suppliers should carefully evaluate the vulnerabilities and risks inherent in their environments, internal power systems, hardware, software, networks, payload, policies and personnel, and should consider implementing appropriate Best Practices to address these risks.  
The primary objective of Best Practices is to provide guidance from assembled industry expertise and experience.  This guidance is highly valuable because it is not easy to duplicate on an individual company basis.  
5.1.2 Best Practices and Previous Councils

Previous Councils provided Best Practices for the industry throughout their Final Reports.  The earlier Councils focused on network reliability with particular attention to signaling and essential services;  later Councils focused on interoperability.  With the growing appreciation for their value in subsequent Councils, the Best Practices were increasingly drawn out of the reports as a distinct list.  Also, the more recent Councils’ scope for Best Practices expanded from traditional circuit switched technologies in wireline networks to wireless, cable and satellite networks as well as packet switched and converged solutions technologies.  

The effectiveness of the NRIC Best Practices in preventing outages has been demonstrated consistently over the years.  The ATIS NRSC has pointed out it its reports that most outages monitored at the national level could have been prevented if existing NRIC Best Practices had been implemented.
  A thorough industry survey of the industry’s implementation of NRIC V Best Practices was conducted in the second half of 2002.   The results were reported in the NRIC V Network Reliability Best Practices Subcommittee Final Report.  The results of this survey provide valuable insights into several dimensions of the industry’s view of these Best Practices.  The fifth Council noted the following Key Learnings regarding the network reliability Best Practices from analysis of the industry survey:

· There is moderate to high risk to not implement the Best Practices

· There is usually not a high cost to implement the Best Practices 

· The Best Practices are effective in preventing outages

· There is already a high level of implementation of the Best Practices

A similar NRIC industry survey is planned for 2003.  Similar results for the new Homeland Security Best Practices can not be assumed.  

5.2 Intended Use

In light of the current state of urgency, Service Providers, Network Operators, and Equipment Suppliers are encouraged to prioritize their review of these Best Practices and prioritize their timely, appropriate actions.  
The NRIC Best Practices are intended to give guidance on how best to protect the U.S. communications infrastructure.  Decisions of whether or not to implement a specific Best Practice are intended to be left with the responsible organization (e.g., Service Provider, Network Operator, or Equipment Supplier).  

Mandated implementation of these Best Practices is not consistent with their intent.  As noted elsewhere in this report, the appropriate application of these Best Practices can only be done by individuals with sufficient competence to understand them.  Although the Best Practices are written to be easily understood, their meaning is often not apparent to those lacking experience and/or expertise in the specific job functions related to the practice.  Appropriate application requires understanding of the Best Practice impact on systems, processes, organizations, networks, subscribers, business operations, complex cost issues and other considerations.  With these important considerations regarding intended use, the industry is concerned that government authorities may inappropriately impose these as regulations or court orders.   Because the NRIC Best Practices have been developed as a result of broad industry cooperation that engages vast expertise and considerable voluntary resources, such misuse of these Best Practices may jeopardize the industry’s willingness to work together to provide such guidance in the future.  
These Best Practices continue the theme stated almost 10 year ago in the first NRIC (NRC) Report “Network Reliability: A Report to the Nation”, also known as “The Purple Book”).   
“The Best Practices, while not industry requirements or standards, are highly recommended.  The First Council stated, ‘Not every recommendation will be appropriate for every company in every circumstance, but taken as a whole, the Council expects that these findings and recommendations [when implemented] will sustain and continuously improve network reliability.’ ”

The Homeland Security Physical Security Best Practices have been developed consistent with this historic precedent.  

5.3 Summary Statistics 

200 Best Practices were generated for this December 2002 Prevention Report Issue 1).  This section provides additional statistics on these Best Practices.  

Consistent with, and in support of, the first Best Practice principle that emphasizes that “people Implement Best Practices,” industry roles, network types and keywords are used to associate specific Best Practices with particular job functions.  

5.3.1 Industry Roles

Each Best Practice can have associations with any combination of five industry roles:  

· Service Providers

· Network Operators

· Equipment Suppliers

· Government

· Commercial Landlords

The last two are new industry roles in NRIC VI.   Table 18 shows the percentage of the 200 Homeland Security Physical Security Best Practices applicable to each of these areas:

Table 18.  Best Practices Per Industry Role

	Industry Role
	Associated Percentage of Best Practices

	Service Providers
	81%

	Network Operators
	91%

	Equipment Suppliers
	71%

	Government
	3.5%

	Commercial Landlords
	4%


5.3.2 Network Types

Each Best Practice can have associations with any combination of five network types:

· wireline

· wireless

· satellite

· cable 

· the Internet

5.3.3 Keywords

Keywords are not provided for every possible category that relates Best Practices, but rather are provided to be as a means of helping the many users determine which Best Practices apply to their job responsibilities.  

Because of the new emphasis on Homeland Security, new keywords were introduced in NRIC VI.  The NRIC V Network Reliability Packet Switching Best Practices Subcommittee (2A.2) introduced a Network Security keyword.  However, the work of this Focus Group provided considerable depth and breadth in this area and therefore prompted the need for additional keywords.  

The following 24 keywords were introduced for Physical Security

Access Control

Buildings

Compliance & Audit

Contractors & Vendors

Corporate Security

Documentation

Emergency Response

Equipment Design

Ethics

Facility Design


Guard Force

Hardware

Human Resources

Information Protection

Liaison

Materials Movement

Personnel

Real Estate

Risk Management 

Security Systems

Software

Supervision

Training

Visitors

The following 16 keywords were used by the NRIC V Network Reliability Best Practices Subcommittee:  

Disaster Recovery

Emergency Preparedness

Essential Services*

Fire*

Industry Cooperation

Network Design

Network Elements*

Network Operations

Network Interoperability

Network Provisioning

Security 

Technical Support

Transport Facilities*

Policy

Power*

Procedures*

*These words were used as major headings in Best Practice lists before NRIC V. 

5.4 General, Previous Council and Historic References

The material in this section borrows heavily from the NRIC V Network Reliability Best Practices Subcommittee Report. 

References can be a very important research tool for a user to determine applicability.  References have been organized into three types:

· General

· Previous Council

· Historic

General references include citations or Web links to industry standards, white papers, or any other useful documentation.  Previous Council references consist of the NRC I, NRC II, NRIC III, NRIC IV and NRIC V Final Reports.  Historic references include specific examples of outages (e.g., the Hinsdale Fire) that provide insights into how neglecting the associated Best Practice could have a substantial negative impact.  Such information can be very important to a user considering the applicability of a set of Best Practices.  

The organizational structure that is used is expected to provide better management of the insertion of future references.

This capability provides substantial value to the users and is expected to result in higher levels of implementation of Best Practices.

5.5 Best Practices Expressions
5.5.1 Basic Form

Most Best Practices have at their core a simple statement of the form:

“         should          , “

where the first blank consists of any combination of Service Provider, Network Operator, and Equipment Supplier.  The second blank consists of the basic practice.  

Such Best Practice sentences may be augmented with an “in order to . . .” statement that provides clarity as to the intent of the suggested action(s).  This information may also be accessed, when available, on the web site.  
There are also situations where the industry experts are aware that they are able to give very valuable guidance to the industry, but at the same time realize that the guidance would not fit every situation.  The broad industry expertise often recognized that the vast diversity of networks and special conditions required some expression of understanding so as to not frustrate users of the Best Practices.  In articulating the Best Practices, consistent with the work completed under previous Councils, the Focus Group met both objectives of (1) providing the valuable guidance, and (2) anticipating the diversity of circumstances, by using the following expressions to represent the flexibility needed by the industry:
“Should Consider”

This expression indicates that the subject should receive the guidance offered, but that implementation should be done only after carefully thinking through the benefits along with other considerations.  
“As Appropriate, or When Appropriate, or Where Appropriate”
This expression indicates that the other factors need to be 
“When Feasible, or Where Feasible”

This expression is similar to “As Appropriate”, except that it emphasizes the business or financial factors.   
5.5.2 Critical Communications Infrastructure Facilities

Some Best Practices are intended for critical communications infrastructure.  Because of the complex, sensitive and proprietary nature of this subject, critical communications infrastructure is defined by its owners and operators.  Generally, such distinction applies to points of concentration, facilities supporting high traffic, and network control and operations centers, and equipment supplier technical support centers.  
5.6 Numbering Format

Each NRIC Best Practice has a unique number that follows the numbering format:

X - Y - Z # # #

Where, 

X = the current, or most recent, NRIC Council (e.g. 6 in 2002-2003)

Y = the Council in which the Best Practice was last edited (i.e. 6 for current work)

Z = 0-4 for Network Reliability (including Disaster Recovery & Public Safety)

   =  5 for Physical Security

   =  8 for Cyber Security

# # # = any digits, where every Best Practice has a unique Z # # #.  

6 Restoration Best Practices 

This section documents the Focus Group’s activities to develop Best Practices that are necessary, or desirable, to more effectively restore telecommunications services and Internet services from disruptions arising from terrorist activities, natural disasters, or similar types of occurrences.  
6.1 Approach

To accomplish its objective of developing Best Practices to address Restoration, the Focus Group used four methods:

I.   Review Restoration Issues, Concerns, and Aspects

II.  Develop Restoration Best Practices 

III. Conduct systematic review of existing Preventative Best Practices 

IV. Conduct systematic review of vulnerabilities by Task Groups
The Review of Restoration issues, concerns and aspects was accomplished by analyses of the threats shown in Figure 8, Spectrum of Threats to National Security & Emergency Preparedness.   For example, floods, in addition to the obvious water damage, may also include issues related to contamination, access, work safety, corrosion, etc.  As another example, a dirty bomb may likely involve, restricted access, confusion, mis-information, contamination, etc.  These lists were then used to stimulate ideas for Best Practices.  As the Focus Group had just completed a systematic generation of Prevention Best Practices based on a thorough review of the intrinsic vulnerabilities of each of the eight areas outlined in Section 4, this list provided an excellent template for review.  Each Best Practice was reviewed with consideration toward whether the related subject matter that needed to be addressed from a Restoration perspective.  Numerous Best Practices were generated from this exercise.  Finally, each Task Group met to consider special aspects related to Restoration for their area.  

In addition to these four steps, the Focus Group reviewed the Best Practices developed by the Homeland Security Disaster Recovery and Mutual Aid Focus Group (1D).   The Focus Group reviewed these Best Practices to determine (1) if there were any disagreements, (2) if there were any redundancies, and (3) if there were suggested enhancements.  While the Focus Group did not disagree with any of the Best Practices, a few were identified as redundant, and a few enhancements were suggested.  Overall, after a thorough review, the Physical Security Focus Group found the Disaster Recovery and Mutual Aid Focus Group Best Practices to be very complete and complimentary to its own Best Practice list.  The leaders of the two focus groups, supported by the Steering Committee, used the following guidance to coordinate their mutual scopes:  

· If subject matter is “Mutual Aid” – then Focus Group 1D

· If subject matter is “High Level” – then Focus Group 1D

· If subject matter is Business “Planning” – then most likely Focus Group 1D

· If subject matter is Business “Continuity” – getting the organization operational again – most likely Focus Group 1D

· If subject matter is related to subject matter covered in Focus Group 1A Prevention Best Practices then Focus Group 1A should complete for Restoration

· If subject matter is “Low Level” – then Focus Group 1A

· If subject matter is tied to the vulnerabilities associated with Environment, Power, Hardware, Software*, Networks, Payload*, Policy**, Human – most likely Focus Group 1A

*as before, Cyber is in 1B

**per above, likely to be in 1A  
Figure 8.  Spectrum of Threats to National Security & Emergency Preparedness
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One recommendation was prepared by the Focus and presented to the Council to confirm support of the Restoration Best Practices.  

Homeland Security Restoration Best Practices

RECOMMENDATION NRIC VI-1A-05

The Council recommends that the NRIC VI Physical Security Restoration Best Practices be implemented, as appropriate, by Service Providers, Network Operators and Equipment Suppliers, in order to promote the reliability, robustness, adequate capacity, security and sustainability of the public communications infrastructure throughout the United States during events or periods of exceptional stress and to more effectively restore from disruptions of public communications services and Internet services due to terrorist activities, natural disasters, or similar types of occurrences.
6.2 Restoration Considerations for Elements of the Communications Infrastructure 

6.2.1 Environment 

The Environment area is vast, including buildings, trenches where cables are buried, space where satellites orbit, the ocean where submarine cables reside.  Most of the restoration Best Practices developed for Restoration by the Focus Group dealt with the environment area.  The main areas of focus were access and control, special and exemption situations and damaged environments. 

When the preventative physical security best practices were created for the first half of the Focus Group 1A deliverables, the methodology the Environmental Task Group used to allow a comprehensive approach was to look at concentric circles emanating out from the area to be protected.  This allowed for a systematic approach making sure all apparent practices were captured and provided the proper priority.

The first step the Environmental Task Group used as part of the restoration exercise was to look at the preventative best practices to determine if they had applicability to a restoration effort.  It was found that a large number did, so many of the restoration

best practices listed here are actually modifications of Prevention Best Practices.

The Environmental Task Group also recognized there are inherently unique features to any disaster/restoration effort, and attempted to create a systematic approach that would ensure as many restoration practices as possible were created.  For this objective, the team created a "3D approach" to systematically approach the exercise.  It was noted that each outage or disaster situation contained variations of three common elements:

· Degree (the disaster could be isolated, localized or widespread)

· Duration (some are short while others might be very long)

· Devastation (destruction might be minor or it could be catastrophic)

By using the 3D approach to conceptualize the gamut of possibilities based on different dimensions, the group was better able to visualize and articulate Best Practices that might be applied to the many and varied type of restoration activities.  While these Best Practices are not all-inclusive, they do demonstrate that no large scale restoration activity can be successful without a significant amount of forethought and planning.

6.2.2 Power
The Power area includes the internal power infrastructure, batteries, grounding, high voltage and other cabling, fuses, back-up emergency generators and fuel.  The Power Task Group developed a complete list of Power restoration best practices.  The approach used consisted of the team meeting by conference call each week for three weeks.  The team began by reviewing preventative best practices and then brainstorming how to recover if a preventative best practice was breached.  The team also looked at previous vulnerabilities to determine if a comprehensive list of preventative best practices had been developed.

There are only a few key restoration best practices necessary to restore power in most situations if a good job has been done implementing preventative best practices.

6.2.3 Hardware 
Hardware includes the hardware frames, electronics circuit packs and cards, metallic and fiber optic transmission cables and semiconductor chips.  During the discussion of recovery issues, the Hardware Task Group:  

· Reviewed the more than 200 preventive Best Practices to determine if there are related recovery issues or Best Practices

· Proposed new Best Practices to address recovery issues

· Reviewed the hardware related Best Practices forwarded by other task groups 

· Review the Best Practices to confirm with broader Focus Group

6.2.4 Software
The Software area includes the physical storage of software releases, development and test loads, version control and management, chain of control delivery
  Following the presentation of the Focus Group 1A Prevention Report in December, 2002, the Software Task Group was tasked with developing Best Practices for the restoration of network operating software following a disruption, whether natural, intentional, or inadvertent.

The Software Task Group accomplished this primarily by reviewing the existing Best Practices, particularly those associated with Software vulnerabilities, and identifying complementary restoration practices to each vulnerability.  Following this, a review of potential and perceived threats was conducted and additional restoration practices to address these were developed.

As a result of this review, the Software Task Group identified new Restoration Best Practices and existing Best Practices with applicability to Restoration efforts.  The Task Group believes this collection of Best Practices provides a comprehensive view of restoration practices in the areas of Software.
6.2.5 Networks
The Networks area includes the configuration of nodes, various types of networks, technology, synchronization, redundancy, and physical and logical diversity.    
The Network Task Group examined the subject area from a restoration perspective to identify additional Best Practices for consideration by the Focus Group.  Ten of the restoration Best Practices resulting from this effort were adopted by the Focus Group.  The design and configuration of networks to mitigate service outages during failures is fundamentally a preventative activity.  Consequently, the restoration Best Practices tend to focus on protecting or preserving the resiliency of the network during restoration activities, as well as re-establishing adequate levels of diversity and redundancy.
6.2.6 Payload
The Payload area includes the information transported across the infrastructure, traffic patterns and statistics, information interception and information corruption.

Following the presentation of the Focus Group 1A Prevention Report in December, 2002, the Payload Task Group was tasked with developing Best Practices for the restoration of Network Payload capability following a disruption, whether natural, intentional, or inadvertent.

The Payload Task Group accomplished this primarily by reviewing the existing Best Practices, particularly those associated with Payload vulnerabilities, and identifying complementary restoration practices to each vulnerability.  Following this, a review of potential and perceived threats was conducted and additional restoration practices to address these were developed.

As a result of this review, the Payload Task Group identified new Restoration Best Practices and existing Best Practices with applicability to Restoration efforts.  The Task Group believes this collection of Best Practices provides a comprehensive view of restoration practices in the areas of Software.
6.2.7 Policy
The Policy area includes the industry standards, industry cooperation, industry interfaces with governments (local, state, federal), and various legal issues.  The Policy Task Group considered the Business Continuity focus of the Disaster Recovery and Mutual Aid Focus Group in developing Best Practices for the Physical Security Focus Group.  
The Policy Task Group reviewed the existing Prevention vulnerabilities and Best Practices, and identified additional Best Practices and areas for attention regarding Restoration.  Examples of additional Restoration concerns examined include the effectiveness of response and restoration support agreement (e.g., mutual aid agreements), the lack of processes and procedures within these agreements to ensure optimal coordination of response/restoral efforts, and inability to access disaster areas to support response and restoration.  The team coordinated its effort with Focus Group 1D (Mutual Aid – Disaster Recovery/Business Continuity) and referred issues and best practice language for consideration as appropriate.  The policy task group effort resulted in four new policy Restoration Best Practices, minor modifications to four existing Prevention Best Practices, and three recommendations.
6.2.7.1 Areas for Attention

The Task Group identified two areas for attention.  

1.  Preparing Telecommunications Service Priority (TSP) for Future Networks

The means of applying TSP to future networks (e.g., circuit, packet, wireless) to support effective network restoration of NS/EP communications requires further study by the NCS and its industry partners.

The FCC established the TSP Program in November 1988 via issuance of a report and order.  TSP is the regulatory, administrative, and operational framework for the priority provisioning and restoration of NS/EP services.  Currently, TSP assignments for priority provisioning and restoration apply only to circuit-switched facilities (e.g., dedicated NS/EP circuits).  The means of applying TSP to future networks (e.g., circuit, packet, wireless) to support effective network restoration of NS/EP communications requires further study.
2.  Cross-Subsidiary Barriers to Resource Sharing

There may be barriers to cross-subsidiary resource sharing that limit optimal emergency restoration.  These barriers may include legal, technical and policy issues.

The Task Group has prepared four recommendations for government action.  Each of these recommendations is presented below with supporting discussion. 

Role of the NCS/NCC and Telecom-ISAC in U.S. Homeland Security  

Mutual trust, vital to support voluntary information sharing, already exists between government and industry representatives in the NCC, and parties understand the sensitivities and implications of inappropriate disclosure of information.  Additionally, the NCC and Telecom-ISAC have established information sharing policies and procedures that support effective communications during restoration events.

RECOMMENDATION NRIC VI-1A-06

The federal government should maintain National Coordinating Center for Telecommunications (NCC) and Telecom-ISAC (Information Sharing and Analysis Center) operations to support restoration efforts.  

RECOMMENDATION NRIC VI-1A-07

The National Coordinating Center for Telecommunications (NCC) should be the focal point for sharing information (to include alerts and notifications) to and from relevant state and local authorities, and should implement an industry/government information sharing process to ensure that consistent and accurate information is provided from a centralized source.

National Security and Emergency Preparedness Priority Services

The events of September 11th made extraordinary demands on U.S. government response capabilities, making the support and services from the NCS essential.  The attacks on the World Trade Center and the Pentagon, and the collateral impact on the telecommunications infrastructure, required the largest single organizational response in the history of the NCS.  That response effort validated the continuing importance, criticality and success of NCS programs.  It also highlighted the need to ensure that those programs continue to evolve to embrace new technologies and to counter emerging threats.  The NCS provides a suite of priority telecommunications services to the NS/EP community, which includes federal government agencies, state and local governments, and certain private industries.  These services are provided through NCS-administered programs and provide priority treatment in the public telecommunications network for those with NS/EP missions, ensuring their telecommunications capabilities in support of critical NS/EP functions.  Key programs include the Government Emergency Telecommunications Service (GETS), which provides for priority access and transport in the local and long distance segments of the public network; the Telecommunications Service Priority (TSP) program, which enables the priority provisioning and restoration of critical telecommunications services for NS/EP users; the Telecommunications Electric Service Priority (TESP) program, which promotes (on a voluntary basis) the inclusion of critical telecommunications facilities in electric service providers priority restoration plans; the Wireless Priority Service (WPS), which provides priority cellular network access; and the SHAred RESources (SHARES) program, which provides a single, interagency emergency message handling system by bringing together existing HF radio resources of federal, state and industry organizations.

RECOMMENDATION NRIC VI-1A-08

The federal government should expand awareness of, and participation in, National Communications System (NCS)-administered priority services (i.e. GETS, WPS, SHARES, TSP, TESP).

NSTAC Focus on Emergency Response and Service Restoration

President Ronald Reagan created the National Security Telecommunications Advisory Committee (NSTAC) by Executive Order 12382 in September 1982.  Composed of industry chief executives representing the major communications and network service providers and information technology, finance, and aerospace companies, the NSTAC provides industry-based advice and expertise to the President on issues and problems related to implementing NS/EP communications policy.  Since its inception, the NSTAC has addressed a wide range of policy and technical issues regarding communications, information systems, information assurance, critical infrastructure protection, and other NS/EP communications concerns.  Its record of accomplishments includes substantive recommendations to the President, leading to enhancements of the nation’s NS/EP communications and related information systems posture.  Enhancements in the form of operational programs and policy solutions benefit both industry and Government as the security requirements for the communications infrastructure evolve.  In developing its prevention and Restoration Best Practices, The Homeland Security Physical Security Focus Group recognized the need for a review of national policy implications for emergency response and service restoration.  The NSTAC's past accomplishments demonstrate its expertise in supporting the government in such a policy review and the value of its advice on protecting and enhancing the nation's NS/EP communications infrastructure.

RECOMMENDATION NRIC VI-1A-09

The National Security Telecommunications Advisory Committee (NSTAC) should review national policy implications for communications emergency response and service restoration, including new threats and evolving technologies.

6.2.8 Human
The Human area includes intentional and unintentional behaviors, limitations, and education and training, human-machine interfaces, and ethics.   
The Human Vulnerabilities and Best Practices were analyzed with consideration to restoration of the communications networks following catastrophic events, natural or man-made.  In addition to members of the Focus Group, the Task Group engaged one subject matter expert from a non-participating organization. Following the work done for the prevention vulnerabilities and Best Practices, the team members changed due to changes in employment.  

The Task Group was tasked to analyze the list of Human Vulnerabilities generated when studying the prevention task and map applicable ones to restoration. The Human Vulnerabilities were subdivided into:  physical, cognitive and ethical.  Vulnerabilities in environment include user interfaces (monitors, screens, documents, etc.), job function (description of job function, training, etc.) and corporate culture.  The last one is significant since a corporate culture that places high emphasis on security will implement decisions for security that will have wide impact.  

The Task Group examined the Vulnerabilities to determine the coverage of existing Best Practices in addressing the Human Vulnerabilities.  The Best Practices identified to address the Human Vulnerabilities were considered for application to restoration. 15 were found applicable to restoration as written for prevention. 3 Best Practices were reworded to make them applicable to restoration, to address access control for personnel involved with restoration of the telecommunications networks. 

6.2.8.1 Areas for Attention

The following area for attention was identified. 

1.  Training for Restoration

Inherent to training for security and other restoration personnel is a need to include simulated events.  Thus, access control procedures can be appropriately tested.  The team believes that during actual restoration, the human physical and cognitive vulnerabilities may play a significant part, and training is an effective countermeasure to address these.

Industry Implementation of Best Practices
This section has been reserved for the discussion of an industry survey.  
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APPENDIX A.  Acronyms and Glossary

Acronyms

ATIS – Alliance for Telecommunications Solutions

CIAO – Critical Infrastructure Assurance Office

CCTV – Closed Circuit TeleVision

CLEC – Competitive Local Exchange Carrier

CME – Coronal Mass Ejection

CQR – IEEE Technical Committee on Communications Quality & Reliability

C-TPAT – Trade Partnership Against Terrorism

EMI – ElectroMagnetic Interference

ERT – Emergency Response Team

ESD – Electro-Static Discharge           

FEMA – Federal Emergency Management Agency

GETS – Government Emergency Telecommunications Service

FCC – Federal Communications Commission

GETS – Government Emergency Telecommunications Service

HEMP – High Energy Modulated Pulse

IAIP - Information Analysis and Infrastructure Protection 
ISAC – Information Sharing and Analysis Center

NCC – National Coordinating Center for Telecommunications

NCIC – National Crime Information Center

NCS – National Communications System

NIPC – National Infrastructure Protection Center

NRC – Network Reliability Council

NRIC – Network Reliability and Interoperability Council

NRSC – Network Reliability Steering Committee

NSIE – Network Security Information Exchange

NSTAC – National Security Telecommunications Advisory Committee

NS/EP – National Security and Emergency Preparedness

NRIC – Network Reliability and Interoperability Council

PSPTNS – Packet Switched Public Telecommunications Network Services
RF – Radio Frequency

SLA - Service Level Agreement

SME – Subject Matter Expert

Glossary

Area of Critical Infrastructure:  An area, whether or not contained within a discrete facility, where equipment or transmission conduits exist for the processing, storage, or distribution of critical communications, voice or data.

Critical Operational Software:  Software designed and implemented to control or monitor network elements critical to secure network operation

Network Operating System:  The fundamental software on a Network Element that serves as a platform for all other software and an interface to the Network Element’s hardware.

Rads:  This amount of radiation per unit mass is often measured in rads and Grays (100 rads equals one Gray).  Biological exposures are now typically measured in sieverts.  1 sievert equals 100 rem.  One rad of radiation typically equals between 2.2 and 2.4 sieverts (depending upon the spectrum of the radioactive particles).

Rem:   stands for “Roentgen Equivalent Man”.  A measure of the amount of radiation it takes to affect organic materials and human tissue.  Roentgen was the person who discovered X-rays.
Router Filtering Rules:  Software designed and implemented to direct network traffic, for either operation or security functions
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APPENDIX C.  NRIC VI Council Charter
CHARTER

of

The NETWORK RELIABILITY and INTEROPERABILITY COUNCIL
A.  
The Committee's Official Designation
The official designation of the advisory committee will be the "Network Reliability and Interoperability Council."

B.  
The Committee's Objective and Scope of its Activity

The purposes of the Committee are to give telecommunications industry leaders the

opportunity to provide recommendations to the FCC and to the industry that, if implemented, would under all reasonably foreseeable circumstances assure optimal reliability and interoperability of wireless, wireline, satellite, and cable public telecommunications networks. This includes facilitating the reliability, robustness, security, and interoperability of public telecommunications networks. The scope encompasses recommendations that would ensure the security and sustainability of public telecommunications networks throughout the United States; ensure the availability of adequate public telecommunications capacity during events or periods of exceptional stress due to natural disaster, terrorist attacks or similar occurrences; and facilitating the rapid restoration of telecommunications services in the event of widespread or major disruptions in the provision of telecommunications services. The Committee will address topics in the following areas:

1. 
Homeland Security

(A) Prevention.  The Committee will assess vulnerabilities in the public

telecommunications networks and the Internet and determine how best to address

those vulnerabilities to prevent disruptions that would otherwise result from

terrorist activities, natural disasters, or similar types of occurrences.

(1) In this regard, the Committee will conduct a survey of current practices

by wireless, wireline, satellite, and cable telecommunications services

providers and Internet service providers that address the Homeland Defense concerns articulated above.

(2) By December 31, 2002 the Committee will issue a report identifying areas for attention and describing best practices, with checklists, that should be followed to prevent disruptions of public telecommunications services and the Internet from terrorist activities, natural disasters, or similar types of occurrences.

(B) 
Restoration. The Committee will report on current disaster recovery

mechanisms, techniques, and best practices and develop any additional best

practices, mechanisms, and techniques that are necessary, or desirable, to more

effectively restore telecommunications services and Internet services disruptions

arising from terrorist activities, natural disasters, or similar types of occurrences.

(1) The Committee will report on the viability of any past or present mutual aid agreements and develop, and report on, any additional perspectives that may be appropriate to facilitate effective telecommunications services restorations. The Committee will issue this report within six (6) months after its first meeting.

(2) The Committee will issue a report containing best practices

recommendations, and recommended mechanisms and techniques (including checklists), for disaster recovery and service restoration. The Committee will issue this report within twelve (12) months of its first meeting.

(3) The Committee will prepare and institute mechanisms for maintaining

and distributing contact information for telecommunications industry

personnel who are, or may be, essential to effective telecommunications

service and Internet restoration efforts within six (6) months of the first

meeting of the Committee.

(C)  Public Safety. The Committee will explore and report on such actions as may be necessary or desirable to ensure that commercial telecommunications services networks (including wireless, wireline, satellite, and cable public

telecommunications networks) can meet the special needs of public safety

emergency communications, including means to prioritize, as appropriate, public

safety usage of commercial services during emergencies.

2. 
Network Reliability
(A) The Committee will prepare and provide recommended requirements for

network reliability and network reliability measurements for wireline, wireless,

satellite, and cable public telecommunications networks, and for reliability

measurements for the Internet, for reporting within twelve (12) months of the

Committee's first meeting.

(B) The Committee will evaluate, and report on, the reliability of public

telecommunications network services in the United States, including the reliability of router, packet, and circuit-switched networks.

(C) During the charter of a previous Committee, interested participants

recommended that the FCC adopt a voluntary reporting program in conjunction with the National Communications System, to gather outage data for those

telecommunications and information service providers not currently required to

report outages to the Commission, and voluntary reporting was initiated. The

Committee shall: (i) analyze the data obtained from the voluntary trial; and (ii) report on the efficacy of that process and the information obtained therefrom.

(D) Should the Commission initiate an inquiry or rulemaking with respect to any of the above-mentioned issues, the Committee will make formal recommendations as a part of such proceeding(s).

3. 
Network Interoperability
The Committee will prepare analyses and, where appropriate, make

recommendations for improving interoperability among networks to achieve the

objectives that are contained in Section 256 of the Telecommunications Act of 1996, with particular emphasis on ensuring “the ability of users and information providers to seamlessly and transparently transmit and receive information between and across telecommunications networks.”

4. 
Broadband Deployment.

The Committee will make recommendations concerning the need for technical

standards to ensure the compatibility and deployment of broadband technologies and services, and will evaluate the need for improvements in the reliability of broadband technologies and services.

5. 
Other Topics

(A) The Committee will make recommendations with respect to such additional

topics as the Commission may specify. These topics may include requests for

recommendations and technical advice on interoperability issues that may arise from convergence and digital packet networks, and how the Commission may best fulfill its responsibilities, particularly with respect to national defense and safety of life and property (including law enforcement) under the Communications Act.

(B) The Committee will assemble data and other information, perform analyses, and provide recommendations and advice to the Federal Communications Commission and the telecommunications industry concerning the foregoing.

C. 
Period of Time Necessary for the Committee to Carry Out its Purpose
The Committee will require two years to carry out the purposes for which it has created.

D.
Official to Whom the Committee Reports

The Committee will report to the Chairman, Federal Communications Commission.

E.
Agency Responsible for Providing Necessary Support

The Federal Communications Commission will provide the necessary support for the Committee, including the facilities needed for the conduct of the meetings of the committee.  Private sector members of the committee will serve without any government compensation and will not be entitled to travel expenses or per diem or subsistence allowances.  

F. 
Description of the Duties for Which the Committee is Responsible

The duties of the Committee will be to gather the data and information necessary to prepare studies, reports, and recommendations for assuring optimal network reliability and restoration of damaged, or impaired, telecommunications services within the parameters set forth in Section B, above. The Committee will also monitor future developments to ensure that network interoperability and network reliability are not at risk.

G. 
Estimated Annual Operating Costs in Dollars and Staff Years
Estimated staff years that will be expended by the Committee are three (3) for the FCC staff and 12 for private sector and other governmental representatives. The estimated annual cost to the FCC of operating the committee is $200,000.

H. 
Estimated Number and Frequency of Committee Meetings

The Committee will meet at least two times per year. Informal subcommittees may meet more frequently to facilitate the work of the Committee.

I. 
Committee's Termination Date
The Committee will terminate January 6, 2004.

J. 
Date Original Charter Filed
January 6, 1992.

APPENDIX D.  Best Practices Pertaining to Interaction or Coordination with Government
As discussed in Section 3, the following NRIC Best Practices that pertain to Service Provider, Network Operator and/or Equipment Supplier interaction or coordination with government.  They have been listed here separately to assist government entities in understanding what actions they may take to better support government industry cooperation.  
· In order to prepare for contingencies, Service Providers and Network Operators must maintain liaison with local law enforcement, fire department and other security and emergency agencies to exchange critical information related to threats, warnings and mutual concerns. (BP Number: 6-6-5071)

· Establish, implement and test emergency response and crisis management programs to include external first responders and civic authorities in mutual emergency preparedness planning, as appropriate (e.g., on-site visits, access to facilities, mutual familiarity with plans and procedures, single points of contacts).  First responders may include Emergency Response Team (ERT), law enforcement, fire department, FEMA, NS/EP, etc. (BP Number: 6-6-5093)

· Network Operators, Service Providers, Equipment Suppliers, and communications industry professionals should engage federal and state agencies to communicate the security impacts of new rules and regulations.  (BP Number: 6-6-5100)

· Service Providers, Network Operators, and Equipment Suppliers should participate as an equal partner in the information sharing processes established between the communications industry and the government on threats received (e.g., Information Sharing and Analysis Centers [ISACs], Network Security Information Exchange/NSIE, National Infrastructure Protection Center [NIPC]). Because of the critical nature of this information, 24x7 coverage should be considered. (BP Number: 6-6-5102)

· Network Operators should coordinate with the government in order to ensure security of cross-border communications infrastructure (e.g., cables, cell sites, satellite receivers). (BP Number: 6-6-5104)

· Network Operators and Equipment Suppliers should coordinate with the government in order to ensure security of equipment movement across borders and ports of entry (e.g., US Custom - Trade Partnership Against Terrorism [C-TPAT] initiative to strengthen overall supply chain and border security).  (BP Number: 6-6-5105)

· Make arrangements to ensure that essential personnel have appropriate access to areas of critical infrastructure through any government security perimeters (e.g., civil disorder, crime scene, disaster area). (BP Number: 6-6-5112)

· Service Providers, Network Operators and Equipment Suppliers should identify individuals within their organizations who have vital functions and provide them with a GETS (Government Emergency Telecommunications Service) card.  (BP Number: 6-6-5127)

· Service Providers, Network Operators and Equipment Suppliers should maintain accurate records of vital functions and ensure that appropriate adjustments are made in GETS  (Government Emergency Telecommunications Service) card assignment as individuals transfer in and transfer out of those functions.  (BP Number: 6-6-5128)

· Service Providers who are required by the government to file outage reports for major network outages should ensure that such reports do not unnecessarily contain information that discloses specific network vulnerabilities, in order to prevent such information from being unnecessarily available in public access. (BP Number: 6-6-5129)

· The FCC, Service Providers, Network Operators and Equipment Suppliers should conduct public and media relations in such a way to avoid disclosing specific network or equipment vulnerabilities that could be exercised by a terrorist.  (BP Number: 6-6-5130)

· Service Providers, Network Operators and Equipment Suppliers should participate in the Network Reliability and Interoperability Council and its focus groups in order to develop industry Best Practices for addressing public communications infrastructure vulnerabilities.   Organizations, especially small and newer companies that are not members of NRIC, should benefit from the Areas for Attention from this cooperative industry effort. (BP Number: 6-6-5135)

· The industry should work with the FCC during regular reviews of existing regulations to ensure that regulations and resulting industry activities do not expose vulnerability information. (BP Number: 6-6-5137)

· Service Providers, Network Operators and Equipment Suppliers should report to appropriate authority any suspicious death, injury, illness or activities.  Such incidents should be reviewed internally (e.g., for patterns or internal security risks). (BP Number: 6-6-5140)

· To ensure the continued success and integrity of existing industry-government information sharing and coordination processes (e.g., NSTAC, NSIE, NCC, ISAC), industry should continue active participation and endorsement throughout the NCS transition to the Department of Homeland Security. (BP Number: 6-6-5147)

· Establish a policy defining parameters for the protection of proprietary or critical information at offsite meetings and in public places. (BP Number: 6-6-5155)

· Appropriate corporate personnel should implement a process for reviewing government, state, local filings and judicial proceeding for impact on revealing vulnerabilities of critical infrastructure. (BP Number 6-6-5157)
APPENDIX E.  NRIC VI Physical Security Prevention Best Practices  
This Appendix lists the Best Practices developed by NRIC VI for Physical Security.   Each Best Practices has a unique number of the format:

X - Y - Z # # #

Where,

X = the most recent NRIC Council (e.g. 6 in 2002-2003)

Y = the Council in which the Best Practice was last edited (i.e. 6 for current work)

Z = 0-4 for Network Reliability (including Disaster Recovery & Public Safety)

=  5 for Physical Security

=  8 for Cyber Security

# # # = any digits, where every Best Practice has a unique Z # # #.

	BP Number
	Best Practice

	6-6-5001
	Service Providers, Network Operators and Equipment Suppliers should establish additional access control measures that provide positive identification (e.g., cameras, PIN, biometrics) in conjunction with basic physical access control procedures at areas of critical infrastructure, as appropriate, to adequately protect the assets.

	6-6-5002
	Service Providers, Network Operators and Equipment Suppliers should develop and implement periodic and preventative physical inspection and maintenance programs for all security systems and devices (e.g., door locks, sensors, alarms, CCTV).

	6-6-5003
	Service Providers, Network Operators and Equipment Suppliers should periodically audit all physical security procedures and records (e.g., access control, key control, property control, video surveillance, ID administration, sign-in procedures, guard compliance).  Audits should include review of logs and records as well as testing of procedures through activities such as penetration exercises.

	6-6-5004
	Service Providers, Network Operators and Equipment Suppliers should periodically audit all data collection, software management and database management systems related to physical security including response plans.

	6-6-5005
	Service Providers, Network Operators and Equipment Suppliers should conduct electronic surveillance (e.g., CCTV, access control logs, alarm monitoring) at critical access points to include monitoring and recording for incident analysis.  Where appropriate, consider providing near-real-time remote monitoring and archiving.

	6-6-5006
	Service Providers, Network Operators and Equipment Suppliers should design access points to minimize or prevent tailgating (i.e. following an authorized user through a doorway or vehicle gateway), as appropriate.  For example, access points include mechanical or optical turnstiles, secured revolving doors, person traps, single entry synchronized doors.

	6-6-5008
	Service Providers, Network Operators and Equipment Suppliers should establish access control procedures that: 1) Confirm identity of individuals, 2) Confirm authorization to access facility, and 3) Create record of access (e.g., written log, access control system log).

	6-6-5009
	Service Providers, Network Operators and Equipment Suppliers should provide audit trails on their electronic access control systems.

	6-6-5010
	Service Providers, Network Operators and Equipment Suppliers should deploy security measures in direct proportion to the criticality of the facility or area being served.

	6-6-5011
	In areas of critical infrastructure, Service Providers, Network Operators and Equipment Suppliers should alarm and continuously monitor all means of facility access (e.g.,  perimeter doors, windows) to detect intrusion or unsecured access (e.g., doors being propped open).

	6-6-5012
	Service Providers, Network Operators and Equipment Suppliers should limit access to areas of critical infrastructure to essential personnel.

	6-6-5013
	Service Providers, Network Operators and Equipment Suppliers should consider establishing hierarchal key control system(s) (e.g., Master Key Control, MKCs)  with appropriate record keeping data bases and implemented so that keys are distributed  only to those with need for access into the locked space (e.g., perimeter doors, offices, restricted areas).

	BP Number
	Best Practice

	6-6-5014
	Service Providers, Network Operators and Equipment Suppliers should establish and maintain inventory control measures to ensure the protection of all media associated with Master Key Control (MKC) systems and access control systems (e.g., master keys, key blanks, cards, tokens, fobs).

	6-6-5015
	Service Providers, Network Operators and Equipment Suppliers should establish separation policies and procedures that  require the return of all corporate property and invalidating access to all corporate resources (physical and logical) at the time of separation for employees, contractors and vendors.

	6-6-5016
	Service Providers, Network Operators and Equipment Suppliers should define and assign responsibility for retrieval of all corporate property (e.g., access cards) at the time of separation of employment for employees, contractors or vendors.

	6-6-5018
	Service Providers, Network Operators and Equipment Suppliers should periodically conduct audits to ensure that proprietary information is protected in accordance with established policies and procedures. 

	6-6-5019
	Service Providers, Network Operators and Equipment Suppliers should establish an employee awareness training program to ensure that employees who create, receive or transfer proprietary information are aware of their responsibilities for compliance with proprietary information protection policy and procedures.

	6-6-5020
	Service Providers, Network Operators and Equipment Suppliers should establish corporate standards and practices to drive enterprise-wide access control to a single card and single system architecture to mitigate the security risks associated with administering and servicing multiple platforms.

	6-6-5021
	Service Providers, Network Operators and Equipment Suppliers should establish and enforce access control and identification procedures for all individuals (including visitors, contractors, and vendors) that provide for the issuing and proper displaying of ID badges, and the sign-in and escorting procedures where appropriate.

	6-6-5022
	Service Providers, Network Operators and Equipment Suppliers should ensure that areas of critical infrastructure are internally identified and documented as part of comprehensive security and emergency response plans. This documentation should be kept current and protected as highly sensitive proprietary information. 

	6-6-5023
	Service Providers, Network Operators and Equipment Suppliers should establish and enforce a policy that requires all individuals to properly display company identification (e.g., photo ID, visitor badge) while on company property. Individuals not properly displaying a badge should be challenged and/or reported to security.

	6-6-5024
	Service Providers, Network Operators and Equipment Suppliers should include security as an integral part of the strategic business planning and decision making process to ensure that security risks are properly identified and appropriately mitigated.

	6-6-5025
	Service Providers, Network Operators and Equipment Suppliers should include security as an integral part of the merger, acquisition and divestiture process to ensure that security risks are proactively identified and appropriate plans are developed to facilitate the integration and migration of organizational functions (e.g., Due Diligence investigations, integration of policy and procedures).

	BP Number
	Best Practice

	6-6-5026
	Service Providers, Network Operators and Equipment Suppliers should include security as an integral part of the facility construction process to ensure that security risks are proactively identified and appropriate solutions are included in the design of the facility (e.g., facility location selection, security system design, configuration of lobby, location of mailroom, compartmentalization of loading docks, design of parking setbacks).  Consider sign off authority for security and safety on all construction projects.

	6-6-5027
	Security and Human Resources (for Service Providers, Network Operators or Equipment Suppliers) should partner on major issues to ensure that security risks are proactively identified and appropriate plans are developed to protect the company's personnel and assets (e.g., hiring, downsizing, outsourcing, labor disputes, civil disorder).

	6-6-5028
	Service Providers, Network Operators and Equipment Suppliers should establish policy and procedures related to access control to provide pre-notification of visits and exception access  (e.g., emergency repair or response) to critical facilities.

	6-6-5029
	Service Providers, Network Operators and Equipment Suppliers should establish a procedure to ensure the availability of security related hardware and media (e.g., spare hardware) and/or a contingency plan to ensure its availability in the event of a disaster/etc.

	6-6-5030
	Service Providers, Network Operators and Equipment Suppliers should provide a level of security protection over critical inventory (i.e. spares) that is equal to the protection provided to critical infrastructure.

	6-6-5031
	Service Providers, Network Operators and Equipment Suppliers should establish a definitive role for security in business continuity planning, including emergency response plans (e.g., a 24 hour and 7 day-a-week emergency notification procedure) and periodic tests of such plans.

	6-6-5032
	Service Providers, Network Operators and Equipment Suppliers should establish a procedure governing the assignments of facility access levels to ensure adequate levels of protection and the accountability of local responsible management for individual access based on risk and need for access.

	6-6-5033
	Service Providers, Network Operators and Equipment Suppliers should consider establishing and implementing background investigation policies that include criminal background checks of employees, contractors and vendors. The policy should include disqualification criteria.  Audit to ensure compliance.

	6-6-5034
	Service Providers, Network Operators and Equipment Suppliers should establish contractual obligations requiring contractors and vendors to conduct adequate levels of background investigation of all personnel seeking unescorted access to areas of critical infrastructure. Examples include cleaning personnel, guards, food delivery, equipment vendors, equipment installers, maintenance personnel, mail room personnel, exterminators, etc.

	6-6-5036
	Service Providers, Network Operators and Equipment Suppliers should consider adopting a common nomenclature of industry terms to minimize confusion and enhance clarity in communication.

	6-6-5037
	Service Providers, Network Operators and Equipment Suppliers should require contractors and vendors to screen all employees in conformance with all local, state and federal regulations (e.g., ITAR, INS).

	BP Number
	Best Practice

	6-6-5038
	Service Providers, Network Operators and Equipment Suppliers should design new and consider modifying existing buildings and networks to minimize damage from direct or indirect physical attack (e.g., bomb, biohazard, chemical) based on a site-specific risk assessment. 

	6-6-5040
	Service Providers, Network Operators and Equipment Suppliers should install environmental emergency response equipment (e.g., fire extinguisher, high rate automatically activated pumps) where appropriate, and periodically test environmental emergency response equipment (e.g., fire extinguisher, high rate automatically activated pumps).

	6-6-5041
	Service Providers, Network Operators and Equipment Suppliers should establish and implement policies and procedures to secure and restrict access to power and environmental control systems (e.g., air conditioning, air filtration, standby emergency power, generators, UPS) against theft, tampering, sabotage, unauthorized access, etc.

	6-6-5042
	Service Providers and Network Operators should establish and implement policies and procedures to secure and restrict access to fuel supplies against theft, tampering, sabotage, ignition, detonation, contamination, unauthorized access, etc.

	6-6-5043
	Service Providers, Network Operators and Equipment Suppliers should comply with security standards for perimeter lighting (e.g., IESNA, Illuminating Engineering Society of North America, http://www.iesna.org).

	6-6-5044
	Landscaping at Service Providers, Network Operators and Equipment Suppliers facilities should be planned and maintained so as to not interfere with security lighting and observation and to discourage concealed environments and unauthorized access.

	6-6-5045
	Where appropriate, landscape design and horticulture architecture at Service Providers, Network Operators or Equipment Suppliers facilities should be considered as a method to enhance the level of security.

	6-6-5046
	Service Providers and Network Operators should ensure critical infrastructure utility vaults (e.g., fiber vault) are secured from unauthorized access.

	6-6-5047
	Service Providers, Network Operators and Equipment Suppliers should consider ensuring that critical infrastructure utility vaults (e.g., fiber vault) are equipped to detect unauthorized access (such as the use of proximity and intrusion detection alarms).  This might require coordination with local utilities.

	6-6-5048
	Service Providers, Network Operators and Equipment Suppliers should establish and implement a policy that gives final security contract requirements and approval to senior member(s) of the security department.

	6-6-5049
	Service Providers, Network Operators and Equipment Suppliers should consider a strategy of using technology (e.g., access control, CCTV, sensor technology, person traps, turnstiles) to supplement the guard force.

	6-6-5050
	When guard services are utilized by Service Providers, Network Operators and Equipment Suppliers, a supervision plan should be established that requires supervisory checks for all posts.

	6-6-5051
	When guard services are utilized  by Service Providers, Network Operators and Equipment Suppliers, consider establishing incentives and recognition programs to increase morale and reduce turnover.

	6-6-5052
	When guard services are utilized by Service Providers, Network Operators and Equipment Suppliers, ensure that each post has written detailed post orders including site specific instructions and up to date emergency contact information.  

	BP Number
	Best Practice

	6-6-5053
	Service Providers, Network Operators and Equipment Suppliers should periodically audit guard services to ensure satisfactory performance, compliance with organizational policy and procedure, and contract and statement of work.

	6-6-5054
	When guard services are utilized by Service Providers, Network Operators and Equipment Suppliers, a process should be developed to quickly disseminate information to all guard posts.  This process should be documented and should clearly establish specific roles and responsibilities.

	6-6-5055
	Service Providers, Network Operators and Equipment Suppliers should establish and maintain (or contract for) a 24/7 emergency call center for internal communications.  Ensure staff at this center has access to all documentation pertinent to emergency response and up to date call lists to notify appropriate personnel.  The number to this call center should be appropriately published so personnel know where to report information.

	6-6-5056
	Service Providers and Network Operators should locate or consider relocating critical infrastructure facilities away from high risk areas (e.g., terrorist targets) where feasible.

	6-6-5057
	Where feasible, Service Providers, Network Operators and Equipment Suppliers should provide additional levels of redundancy and emergency response for critical infrastructure facilities.

	6-6-5058
	Service Providers, Network Operators and Equipment Suppliers should ensure that all critical facilities and the security equipment, devices and appliances protecting them are supported by multiple backup systems (e.g., UPS, emergency generators).

	6-6-5059
	Service Providers, Network Operators and Equipment Suppliers should install internal signage to designate restricted access areas. Signage in restricted and critical areas should be highly visible and clearly communicate intended information.

	6-6-5061
	Equipment Suppliers should design user interfaces (e.g., hardware labeling, software, documentation) according to industry standards for human-centric design. Ensuring user interfaces follow good user-centric design will minimize the probability of human error. 

	6-6-5062
	For Service Providers, Network Operators and Equipment Suppliers, critical functions (e.g., security, NOC) should be staffed at appropriate levels in order to adequately protect the integrity of critical infrastructures.  Consider the factors of fatigue, workload, perimeter protection, emergency response, etc. in determining staffing levels.

	6-6-5063
	Service Providers, Network Operators and Equipment Suppliers should design new and, where feasible, modify existing facilities that house critical infrastructure to minimize access points and enhance structural integrity (e.g., buildings with no windows and a minimum number of access points). 

	6-6-5064
	The electronic equipment area environments for Service Providers and Network Operators should be continuously monitored, controlled and alarmed to detect operating parameters that are outside operating specifications (e.g., equipment temperature, humidity).

	6-6-5065
	Service Providers, Network Operators and Equipment Suppliers should ensure all subcontractors or outsourced personnel are bound by the same performance and behavior standards as the contractor (e.g., vehicles and equipment use).

	6-6-5066
	Service Providers, Network Operators and Equipment Suppliers should ensure that all information pertaining to critical infrastructure is restricted to need-to-know.

	BP Number
	Best Practice

	6-6-5067
	Service Providers, Network Operators and Equipment Suppliers should make security an ongoing priority and provide periodic, at least annually, security awareness briefings to all personnel.  Where feasible, include contractors, equipment suppliers and vendors.  Consequences for non-compliance with security policy and procedures should be clearly stated and enforced.

	6-6-5068
	Service Providers and Network Operators should should establish standards, policies and procedures to ensure that 1) the equipment and personnel from collocated Inter-connectors (e.g., CLECs, ILC, IXC, ISP, ASP, INET) are restricted to defined collocation space and designated pathways, 2) Collocated Inter-connectors' access and equipment moves, adds, and changes (MACs) are actively coordinated by the host.

	6-6-5069
	For Service Providers and Network Operators collocation sites, the host should require all tenants to adhere to the security standards set for that site.

	6-6-5070
	Service Providers, Network Operators and Equipment Suppliers should consider establishment of a senior management function for a chief security officer (CSO) to direct and manage security initiatives.

	6-6-5071
	In order to prepare for contingencies, Service Providers and Network Operators must maintain liaison with local law enforcement, fire department and other security and emergency agencies to exchange critical information related to threats, warnings and mutual concerns.

	6-6-5072
	Service Providers, Network Operators and Equipment Suppliers should perform risk assessment on key network facilities and control areas on a regular basis. Assessments should address natural disasters and unintentional or intentional acts of people.

	6-6-5073
	Service Providers, Network Operators and Equipment Suppliers should perform risk assessment on significant network changes (e.g., technology upgrades).

	6-6-5074
	For critical infrastructure facilities, Service Providers, Network Operators and Equipment Suppliers should develop plans to facilitate restoration, recovery and access to key control points.

	6-6-5075
	Network Operators should ensure that networks built with redundancy are also built with geographic separation (e.g., avoid placing mated pairs in the same location, avoid redundant logical facilities in the same physical path, avoid placing redundant equipment and functions in the same building complex).

	6-6-5076
	Network Operators should ensure intra-office diversity of all critical resources including spares, power, timing source and signaling leads (e.g., SS7).

	6-6-5078
	Service Providers and Network Operators should consider establishing and ensuring dual transmission of all sensitive alarms and reliability of all communications links between the areas of critical infrastructure and monitoring stations in order to prepare for possible communication failures during emergency or disaster situations.

	6-6-5079
	Where feasible, Network Operators should provide both physical and logical diversity of critical facilities links (e.g., nodal, network element).  Particular attention should be paid to telecom hotels and other choke points.  

	6-6-5080
	Network Operators should schedule periodic inventory to identify critical network equipment, location of spares and sources of spares to ensure the long term continuity and availability of communication service.

	BP Number
	Best Practice

	6-6-5081
	Equipment Suppliers should provide serial numbers on critical network components (e.g., circuit packs, field replaceable units). 

	6-6-5082
	Network Operators should track inventory of critical network components utilizing serial numbers or unique tags (e.g., circuit packs, field replaceable units).

	6-6-5083
	Service Providers, Network Operators and Equipment Suppliers should maintain an adequate supply of spares for critical network systems as appropriate.

	6-6-5084
	Service Providers, Network Operators and Equipment Suppliers should ensure that hardware and software outsourcing contracts require independent quality and security testing before final delivery and acceptance (e.g., GR929 (RQMS), GR815, TL9000).

	6-6-5086
	Equipment Suppliers should consider electronically encoding a unique identifier into non-volatile memory of critical elements (e.g., Field Replaceable Units, FRUs) for integrity and tracking.

	6-6-5087
	Network Operators should consider providing signage where network equipment is stored notifying personnel that part numbers are electronically encoded and tracked.

	6-6-5088
	Equipment Suppliers should ensure physical security controls are designed and field tested into new products and product upgrades, as appropriate (e.g., tamper resistant enclosures, field panels, fail-safe systems, RF shields, electromagnetic energy).

	6-6-5089
	Service Providers, Network Operators and Equipment Suppliers should establish, implement and enforce appropriate procedures for equipment and  material (including trash) storage, movement into, out of, or around facilities and campuses.

	6-6-5090
	Service Providers, Network Operators and Equipment Suppliers should base building designs for new construction, major modification and alteration for security should include consideration for the protection of and accessibility to air handling systems, air intakes and air returns.

	6-6-5091
	Service Providers, Network Operators and Equipment Suppliers should develop and implement personnel security protection programs to minimize risk of abduction or compromise of personnel especially in foreign countries.  Personnel security programs should include travel security awareness training and travel briefings when traveling internationally. 

	6-6-5092
	Service Providers, Network Operators and Equipment Suppliers should establish incident reporting and investigations program to ensure that all events are recorded, tracked and investigated.  Reported information should be analyzed to identify potential trends.

	6-6-5093
	Service Providers, Network Operators and Equipment Suppliers should establish, implement and test emergency response and crisis management programs to include external first responders and  civic authorities in mutual emergency preparedness planning, as appropriate (e.g., on-site visits, access to facilities, mutual familiarity with plans and procedures, single points of contacts).  First responders may include Emergency Response Team (ERT), law enforcement, fire department, FEMA, NS/EP, etc.

	6-6-5094
	Service Providers, Network Operators and Equipment Suppliers should establish programs to ensure that individuals responsible for the implementation and enforcement of physical security policy, procedures and standards have demonstrated proficiency. 

	BP Number
	Best Practice

	6-6-5095
	Service Providers, Network Operators and Equipment Suppliers should implement a tiered physical security response plan for telecommunications facilities that recognizes the threat levels identified in the Homeland Security's Physical Security Alert Status Program.

	6-6-5096
	Service Providers, Network Operators and Equipment Suppliers should require compliance with corporate security standards and requirements in the terms and conditions (T&C's) of contracts.  Establish procedures to enforce compliance.  

	6-6-5097
	Service Providers, Network Operators and Equipment Suppliers should establish and implement corporate security standards and requirements in consideration of the best practices of the communications industry (e.g., NRIC Best Practices)

	6-6-5098
	Service Providers, Network Operators and Equipment Suppliers should ensure that all network infrastructure equipment meets the minimum requirements of ANSI T1.319 (fire resistance).

	6-6-5099
	To the extent possible, Service Providers, Network Operators and Equipment Suppliers should keep centralized trash collection outside the building to reduce the potential for fire and access to the building.  Dumpsters should be located away from the buildings where feasible.

	6-6-5100
	Service Providers, Network Operators and Equipment Suppliers communications industry professionals should engage federal and state agencies to communicate the security impacts of new rules and regulations.  

	6-6-5102
	Service Providers, Network Operators and Equipment Suppliers should participate as an equal partner in the information sharing processes established between the communications industry and the government on threats received (e.g., Information Sharing and Analysis Centers/ISAC's, Network Security Information Exchange/NSIE, National Infrastructure Protection Center/NIPC). Because of the critical nature of this information, 24x7 coverage should be considered.

	6-6-5103
	Service Providers, Network Operators and Equipment Suppliers should establish a single point of contact with the authority, responsibility and accountability for physical security.

	6-6-5104
	Network Operators should coordinate with the government in order to ensure security of cross-border communications infrastructure (e.g., cables, cell sites, satellite receivers). 

	6-6-5105
	Network Operators and Equipment Suppliers should coordinate with the government in order to ensure security of equipment movement across borders and ports of entry (e.g., US Custom's and Trade Partnership Against Terrorism (C-TPAT) initiative to strengthen overall supply chain and border security). [http://www.customs.ustreas.gov/impoexpo/impoexpo.htm]

	6-6-5106
	Equipment Suppliers should consider participating in and complying with an industry organization that develops standards in their security, logistics and transportation practices.

	6-6-5107
	Service Providers, Network Operators and Equipment Suppliers should develop a comprehensive plan to evaluate and manage risks (e.g., alternate routing, rapid response to emergencies) associated with the concentration of infrastructure components.

	BP Number
	Best Practice

	6-6-5109
	Service Providers, Network Operators and Equipment Suppliers should ensure that access to all documentation that contains information relating to critical facilities and their locations is restricted on a need-to-know basis and appropriately marked and handled as proprietary to qualify for exemption from disclosure under FOIA.

	6-6-5110
	Network Operators should not share information pertaining to the criticality of individual communication facilities or the traffic they carry, except voluntarily within trusted entities and for specific purposes.

	6-6-5111
	Network Operators should not share information regarding the location, configuration or composition of the telecommunication infrastructure where this information would be aggregated at an industry level.

	6-6-5112
	Service Providers, Network Operators and Equipment Suppliers should make arrangements to ensure that essential personnel have appropriate access to areas of critical infrastructure through any government security perimeters (e.g., civil disorder, crime scene, disaster area).

	6-6-5113
	When feasible, Network Operators should avoid single point of failure at facility entry point (e.g., copper or fiber conduit).   Consider diverse network interfaces for entrance facilities.

	6-6-5114
	Service Providers, Network Operators and Equipment Suppliers should establish, implement and enforce mailroom and delivery procedures which, during the highest levels of alert, confirm that packages delivered to critical facilities were expected and do not appear suspicious. 

	6-6-5115
	Service Providers, Network Operators and Equipment Suppliers should provide awareness briefings to all key relevant employees or contractors on mail screening procedures.  

	6-6-5116
	Service Providers, Network Operators and Equipment Suppliers should train appropriate personnel (e.g., shipping and receiving, mailroom, emergency response and security personnel) in the recognition and reporting of suspicious items which may include bombs, chemical or biological agents.

	6-6-5117
	Equipment Suppliers of critical network elements should design electronic hardware to minimize susceptibility to electromagnetic energy from both unintentional sources (e.g., other devices or appliances suitable for operation in adjacent areas) or intentional sources (e.g., electromagnetic weapons).  

	6-6-5118
	Equipment Suppliers of critical network elements should test electronic hardware to ensure its compliance with appropriate electromagnetic energy tolerance criteria for electromagnetic energy, shock, vibration, voltage spikes, and temperature. 

	6-6-5119
	Equipment Suppliers of critical network elements should document the technical specifications of their electronic hardware, including characteristics such as tolerance limitations to electromagnetic energy, vibration, voltage spikes and temperature.  Access to such documentation should be restricted to those having a need to know.  

	6-6-5120
	Service Providers, Network Operators and Equipment Suppliers should design building and equipment labeling to maximize the security of areas of critical infrastructure.  Consider security implications when making decision about building and facility labeling in proximity to public areas, in order to reduce the risk of critical facilities being identified as a target. 

	BP Number
	Best Practice

	6-6-5121
	Network Operators and Equipment Suppliers should develop and consistently implement software delivery procedures that ensure the integrity of the delivered software in order to prevent software loads from being compromised during the delivery process.

	6-6-5123
	Network Operators should maintain accurate maps of critical network facilities in order to  identify physical locations hosting critical infrastructure assets.

	6-6-5124
	Network Operators should control access to network map information in order to reduce the risk of unauthorized access.

	6-6-5125
	Service Providers, Network Operators and Equipment Suppliers should identify individuals within their organizations who have vital functions during a crisis.    

	6-6-5126
	Service Providers, Network Operators and Equipment Suppliers should identify and train backup staff to perform critical functions in order to prepare for labor strikes or other crises where backing up personnel is needed.  

	6-6-5127
	Service Providers, Network Operators and Equipment Suppliers should identify individuals within their organizations who have vital functions and provide them with a GETS (Government Emergency Telecommunications Service) card, where appropriate.  

	6-6-5128
	Service Providers, Network Operators and Equipment Suppliers should maintain accurate records of vital functions and ensure that appropriate adjustments are made in GETS  (Government Emergency Telecommunications Service) card assignment as individuals transfer in and transfer out of those functions.  

	6-6-5129
	Service Providers who are required by the government to file outage reports for major network outages should ensure that such reports do not unnecessarily contain information that discloses specific network vulnerabilities, in order to prevent such information from being unnecessarily available in public access. 

	6-6-5130
	The FCC, Service Providers, Network Operators and Equipment Suppliers should conduct public and media relations in such a way as to avoid disclosing specific network or equipment vulnerabilities that could be exercised by a terrorist.   

	6-6-5131
	Network Operators should provide appropriate security for emergency mobile trailers (both pre- and post-deployment) in order to protect against a coordinated terrorist attack on emergency communications capabilities.

	6-6-5132
	Network Operators should identify primary and alternate transportation  (e.g., air, rail, highway, boat) for emergency mobile trailers and other equipment and personnel.

	6-6-5133
	Network Operators should protect the identity of locations where emergency mobile trailers and equipment are stored.

	6-6-5134
	Service Providers, Network Operators and Equipment Suppliers should consider establishing and adhering to policies that protect against massive senior leadership loss by avoiding simultaneous common transportation or presence of the entire leadership team.  

	6-6-5135
	Service Providers, Network Operators and Equipment Suppliers should participate in the Network Reliability and Interoperability Council and its focus groups in order to develop industry Best Practices for addressing public communications infrastructure vulnerabilities.   

	BP Number
	Best Practice

	6-6-5137
	Service Providers, Network Operators and Equipment Suppliers should work with the FCC during regular reviews of existing regulations to ensure that regulations and resulting industry activities do not expose vulnerability information.

	6-6-5138
	Disaster recovery planning (for Service Providers, Network Operators and Equipment Suppliers) should consider restoration of service in the event an affected network node cannot be accessed by company personnel for an extended period (e.g., wide scale destruction, radiological, chemical or biological contamination).

	6-6-5139
	Service Providers, Network Operators and Equipment Suppliers should establish and implement practices and procedures for managing personnel who perform functions at disaster area sites (e.g., "dirty bomb", biological weapon).

	6-6-5140
	Service Providers, Network Operators and Equipment Suppliers should report to appropriate authority any suspicious death, injury, illness or activities.  Such incidents should be reviewed internally (e.g., for patterns or internal security risks).

	6-6-5141
	Service Providers, Network Operators and Equipment Suppliers should restrict, supervise, and/or prohibit tours of critical network facilities, systems and operations. 

	6-6-5142
	Service Providers, Network Operators and Equipment Suppliers should work together to deploy safeguards to protect the software (i.e. generic or upgrade releases) being loaded to network elements through assured communications protocols in order to prevent sabotage.

	6-6-5143
	Service Providers and Network Operators (e.g., Satellite Operators) should maintain access to a back-up or secondary 'uplink site' to provide tracking, telemetry and control (T.T.&C.) support for all operational communications spacecraft.  The back-up or secondary site must be geographically diverse from the primary uplink facility, active and tested on some regular schedule to insure readiness and timely response. 

	6-6-5144
	Network Operators should manage and maintain a current database of all satellite transmit and receive sites (i.e. uplink and downlink facilities) that are operational and/or support their services and networks.  The database information should list location (i.e. street address, latitude and longitude), service provider and phone number, site manager contact and phone number, control point if remotely controlled, and equipment type used at the site.

	6-6-5145
	Network Operators should establish plans to perform timely interference analysis and mitigation to ensure timely resolution of all cases of interference (e.g., caused by equipment failure or intentional act/sabotage).  Where feasible, analysis should enable identification of type and general location of interference source.

	6-6-5147
	To ensure the success and integrity of existing industry-government information sharing and coordination processes (e.g., NSTAC, NSIE, NCC, ISAC), Service Providers, Network Operators and Equipment Suppliers should active participation and endorsement throughout the NCS transition to the Department of Homeland Security.

	6-6-5148
	Service Providers, Network Operators and Equipment Suppliers should, where feasible, assure that network equipment and transmission facilities are protected from information monitoring beyond facility physical security boundaries through unintentional emissions (e.g., RF (radio frequency), optical) .  Methods of assurance could include RF measurement or engineering analysis of signal strength based on rated emissions.  This assurance should also be considered following major changes in network configuration.

	BP Number
	Best Practice

	6-6-5149
	Service Providers, Network Operators and Equipment Suppliers should, where feasible, ensure that intentional emissions (e.g., RF and optical) from network equipment and transmission facilities are secured sufficiently to ensure that monitoring from outside the intended transmission path or beyond facility physical security boundaries cannot lead to the obtaining of critical network operations information.

	6-6-5150
	A Service Provider and Network Operator tenant within a telecom hotel should meet with the facility provider regarding security matters and include the facility provider in the overall security and safety notification procedures, as appropriate. 

	6-6-5151
	A facility provider should meet with its Service Provider and Network Operator tenants regarding security matters and include all  tenants in the overall security and safety notification procedures, as appropriate.  

	6-6-5152
	When suspicion warrants, Service Providers and Network Operators should consider performing targeted sweeps of  critical infrastructures and network operations centers for listening devices.

	6-6-5153
	Service Providers and Network Operators should establish a policy that ensures the information being provided to other companies as part of bid processes minimizes the impact on network security.

	6-6-5155
	Service Providers, Network Operators, Equipment Suppliers and the Government should establish a policy defining parameters for the protection of proprietary or critical information at offsite meetings and in public places.

	6-6-5157
	Appropriate corporate personnel (within Service Providers, Network Operators, Equipment Suppliers and the Government organizations) should implement a process for reviewing government, state, local filings and judicial proceeding for impact on revealing vulnerabilities of critical infrastructure.

	6-6-5158
	Service Providers, Network Operators and Equipment Suppliers should conduct unannounced internal security audits at random intervals.

	6-6-5159
	Network Operators should maintain the ability to detect the location of break-ins along optical and electrical transmission facilities.

	6-6-5160
	Service Providers, Network Operators and Equipment Suppliers should sufficiently document business continuity procedures to ensure continuity of service in case of missing critical personnel.

	6-6-5162
	Service Providers, Network Operators and Equipment Suppliers should ensure adequate physical protection for facilties/areas that are used to house certificates and/or encryption key management systems, information or operations. 

	6-6-5163
	Service Providers, Network Operators and Equipment Suppliers should develop and implement procedures for video recordings and equipment that cover tape rotation, storage and replacement, assurance of accurate time/date stamping, and regular operational performance checks of recording and playback equipment. 

	6-6-5164
	Service Providers, Network Operators and Equipment Suppliers should establish and enforce a policy to immediately report stolen or missing company vehicles, trailers, or uniforms to the authorities.  Encourage employees to report missing uniforms to their supervisor.

	6-6-5165
	Service Providers, Network Operators and Equipment Suppliers should ensure that teleworkers (e.g., remote software developers) have the equipment and support necessary to secure their computing platforms and systems to the equivalent level of those on-site. Security software, firewalls and locked file cabinets are all considerations.

	BP Number
	Best Practice

	6-6-5166
	Wherever feasible, Equipment Suppliers should isolate R&D and software manufacturing Network Elements from general office systems to prevent unauthorized access.

	6-6-5167
	Equipment Suppliers should provide secured methods, both physical and electronic, for the internal distribution of software development and production materials.

	6-6-5168
	Equipment Suppliers should periodically review personnel background information and assess changes in personnel, departmental, or corporate environment as they affect the security posture of R&D and manufacturing areas and processes.

	6-6-5169
	Equipment Suppliers should establish and implement an information protection process to control and manage the distribution of critical R&D documentation and the revisions thereto (e.g., serialize physical and electronic documentation to maintain audit trails).

	6-6-5170
	Service Provider and Network Operators should control or disable all administrative access ports (e.g., manufacturer) into R&D or production systems (e.g., remap access ports, require callback verification, add second level access gateway). 

	6-6-5171
	Equipment Suppliers should design network equipment to reduce the likelihood of malfunction due to failure of the connected devices (i.e. in order to reduce the potential for cascade failures).

	6-6-5172
	Service Providers, Network Operators and Equipment Suppliers should not permit unsecured wireless access points for the distribution of data or operating system upgrades.

	6-6-5173
	Network Operators and Equipment Suppliers should design wireless networks (e.g., terrestrial microwave, free-space optical, satellite, point-to-point, multi-point, mesh) to minimize the potential for interception.

	6-6-5174
	Service Providers, Network Operators and Equipment Suppliers should adopt a comprehensive physical security plan and design that focuses on providing an integrated approach that seamlessly incorporates diverse layers of security (e.g., access control and appropriate life safety systems, CCTV and recording, sensor technology, administrative procedures, personnel policy and procedures and audit trails). 

	6-6-5175
	Service Providers, Network Operators and Equipment Suppliers should establish  proprietary information protection policy to protect proprietary information belonging to the company, business partners and customers from improper or unlawful disclosure.  The policy should establish procedures for the classification and marking of information; storage, handling, transfer and transmission of information as well as the destruction of information. 

	6-6-5176
	Service Providers, Network Operators and Equipment Suppliers should consider establishing an employee awareness training program to ensure that employees who create, receive or transfer proprietary information are aware of their responsibilities for compliance with proprietary information protection policy and procedures.  

	6-6-5177
	Service Providers, Network Operators and Equipment Suppliers should periodically conduct audits to ensure that proprietary information is protected in accordance with established policies and procedures. 

	6-6-5178
	Service Providers, Network Operators and Equipment Suppliers should provide periodic training to appropriate personnel to ensure understanding of and compliance to hazardous materials identification, MSDS (material safety data sheets) compilation and retention, and other "right to know" requirements.  

	BP Number
	Best Practice

	6-6-5179
	Service Providers, Network Operators and Equipment Suppliers should establish policies and procedures that mitigate workplace violence.

	6-6-5180
	Where feasible at critical facilities, Service Providers, Network Operators and Equipment Suppliers should design features and/or physical measures should be implemented so that high speed ramming of buildings by vehicles cannot take place or is mitigated to minimize significant damage and operational disruption.  This may include curves, turns, speed bumps, gates, bollards, etc.

	6-6-5182
	Service Providers, Network Operators and Equipment Suppliers should consider compartmentalizing loading dock activities from other operations.  As appropriate, the following should be considered: enhanced lighting, remote CCTV monitoring and recording, remote dock door closing capabilities and remote communications capabilities.

	6-6-5183
	Where feasible, Service Providers, Network Operators, Equipment Suppliers and the Government should design loading docks, shipping and receiving areas in such a manner to reduce the close proximately to utility rooms, utility mains, and service entrances including electrical, telephone/data, fire detection/alarm systems, fire suppression, water mains, cooling and heating mains, etc. Also, loading docks,  where feasible, should not be located so that vehicles can be driven into or under the building. 

	6-6-5184
	In order to receive effective guard services, Service Providers, Network Operators and Equipment Suppliers should provide the guard service providers with specific goals, objectives and standards for the facilities and people they are protecting, and ensure that on-the-job training occurs.

	6-6-5185
	Service Providers, Network Operators and Equipment Suppliers should establish physical security design standards to ensure the inclusion of fire stair returns in security designs and ensure that there are no fire tower/stair re-entries into areas of critical infrastructure, where permitted by code.

	6-6-5186
	Where Service Providers or Network Operators maintain critical infrastructure in a single facility (e.g., collocation site, telecom hotel), a mechanism for coordinating security and emergency response among the tenants and property owner should be established, documented, and distributed as appropriate. 

	6-6-5187
	Building facility and realty management providers of collocation and telcom hotel facilities should be responsible and accountable for all common space and perimeter security for the building consistent with industry standards and best practices.

	6-6-5188
	Individual tenant security in multi-tenant facilities owned and operated by a commercial landlord (e.g., telecom hotels) should be provided by the tenants (Service Providers or Network Operators) with consideration of best practices and in coordination with the security requirements and programs for the building.

	6-6-5189
	Service Provider or Network Operator contracts or leases with Telecom Hotel providers should clearly define the facility providers' responsibilities for security.

	6-6-5190
	Access to critical areas within Telecom Hotels where Service Providers and Network Operators share common space should be restricted to personnel with a jointly agreed upon need for access.

	6-6-5191
	Service Providers and Network Operators that are tenants within Telecom Hotels should plan accordingly to protect their own facilities from known hazards within the building complex (e.g., fire suppression system, plumbing, hazardous materials).

	BP Number
	Best Practice

	6-6-5192
	The facility provider of a telecom hotel utilizing an electronic perimeter access control system should operate such systems with an up-to-date list of all personnel with authorized access to the facility and require periodic updates to this list from the tenants.  Each Service Providers and Network Operators tenant of the telecom hotel should provide a current list of all persons authorized for access to the facility and provide periodic updates to this list.

	6-6-5193
	The facility provider of a telecom hotel NOT utilizing an electronic perimeter access control system should require each tenant (Service Provider or Network Operator) to provide a list of each person authorized for access to the facility and procedures for exceptions.

	6-6-5194
	Equipment Suppliers should design electronic hardware to minimize susceptibility to electrostatic discharge.

	6-6-5195
	Equipment Suppliers should keep track of network product identification (e.g., circuit pack serial number), repair, modification and decommissioning records.

	6-6-5196
	Service Providers and Network Operators should ensure that contractors and Equipment Supplier personnel working in critical network facilities follow the MOP (Method of Procedures) which should document the level of oversight necessary.

	6-6-5197
	Service Providers should periodically inspect, or test as appropriate, the grounding systems in critical network facilities. 

	6-6-5198
	Equipment Suppliers should design their products to take into consideration protection against the effects of corrosion and contamination (e.g., Kuwait oil fires).

	6-6-5199
	Service Providers and Network Operators should ensure outside plant equipment (e.g., Controlled Environmental Vault, remote terminals) has adequate protection against tampering, and should consider monitoring certain locations against intrusion or tampering.

	6-6-5200
	Service Providers, Network Operators and Equipment Suppliers should establish and implement procedures for the proper disposal and/or destruction of hardware (e.g., hard drives) that contain sensitive or proprietary information.

	6-6-5202
	Service Providers and Network Operators should use cables with adequate reliability and cable signal integrity.  Such properties as flammability, strain reliefs and signal loss should be considered.

	6-6-5203
	Service Providers and Network Operators should develop, maintain and administer a comprehensive training and succession plan for ensuring an adequate number of expert power personnel critical to sustaining a reliable power infrastructure that will effectively function before, during and after a disaster.

	6-6-5204
	Service Providers and Network Operators should ensure availability of emergency/backup power generators to  maintain critical communications services during times of commercial power failures, including natural and manmade occurrences (e.g., earthquakes, floods, fires, power brown/black outs, terrorism).  The emergency/backup power generators should be located onsite, when appropriate.

	6-6-5205
	Service Providers and Network Operators should periodically test fuel reserves for emergency/backup power generators for contamination.

	BP Number
	Best Practice

	6-6-5206
	Service Providers and Network Operators should maintain sufficient fuel supplies for emergency/backup power generators running at full load for a minimum of 8 hours .

	6-6-5207
	Service Providers and Network Operators should take appropriate precautions at critical installations to ensure that fuel supplies and alternate sources are available in the event of major disruptions in a geographic area (e.g., hurricane, earthquake, pipeline disruption). 

	6-6-5208
	Service Providers, Network Operators and Equipment Suppliers should ensure that handling of electrical work (e.g., AC and high current DC power distribution) and installation/interconnection of circuit and signal paths continue to be performed by qualified communications technicians.

	6-6-5209
	Service Providers and Network Operators should tightly control access to the AC transfer switch housing area, and ensure that scheduled maintenance of the transfer switch is performed and spare parts are available.

	6-6-5210
	Service Providers and Network Operators should discourage use of Emergency Power Off (EPO) switches between the primary battery supplies and the main power distribution board.  EPO switches are not recommended for use in traditional -48V DC battery plants.

	6-6-5211
	Service Providers and Network Operators should disable power plant features that allow the remote altering (switching on/off) of power equipment performance.  During severe service conditions, such features may be activated to allow a degree of remote control.  

	6-6-5212
	Where feasible, Service Providers and Network Operators should place generator sets within the building to prevent unauthorized access, reduce the likelihood of damage and to provide protection from explosions and weather.   

	6-6-5213
	Where feasible, Service Providers and Network Operators should place fuel tanks underground.  Access to fill pipes, vents, manways, etc. should be restricted (e.g., containment by fencing, walls, buildings) to reduce the possibility of unauthorized access.  Where feasible, fuel lines should be completely buried to reduce accessibility.

	6-6-5214
	Where feasible, Service Providers and Network Operators should place all power and network equipment at or above ground level to ensure continuous service in case of disaster (e.g., floods, broken water mains, fuel spillage).  In storm surge areas, all power related equipment should be placed above the highest predicted or recorded storm surge levels. 


APPENDIX F.  NRIC VI Physical Security Restoration Best Practices  

NRIC VI  Homeland Security Physical Security Best Practices 

	BP Number
	FOCUS GROUP 1A: HOMELAND SECURITY - PHYSICAL SECURITY RESTORATION BEST PRACTICES

	6-P-5224
	Service Providers, Network Operators and Equipment Suppliers should support first responder use of new technology (e.g., robots, portable wireless cameras) to support response and restoration efforts.  (Note:  As this guidance is by nature something that is not currently implemented, it is designated as a mechanism or technique per the NRIC VI Charter, as distinct from a Best Practice.)

	6-P-5225
	Service Providers, Network Operators and Equipment Suppliers should ensure that restoration plans (e.g., transition to back-up facilities and equipment) are restricted to need-to-know.

	6-P-5226
	Service Providers and Network Operators should maintain liaison with local law enforcement, fire department and other security and emergency agencies to ensure effective coordination for emergency response and restoration.

	6-P-5227
	Service Providers, Network Operators and Equipment Suppliers should perform after-action reviews of all emergency response and restoration events to capture lessons learned (e.g., early warning signs) and to enhance emergency response and restoration plans accordingly.  Reviews should include analysis to identify countermeasures to prevent or mitigate the impact of future incidents and to quickly and effectively restore from such events in the future.

	6-P-5228
	Service Providers, Network Operators and Equipment Suppliers should consider including cross-subsidiary resource sharing and communications in business continuity plans to support emergency response and restoration.

	6-P-5229
	Service Providers and Network Operators should have available complete facility cabling documentation (e.g., equipment installation plans, network connections, power, grounding and bonding) in preparation for recovery, and restrict to those with a need-to-know. Service Providers and Network Operators should keep a backup copy of this documentation off-site.

	6-P-5230
	Service Providers, Network Operators and Equipment Suppliers should engage appropriate expertise to assess the effects of contamination and corrosion (e.g., hardware, environment) as soon as possible after a disaster.

	6-P-5231
	Service Providers, Network Operators and Equipment Suppliers should develop documentation for the restoration of power for areas of critical infrastructure including such things as contact information, escalation procedures, restoration steps and alternate means of communication. This documentation should be maintained both on-site and at centralized control centers.

	6-P-5232
	Fuel reserves used for standby or backup power should be tested for contamination at least once a year or after any event (e.g., earth tremor, flood) that could compromise the integrity of the tank housing, fill pipe or supply pipe. These tests should include inspection for water, sediment, organic contaminates, and any other items that may inhibit the peak performance of the standby/backup generator.

	6-P-5233
	Service Providers, Network Operators and Equipment Suppliers should audit and test electronic surveillance (e.g., CCTV, access control logs, alarm monitoring) at critical access points after any incident that may impact such equipment to verify proper functioning and configuration.

	6-P-5234
	Service Providers and Network Operators should establish perimeter security policies and procedures to protect elements of the critical infrastructure in a disaster area from theft, sabotage, contamination, tampering, etc.

	6-P-5235
	Service Providers, Network Operators and Equipment Suppliers should ensure that impacted alarms and monitors associated with critical utility vaults are operational after a disaster event.

	6-P-5236
	During restoration from an incident at a multi-tenant facility, the host (e.g., facility manager) should take the lead in restoration efforts.  Tenants should provide points of contact to the host to allow for coordination, support and additional resources as necessary.  

	6-P-5237
	After an incident at a facility, Service Providers, Network Operators and Equipment Suppliers should verify the integrity of any system spares, replenish any required spare parts, and share such information with others that are affected.

	6-P-5238
	Service Providers and Network Operators who are tenants in multi-tenant facilities owned and operated by a commercial landlord (e.g., telecom hotels) should coordinate restoration efforts with the landlord.

	6-P-5239
	Facility managers for multi-tenant facility should maintain a crisis management plan for restoration following an incident.

	6-P-5240
	Service Providers, Network Operators and Equipment Suppliers should have a provision for responding to disabled access control equipment with either replacement equipment or security personnel

	6-P-5241
	Service Providers, Network Operators and Equipment Suppliers should ensure that access and facility alarm points to critical or sensitive areas are on backup power or adequate replacement staffing has been provided for.

	6-P-5242
	Service Providers, Network Operators and Equipment Suppliers should have procedures in place to reassess the criticality of associated facilities following a catastrophic incident (i.e. loss of one facility may make others more critical).

	6-P-5243
	Service Providers, Network Operators and Equipment Suppliers should restrict visits and tours at the affected areas during the restoration period following a major incident.

	6-P-5244
	Service Providers, Network Operators and Equipment Suppliers should make all employees, contractors, and others with access to critical infrastructure during restoration aware of changes to security posture resulting from the incident, and increased vigilance should be encouraged.

	6-P-5245
	Service Providers, Network Operators and Equipment Suppliers should have in place procedures to document any use of un-certified equipment during restoration, and to review and/or replace those devices as appropriate.

	6-P-5246
	Service Providers, Network Operators and Equipment Suppliers should consider providing additional security measures for the storage, transportation and distribution of critical infrastructure components in response to an incident.

	6-P-5247
	Service Providers, Network Operators and Equipment Suppliers should give high priority to restoring failed security systems after an event.

	6-P-5248
	Service Providers, Network Operators and Equipment Suppliers should perform risk assessment on significant network changes, both temporary and permanent, resulting from restoration efforts.

	6-P-5249
	Network Operators should consider geographic separation of network redundancy during restoration, and address losses of redundancy and geographic separation following restoration.

	6-P-5250
	Network Operators should consider intra-office diversity of all critical resources during restoration, and address losses of diversity following restoration.

	6-P-5251
	Service Providers and Network Operators should consider communications alternatives for re-establishing dual transmission of sensitive alarms and reliability of communications links between the areas of critical infrastructure and monitoring stations during restoration.  Losses of redundancy following restoration should be addressed.

	6-P-5252
	Network Operators should place a high priority on re-establishing diversity of facility entry points (e.g., copper or fiber conduit, network interfaces for entrance facilities) during the restoration process.

	6-P-5253
	Service Providers, Network Operators and Equipment Suppliers should use lessons learned from restoration efforts to update recovery plans for transponder loss, satellite payload failure, and satellite failure.

	6-P-5254
	During restoration efforts, Service Providers and Network Operators should not permit unsecured wireless access points for the distribution of critical data or operating system upgrades.

	6-P-5255
	Service Providers, Network Operators and Equipment Suppliers should ensure that temporary wireless networks (e.g., terrestrial microwave, free-space optical, satellite, point-to-point, multi-point, mesh) used during an incident are subsequently disabled or secured.

	6-P-5256
	Service Providers, Network Operators and Equipment Suppliers should closely monitor temporary connections of network test equipment that are established for restoration to prevent access by unauthorized or unqualified personnel.

	6-P-5257
	Service Providers, Network Operators and Equipment Suppliers should define and assign responsibility for invalidating access to all corporate resources (physical and logical) after completion of a restoration effort for all temporary personnel associated with the restoration.

	6-P-5258
	Service Providers, Network Operators and Equipment Suppliers should define and assign responsibility for retrieval of all corporate assets (e.g., access cards, equipment) after completion of a restoration effort for all temporary personnel associated with the restoration.

	6-P-5259
	Service Providers, Network Operators and Equipment Suppliers should establish and enforce access control and identification procedures for all individuals at restoration sites (including temporary contractors, and mutual aid workers). Provide for  issuing and proper displaying of ID badges, and the sign-in and escorting procedures where appropriate.

	6-P-5260
	Service Providers, Network Operators and Equipment Suppliers should brief security personnel on access control procedures for all personnel associated with the restoration. The briefing should be provided when access control procedures are changed significantly. 

	6-P-5261
	As appropriate, carrier interconnection points within a common area should be identified.  Restoral plans for these common areas should be coordinated between Network Operators, Service Providers and landlords.

	6-P-5262
	To prevent spares from being damaged in an event that affects a critical facility, Service Providers, Network Operators and Equipment Suppliers should evaluate the vulnerability of the spares' storage location.

	6-P-5263
	Service Providers, Network Operators and Equipment Suppliers should use cables with adequate reliability and cable signal integrity during restoration.  Such properties as flammability, strain reliefs and signal loss should be considered. If inappropriate cables are used, they should be marked as temporary and be replaced with appropriate cables.

	6-P-5264
	Satellite Operators should maintain an alternate recovery facility that would duplicate operations and Tracking, Telemetry, Control and Monitoring (TTC&M). The alternate recovery facility should be geographically diverse from the primary facility, maintained and tested on a regular schedule to ensure readiness and timely response.

	6-P-5265
	Service Providers’, Network Operators’ and Equipment Suppliers’ senior management should actively support compliance with established corporate security policies and procedures.

	6-P-5266
	Service Providers, Network Operators and Equipment Suppliers personnel should be made aware that information of an event that directs emergency resources might be a terrorist or criminal diversion.

	6-P-5267
	Service Providers, Network Operators and Equipment Suppliers should ensure that standard operating procedures are clearly defined, reinforced, and followed by personnel during emergency situations in order to avoid degradation of security due to a diversion.

	6-P-5268
	Service Providers, Network Operators and Equipment Suppliers should review incidents to evaluate if they were probes intended to test responses, and incorporate mitigation techniques as appropriate.

	6-P-5269
	Service Providers, Network Operators and Equipment Suppliers should consider conducting training and table top exercise scenarios that incorporate various types of diversionary tactics to assess security plans and procedures.

	6-P-5270
	Service Providers’, Network Operators’ and Equipment Suppliers’ personnel should be made aware that terrorists groups may use false information to cause a heightened public awareness to divert attention and redirect resources to other areas away from their intended target. 

	6-P-5271
	Service Providers, Network Operators and Equipment Suppliers should ensure 

that existing Mutual Aid Agreements include physical security considerations.

	6-P-5272
	Service Providers, Network Operators and Equipment Suppliers should maintain current contingency plans, prior to an incident, for security at critical infrastructure sites, including those obtained through mergers, acquisitions, and divestitures.
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	6-P-5216
	Service Providers and Network Operators should provide secure pre-constructed exterior wall pathways for mobile generator connections or tap box connections as appropriate.

	6-P-5217
	Service Providers, Network Operators and Equipment Suppliers should train appropriate personnel (e.g., shipping and receiving, mailroom, emergency response and security personnel) to be aware of possible secondary events immediately after an incident and promptly report any suspicious conditions.

	6-P-5218
	Equipment Suppliers who utilize foreign sites or entities for software development should establish and implement a comprehensive security program for protecting the product during development and delivery from malicious code insertion.

	6-P-5219
	Equipment Suppliers who utilize foreign sites or entities for hardware and firmware development should establish and implement a comprehensive security program for protecting the product during development and delivery from tampering.

	6-P-5220
	Service Providers, Network Operators and Equipment Suppliers who utilize foreign sites should establish and implement a comprehensive physical security program for protecting corporate assets at those sites.

	6-P-5221
	Service Providers, Network Operators and Equipment Suppliers should establish policies and define practices for limiting dissemination of information relating to future locations of critical personnel.

	6-P-5222
	Service Providers, Network Operators and Equipment Suppliers should consider providing major trouble receipt centers with a physically diverse back-up capability that can quickly be configured to receive the incoming traffic and take appropriate action.

	6-P-5223
	Service Providers, Network Operators and Equipment Suppliers should establish a plan for providing technical support that prevents the loss of one facility or location from disabling their ability to provide support.


APPENDIX G.  Industry Role & Network Type Matrix

This Appendix correlates the Best Practices by number to the Industry Roles (Service Provider, Network Operator, Equipment Supplier, Government) and Network Type (Wireline, Wireless, Satellite, Cable, the Internet).

	 
	NETWORK TYPE
	INDUSTRY ROLE

	 
	Cable
	Internet
	Satellite
	Wireless
	Wireline
	Commercial Facility 
	Equipment Supplier
	Government
	Network Operator
	Service Provider

	6-6-5001
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5002
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5003
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5004
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5005
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5006
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5008
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5009
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5010
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5011
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5012
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5013
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5014
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5015
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5016
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5018
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5019
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5020
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5021
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5022
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5023
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5024
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5025
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5026
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5027
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5028
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5029
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5030
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5031
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5032
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5033
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5034
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5036
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5037
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5038
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5040
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5041
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5042
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5043
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5044
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5045
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5046
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5047
	1
	1
	 
	1
	1
	 
	1
	 
	1
	1

	 
	NETWORK TYPE
	INDUSTRY ROLE

	 
	Cable
	Internet
	Satellite
	Wireless
	Wireline
	Commercial Facility 
	Equipment Supplier
	Government
	Network Operator
	Service Provider

	6-6-5048
	1
	1
	 
	1
	1
	 
	1
	 
	1
	1

	6-6-5049
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5050
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5051
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5052
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5053
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5054
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5055
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5056
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5057
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5058
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5059
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5061
	1
	1
	1
	1
	1
	 
	1
	 
	 
	 

	6-6-5062
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5063
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5064
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5065
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5066
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5067
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5068
	1
	1
	1
	 
	1
	 
	 
	 
	1
	1

	6-6-5069
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5070
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5071
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5072
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5073
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5074
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5075
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5076
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5078
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5079
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5080
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5081
	1
	1
	1
	1
	1
	 
	1
	 
	 
	 

	6-6-5082
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5083
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5084
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5085
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5086
	1
	1
	1
	1
	1
	 
	1
	 
	 
	 

	6-6-5087
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5088
	1
	1
	1
	1
	1
	 
	1
	 
	 
	 

	6-6-5089
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5090
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5091
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5092
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5093
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	 
	NETWORK TYPE
	INDUSTRY ROLE

	 
	Cable
	Internet
	Satellite
	Wireless
	Wireline
	Commercial Facility 
	Equipment Supplier
	Government
	Network Operator
	Service Provider

	6-6-5094
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5095
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5096
	1
	 
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5097
	1
	 
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5098
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5099
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5100
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5102
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5103
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5104
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5105
	1
	1
	1
	1
	1
	 
	1
	 
	1
	 

	6-6-5106
	1
	1
	1
	1
	1
	 
	1
	 
	 
	 

	6-6-5107
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5109
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5110
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5111
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5112
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5113
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5114
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5115
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5116
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5117
	1
	1
	 
	1
	1
	 
	1
	 
	 
	 

	6-6-5118
	1
	1
	 
	1
	1
	 
	1
	 
	 
	 

	6-6-5119
	1
	1
	 
	1
	1
	 
	1
	 
	 
	 

	6-6-5120
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5121
	1
	1
	1
	1
	1
	 
	1
	 
	1
	 

	6-6-5123
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5124
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5125
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5126
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5127
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5128
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5129
	1
	1
	1
	1
	1
	 
	 
	 
	 
	1

	6-6-5130
	1
	1
	1
	1
	1
	 
	1
	1
	1
	1

	6-6-5131
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5132
	1
	1
	 
	1
	1
	 
	 
	 
	1
	 

	6-6-5133
	1
	1
	 
	1
	1
	 
	 
	 
	1
	 

	6-6-5134
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5135
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5137
	1
	1
	1
	1
	1
	 
	1
	1
	1
	1

	6-6-5138
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5139
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5140
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5141
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	 
	NETWORK TYPE
	INDUSTRY ROLE

	 
	Cable
	Internet
	Satellite
	Wireless
	Wireline
	Commercial Facility 
	Equipment Supplier
	Government
	Network Operator
	Service Provider

	6-6-5142
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5143
	1
	 
	1
	 
	 
	 
	 
	 
	1
	1

	6-6-5144
	1
	 
	1
	 
	 
	 
	 
	 
	1
	 

	6-6-5145
	1
	1
	1
	1
	 
	 
	 
	 
	1
	 

	6-6-5146
	1
	 
	1
	1
	 
	 
	 
	 
	1
	1

	6-6-5147
	1
	1
	1
	1
	1
	 
	1
	1
	1
	1

	6-6-5148
	1
	1
	 
	1
	1
	 
	1
	 
	1
	1

	6-6-5149
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5150
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5151
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5152
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5153
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5155
	1
	1
	1
	1
	1
	 
	1
	1
	1
	1

	6-6-5157
	1
	1
	1
	1
	1
	 
	1
	1
	1
	1

	6-6-5158
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5159
	1
	1
	1
	1
	1
	 
	 
	 
	1
	 

	6-6-5160
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5162
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5163
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5164
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5165
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5166
	1
	1
	1
	1
	1
	 
	1
	 
	 
	 

	6-6-5167
	1
	1
	1
	1
	1
	 
	1
	 
	 
	 

	6-6-5168
	1
	1
	1
	1
	1
	 
	1
	 
	 
	 

	6-6-5169
	1
	1
	1
	1
	1
	 
	1
	 
	 
	 

	6-6-5170
	1
	1
	 
	1
	1
	 
	 
	 
	1
	1

	6-6-5171
	1
	1
	 
	1
	1
	 
	1
	 
	 
	 

	6-6-5172
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5173
	1
	1
	1
	1
	1
	 
	1
	 
	1
	 

	6-6-5174
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5175
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5176
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5177
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5178
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5179
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5180
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5182
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5183
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5184
	 
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5185
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5186
	1
	1
	1
	1
	1
	1
	 
	 
	1
	1

	6-6-5187
	1
	1
	1
	1
	1
	1
	 
	 
	 
	 

	6-6-5188
	1
	1
	1
	1
	1
	1
	 
	 
	1
	1

	6-6-5189
	1
	1
	1
	1
	1
	1
	 
	 
	1
	1

	 
	NETWORK TYPE
	INDUSTRY ROLE

	 
	Cable
	Internet
	Satellite
	Wireless
	Wireline
	Commercial Facility 
	Equipment Supplier
	Government
	Network Operator
	Service Provider

	6-6-5190
	1
	1
	1
	1
	1
	1
	 
	 
	1
	1

	6-6-5191
	1
	1
	1
	1
	1
	1
	 
	 
	1
	1

	6-6-5192
	1
	1
	1
	1
	1
	1
	 
	 
	1
	1

	6-6-5193
	1
	1
	1
	1
	1
	1
	 
	 
	1
	1

	6-6-5194
	1
	1
	 
	1
	1
	 
	1
	 
	 
	 

	6-6-5195
	1
	1
	 
	1
	1
	 
	1
	 
	 
	 

	6-6-5196
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5197
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5198
	1
	1
	 
	1
	1
	 
	1
	 
	 
	 

	6-6-5199
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5200
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5202
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5203
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5204
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5205
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5206
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5207
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5208
	1
	1
	1
	1
	1
	 
	1
	 
	1
	1

	6-6-5209
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5210
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5211
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5212
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5213
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1

	6-6-5214
	1
	1
	1
	1
	1
	 
	 
	 
	1
	1


APPENDIX H.  Keyword Matrix

This Appendix correlates the Best Practices by number to the Keywords, which help individuals identify the Best Practices associated with specific job functions.

[image: image15.wmf]Reliability

Cyber Security

Physical Security

Access Control

Buildings

Compliance & Audit

Contractors & Vendors

Corporate Security

Disaster Recovery - Recovery

Disaster Recovery - Resumption

Disaster Recovery - Restoration

Documentation

Emergency Preparedness - Preparedness

Emergency Preparedness - Prevention

Emergency Preparedness - Response

Equipment Design

Essential Services

Ethics

Facilities - Transport 

Facility Design

Fire

Guard Force

Hardware

Human Resources

Industry Cooperation

Information Protection

Liaison

Materials Movement

Network  Design

Network Elements

Network Interoperability

Network Operations

Network Provisioning

Personnel

Policy

Power

Procedures

Real Estate

Risk Management

Security Systems

Software

Supervision

Technical Support

Training

Visitors

6-6-5080

1

1

1

1

1

1

1

1

1

1

1

6-6-5081

1

1

1

1

1

1

1

1

1

1

6-6-5082

1

1

1

1

1

1

1

1

1

1

6-6-5083

1

1

1

1

1

1

1

1

1

1

6-6-5084

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5085

1

1

1

1

1

1

6-6-5086

1

1

1

1

1

1

1

6-6-5087

1

1

1

1

1

1

1

6-6-5088

1

1

1

1

1

1

1

1

1

6-6-5089

1

1

1

1

1

1

1

1

1

6-6-5090

1

1

1

1

1

1

1

1

6-6-5091

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5092

1

1

1

1

1

1

1

1

1

1

1

6-6-5093

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5094

1

1

1

1

1

1

1

6-6-5095

1

1

1

1

1

1

1

1

1

1

1

6-6-5096

1

1

1

1

1

1

1

1

6-6-5097

1

1

1

1

1

1

1

6-6-5098

1

1

1

1

1

1

1

1

1

1

6-6-5099

1

1

1

1

1

1

1

1

1

1

6-6-5100

1

1

1

1

1

1

1

6-6-5102

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5103

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5104

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5105

1

1

1

1

1

1

1

1

1

1

6-6-5106

1

1

1

1

1

1

1

1

1

6-6-5107

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5109

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5110

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5111

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5112

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5113

1

1

1

1

1

1

1

1

1

1

6-6-5114

1

1

1

1

1

1

1

1

1

1

6-6-5115

1

1

1

1

1

1

1

1

1

6-6-5116

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5117

1

1

1

1

1

1

1

1

1

1

6-6-5118

1

1

1

1

1

1

1

1

1

6-6-5119

1

1

1

1

1

1

1

1

1



[image: image16.wmf]19

Conference Call

September 11, 2002

14

22

Conference Call

September 17, 2002

15

19

Workshop (DC)

October 2, 2002

16

22

Workshop (DC)

October 3, 2002

20

Conference Call

October 16, 2002

17

19

Workshop (DC)

October 28, 2002

18

18

Workshop (DC)

October 29, 2002

21

Workshop (DC)

November 11, 2002

19

19

Workshop (DC)

November 12, 2002

16

Conference Call

November 21, 2002

20

15

Conference Call

November 22, 2002

21

14

Conference Call

November 25, 2002

22

17

Conference Call

November 26, 2002

23

13

Conference Call

November 27, 2002

24

20

Workshop (DC)

September 4, 2002

13

22

Conference Call

August 28, 2002

12

23

Conference Call

August 15, 2002

11

19

Workshop (DC)

August 1, 2002

24

Workshop (DC)

July 31, 2002

10

23

Conference Call

July 25, 2002

9

20

Workshop (DC)

July 10, 2002

18

Workshop (DC)

July 9, 2002

8

21

Conference Call

June 19, 2002

7

21

Workshop (VA)

June 7, 2002

22

Workshop (VA)

June 6, 2002

23

Workshop (VA)

June 5, 2002

6

23

Conference Call

May 24, 2002

5

22

Conference Call

May 17, 2002

4

25

Conference Call

May 10, 2002

3

27

Workshop (DC)

May 3, 2002

2

18

Conference Call

April 26, 2002

1

PARTICIPANTS

MEETING 

TYPE

DATE

MEETIN

G 

NUMBER

19

Conference Call

September 11, 2002

14

22

Conference Call

September 17, 2002

15

19

Workshop (DC)

October 2, 2002

16

22

Workshop (DC)

October 3, 2002

20

Conference Call

October 16, 2002

17

19

Workshop (DC)

October 28, 2002

18

18

Workshop (DC)

October 29, 2002

21

Workshop (DC)

November 11, 2002

19

19

Workshop (DC)

November 12, 2002

16

Conference Call

November 21, 2002

20

15

Conference Call

November 22, 2002

21

14

Conference Call

November 25, 2002

22

17

Conference Call

November 26, 2002

23

13

Conference Call

November 27, 2002

24

20

Workshop (DC)

September 4, 2002

13

22

Conference Call

August 28, 2002

12

23

Conference Call

August 15, 2002

11

19

Workshop (DC)

August 1, 2002

24

Workshop (DC)

July 31, 2002

10

23

Conference Call

July 25, 2002

9

20

Workshop (DC)

July 10, 2002

18

Workshop (DC)

July 9, 2002

8

21

Conference Call

June 19, 2002

7

21

Workshop (VA)

June 7, 2002

22

Workshop (VA)

June 6, 2002

23

Workshop (VA)

June 5, 2002

6

23

Conference Call

May 24, 2002

5

22

Conference Call

May 17, 2002

4

25

Conference Call

May 10, 2002

3

27

Workshop (DC)

May 3, 2002

2

18

Conference Call

April 26, 2002

1

PARTICIPANTS

MEETING 

TYPE

DATE

MEETIN

G 

NUMBER



[image: image17.wmf]Cost of Security

Cost of Security

Level of Security

Level of Security

Low

Low

Low

Low

High

High

High

High

National Security Need

National Security Need

Market Place Demand

Market Place Demand

Security Gap

•

Need for Incentives

•

Government Support

Security Gap

Security Gap

•

Need for Incentives

•

Government Support



[image: image18.wmf]Reliability

Cyber Security

Physical Security

Access Control

Buildings

Compliance & Audit

Contractors & Vendors

Corporate Security

Disaster Recovery - Recovery

Disaster Recovery - Resumption

Disaster Recovery - Restoration

Documentation

Emergency Preparedness - Preparedness

Emergency Preparedness - Prevention

Emergency Preparedness - Response

Equipment Design

Essential Services

Ethics

Facilities - Transport 

Facility Design

Fire

Guard Force

Hardware

Human Resources

Industry Cooperation

Information Protection

Liaison

Materials Movement

Network  Design

Network Elements

Network Interoperability

Network Operations

Network Provisioning

Personnel

Policy

Power

Procedures

Real Estate

Risk Management

Security Systems

Software

Supervision

Technical Support

Training

Visitors

6-6-5120

1

1

1

1

1

1

1

6-6-5121

1

1

1

1

1

1

1

1

1

1

6-6-5123

1

1

1

1

1

1

1

1

1

1

6-6-5124

1

1

1

1

1

1

1

1

1

1

1

6-6-5125

1

1

1

1

1

1

1

1

1

1

6-6-5126

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5127

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5128

1

1

1

1

1

1

1

1

1

1

1

6-6-5129

1

1

1

1

1

1

1

1

1

1

6-6-5130

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5131

1

1

1

1

1

1

1

1

1

1

1

6-6-5132

1

1

1

1

1

1

1

6-6-5133

1

1

1

1

1

1

6-6-5134

1

1

1

1

1

1

1

1

1

6-6-5135

1

1

1

1

1

1

1

1

6-6-5137

1

1

1

1

1

1

1

1

1

1

1

6-6-5138

1

1

1

1

1

1

1

1

1

1

1

6-6-5139

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5140

1

1

1

1

1

1

1

1

6-6-5141

1

1

1

1

 

1

1

1

1

6-6-5142

1

1

1

1

1

1

1

1

1

1

1

6-6-5143

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5144

1

1

1

1

1

1

1

1

6-6-5145

1

1

1

1

1

1

1

1

1

1

6-6-5146

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5147

1

1

1

1

1

1

1

1

1

6-6-5148

1

1

1

 

1

1

1

1

1

1

6-6-5149

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5150

1

1

1

1

1

1

1

1

1

1

1

6-6-5151

1

1

1

1

1

1

1

1

1

1

6-6-5152

1

1

1

1

1

1

1

1

1

1

1

6-6-5153

1

1

1

1

1

1

1

6-6-5155

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5157

1

1

1

1

1

1

1

1

1

6-6-5158

1

1

1

1

1

1

1

1

1

6-6-5159

1

1

1

1

1

1

1

1

1



[image: image19.wmf]Reliability

Cyber Security

Physical Security

Access Control

Buildings

Compliance & Audit

Contractors & Vendors

Corporate Security

Disaster Recovery - Recovery

Disaster Recovery - Resumption

Disaster Recovery - Restoration

Documentation

Emergency Preparedness - Preparedness

Emergency Preparedness - Prevention

Emergency Preparedness - Response

Equipment Design

Essential Services

Ethics

Facilities - Transport 

Facility Design

Fire

Guard Force

Hardware

Human Resources

Industry Cooperation

Information Protection

Liaison

Materials Movement

Network  Design

Network Elements

Network Interoperability

Network Operations

Network Provisioning

Personnel

Policy

Power

Procedures

Real Estate

Risk Management

Security Systems

Software

Supervision

Technical Support

Training

Visitors

6-6-5160

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5162

1

1

1

1

1

1

1

1

1

6-6-5163

1

1

1

1

1

1

1

1

1

1

1

6-6-5164

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5165

1

1

1

1

1

1

1

1

1

1

6-6-5166

1

1

1

1

1

1

1

1

1

6-6-5167

1

1

1

1

1

1

1

1

6-6-5168

1

1

1

1

1

1

1

1

1

1

1

6-6-5169

1

1

1

1

1

1

1

1

1

1

6-6-5170

1

1

1

1

1

1

1

1

6-6-5171

1

1

1

1

1

1

6-6-5172

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5173

1

1

1

1

1

1

1

1

1

1

 

6-6-5174

1

1

1

1

1

1

1

1

6-6-5175

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5176

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5177

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5178

1

1

1

1

1

1

1

1

1

1

1

6-6-5179

1

1

1

1

1

1

1

1

1

1

6-6-5180

1

1

1

1

1

1

1

1

1

6-6-5182

1

1

1

1

1

1

1

1

1

1

6-6-5183

1

1

1

1

1

1

1

1

1

1

6-6-5184

1

1

1

1

1

1

1

1

1

1

6-6-5185

1

1

1

1

1

1

1

1

6-6-5186

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5187

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5188

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5189

1

1

1

1

1

1

1

6-6-5190

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5191

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5192

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5193

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5194

1

1

1

1

1

1

6-6-5195

1

1

1

1

1

1

6-6-5196

1

1

1

1

1

1

1

1

1

1

1

6-6-5197

1

1

1

1

1

1

1

1

1

1

6-6-5198

1

1

1

1

1

6-6-5199

1

1

1

1

1

X

1

1

1

1

1

1



[image: image20.wmf]Reliability

Cyber Security

Physical Security

Access Control

Buildings

Compliance & Audit

Contractors & Vendors

Corporate Security

Disaster Recovery - Recovery

Disaster Recovery - Resumption

Disaster Recovery - Restoration

Documentation

Emergency Preparedness - Preparedness

Emergency Preparedness - Prevention

Emergency Preparedness - Response

Equipment Design

Essential Services

Ethics

Facilities - Transport 

Facility Design

Fire

Guard Force

Hardware

Human Resources

Industry Cooperation

Information Protection

Liaison

Materials Movement

Network  Design

Network Elements

Network Interoperability

Network Operations

Network Provisioning

Personnel

Policy

Power

Procedures

Real Estate

Risk Management

Security Systems

Software

Supervision

Technical Support

Training

Visitors

6-6-5200

1

1

1

1

1

1

1

6-6-5202

1

1

1

1

1

1

1

1

1

6-6-5203

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5204

1

1

1

1

1

1

1

1

1

1

1

1

6-6-5205

1

1

1

1

1

1

1

1

1

1

6-6-5206

1

1

1

1

1

1

1

1

6-6-5207

1

1

1

1

1

1

1

1

1

1

1

6-6-5208

1

1

1

1

6-6-5209

1

1

1

1

1

1

1

6-6-5210

1

1

1

1

1

6-6-5211

1

1

1

1

1

6-6-5212

1

1

1

1

1

1

1

6-6-5213

1

1

1

1

1

1

1

1

1

6-6-5214

1

1

1

1

1

1

1

1











� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���































































































































































































































































































































































































� Some Best Practices have both Prevention and Restoration applications.  The total number is 256.   


� Some Best Practices have both Prevention and Restoration applications.  The total number is 256.   


� Effective March 1, 2003, the NCS officially transitioned into the new Department of Homeland Security under the Information Analysis and Infrastructure Protection (IAIP) Directorate


� National Communications System (NCS)


� The First NRIC VI Council Meeting was held on March 22, 2002.  


� Appendix C, NRIC VI Charter, B.1.(A) The Committee's Objective and Scope of its Activity, Homeland Security, Prevention.  “The Committee will assess vulnerabilities in the public telecommunications networks and the Internet and determine how best to address those vulnerabilities to prevent disruptions that would otherwise result from terrorist activities, natural disasters, or similar types of occurrences.”


� Previous NRIC Reports. www.nric.org 


� NRSC Final Reports can be found at � HYPERLINK "http://www.atis.org" ��www.atis.org�.  


� T1A1 Telecom Glossary: http://www.its.bldrdoc.gov/projects/telecomglossary2000


� The term “Best Practices” is capitalized when referring to specific NRIC Best Practices.


� Richard P. Harrison, various tutorials on NRIC Best Practices, 1993-1999.  


� Section 7, NRIC V Best Practices Subcommittee Final Report, January 2002.


� The Keywords provide associations between job functions and Best Practices.  


� The Focus Group has developed a systematic framework that includes eight areas of vulnerabilities within the communications infrastructure:  Environment, Power, Hardware, Software, Networks, Payload, Policy and Human, [Section 3].  


� Primary stakeholders include The President’s National Security Technical Advisory Council (NSTAC), the National Communications System (NCS) National Coordinating Center for Telecommunications (NCC) Telecom–ISAC (Information Sharing and Analysis Center), and  the White House Office of Homeland Security.  


� The first meeting (conference call) was held on April 26, 2002; the first face to face meeting (workshop) was held on May 3, 2002, and began with the Pledge of Allegiance (to the Flag of the United States of America) in recognition of the seriousness of the task being undertaken on behalf of the nation.


�  Effective March 1, 2003, the NCS officially transitioned into the new Department of Homeland Security under the Information Analysis and Infrastructure Protection (IAIP) Directorate.


�  Richard A. Clarke, Chair - President’s Critical Infrastructure Protection Board, Comments at NRIC VI Council Meeting, March 22, 2002.  FCC Commission Meeting Room, Washington, D.C.


� John Tritak, Director - Critical Infrastructure Assurance Office (CIAO), Comments at NRIC VI Council Meeting, March 22, 2002.  FCC Commission Meeting Room, Washington, D.C.


�  Section 5.4, Network Reliability and Interoperability Council V Subcommittee 2A.2 Network Reliability Best Practices Final Report.  


� Ibid. The high level list included Hardware, Firmware, Software, Protocols, Interoperability, 


Human Performance and Procedures, Physical Environment, Network Design and Planning, Network Congestion / Traffic Engineering, Power, Rapid Pace of Growth, Change, Complexity, Malicious Attacks, Security, Disasters.  Note that this NRIC VI Focus Group recognized some of these as Threats, as distinct from Vulnerabilities.  


� Focus Group 1B, Homeland Security Cyber Security addresses many of the vulnerabilities in the software area.


� Focus Group 1B, Homeland Security Cyber Security addresses many of the vulnerabilities in the payload area.


� The terms “Vulnerabilities” and “Threats” are capitalized in this document when they refer to a specific list.  


� National Strategy for Homeland Security, Office of Homeland Security, July 2002, Executive Summary, pages vii-viii.


� Although there may be preferences for different terms, the essence of what is listed down the rows does not fundamentally change. 


� The number of columns continuously grows as new information is learned.  


� The communications infrastructure is also dependent on the commercial energy.  This   commercial power is external to the communications infrastructure.  


� According to “Storms from the Sun” by Michael J. Carlowicz and Ramond E. Lopez, page 143, the human body limit for radiation to astronauts is 25 rem within a 30-day period, or 50 rem in an entire year.  This compares with 5 rem in one year for people working in a nuclear power plant, or 10 rem over a 5-year period.  The median lethal dose of radiation for the human body is 450 rem


� According to recent readings in “Storms from the Sun” by Michael J. Carlowicz and Ramond E. Lopez, on page 143, the human body limit for radiation to astronauts is 25 rem within a 30-day period, or 50 rem in an entire year.  This compares with 5 rem in one year for people working in a nuclear power plant, or 10 rem over a 5-year period.  The median lethal dose of radiation is 450 rem.  The median lethal does means that if 100 people were exposed to 450 rem, 50 people (plus minus a statistical margin) would die within a few weeks.  These units compare with a chest X-ray that delivers 0.01 rem and the radiation from background radioactive rocks in the earth that deliver 0.1 rem per year.  The dose of 0.1 rem per year is believed to increase your chances of getting cancer by 1 chance in 17,000 and this as compared to 57 chances per 17,000 for the normal incident of cancer.  Certain people who work in nuclear power plants and who clean out the heat exchangers see significant doses of radiation.  The team believes they are called “Nuclear Jumpers” since they jump in and out of these hot spots, till they exceed the career ending cumulative dose.  US Researchers estimate that a one-year stay in the Russian MIR space station will deliver a 21.6 rem exposure (assuming no solar flares went off during that time), thereby increasing by 1% that person’s chance 


� According to “Storms from the Sun” by Michael J. Carlowicz and Ramond E. Lopez, The dose of 0.1 rem per year (typical of that delivered by the radioactive rocks in the earth) is believed to increase your chances of getting cancer by 1 chance in 17,000 and this as compared to 57 chances per 17,000 for the normal incident of cancer in the US.  


According to recent readings in “Storms from the Sun” by Michael J. Carlowicz and Ramond E. Lopez, on page 143, the human body limit for radiation to astronauts is 25 rem within a 30-day period, or 50 rem in an entire year.  This compares with 5 rem in one year for people working in a nuclear power plant, or 10 rem over a 5-year period.  The median lethal dose of radiation is 450 rem.  The median lethal does means that if 100 people were exposed to 450 rem, 50 people (plus minus a statistical margin) would die within a few weeks.  These units compare with a chest X-ray that delivers 0.01 rem and the radiation from background radioactive rocks in the earth that deliver 0.1 rem per year.  The dose of 0.1 rem per year is believed to increase your chances of getting cancer by 1 chance in 17,000 and this as compared to 57 chances per 17,000 for the normal incident of cancer.  Certain people who work in nuclear power plants and who clean out the heat exchangers see significant doses of radiation.  The team believes they are called “Nuclear Jumpers” since they jump in and out of these hot spots, till they exceed the career ending cumulative dose.  US Researchers estimate that a one-year stay in the Russian MIR space station will deliver a 21.6 rem exposure (assuming no solar flares went off during that time), thereby increasing by 1% that person’s chance of getting cancer in their life.


� IRPS, 2002.


� Seven Key Best Practice Principles are outlined in Section 2.2.5, Deliverables


� NRSC Quarterly and Annual Reports provide detailed analyses of the industry’s outage trends.  The NRSC analysis of major network outages provides an understanding of the direct and root causes.  These reports consistently find that existing NRIC Best Practices, if implemented, would prevent most of the major outages.  


� Network Reliability Best Practices Subcommittee (2A.2) Presentation to the NRIC V Council and FCC at the FCC Building, January 4, 2002.  www.nric.org.


� Executive Summary, NRIC V Best Practices Subcommittee Final Report, January 2002


� National Communications System (NCS)


� Focus Group 1B, Homeland Security Cyber Security addresses many of the vulnerabilities in the software area.


� Focus Group 1B, Homeland Security Cyber Security addresses many of the vulnerabilities in the payload area.
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		6-6-5115						1						1		1												1																1						1																				1		1																		1

		6-6-5116						1				1		1		1												1																1						1								1												1								1		1										1

		6-6-5117						1						1				1										1						1														1		1				1								1										1

		6-6-5118						1						1				1																1														1		1				1								1										1

		6-6-5119						1		1				1																				1								1						1		1												1										1
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		6-6-5120						1				1		1				1																								1												1																								1

		6-6-5121						1						1				1																						1										1				1								1				1		1																1

		6-6-5123						1						1																		1								1		1								1										1						1		1										1

		6-6-5124						1		1				1																		1								1		1												1												1		1				1						1

		6-6-5125						1						1		1												1				1								1																										1		1				1						1

		6-6-5126						1						1														1				1								1										1																1		1		1		1						1										1		1

		6-6-5127						1						1														1				1								1										1						1										1		1		1								1												1

		6-6-5128						1						1														1				1								1										1						1										1		1		1								1

		6-6-5129						1		1				1												1						1						1		1														1												1		1

		6-6-5130						1						1				1																				1		1												1		1												1		1		1		1						1

		6-6-5131						1						1														1				1								1		1								1																1		1										1		1

		6-6-5132						1						1				1										1				1										1																																						1

		6-6-5133						1						1				1														1										1																																						1

		6-6-5134						1						1				1														1																						1																1		1								1										1

		6-6-5135						1										1														1																		1		1		1		1																																		1

		6-6-5137						1						1				1														1						1												1		1		1		1																1																		1

		6-6-5138						1		1				1														1				1										1										1								1																				1								1		1

		6-6-5139						1						1		1												1				1								1										1																1		1		1		1						1										1		1

		6-6-5140						1						1												1						1						1												1						1																								1

		6-6-5141						1				1		1				1																								1								1																						1																				1

		6-6-5142						1						1				1																						1										1		1										1				1		1												1				1

		6-6-5143						1		1		1		1				1										1				1								1		1								1																1		1												1

		6-6-5144						1				1		1				1																						1										1																1		1

		6-6-5145						1						1				1										1												1										1				1												1		1												1

		6-6-5146						1						1				1										1				1								1										1				1						1						1		1												1								1		1

		6-6-5147						1						1				1																				1												1		1		1		1																1

		6-6-5148						1						1				1																								1						1		1				1								1																1

		6-6-5149						1						1				1																						1								1		1				1								1				1		1				1						1

		6-6-5150						1				1		1				1																						1		1								1						1										1		1												1

		6-6-5151						1				1		1				1																								1								1						1																						1		1										1

		6-6-5152						1				1		1				1																						1										1				1												1		1				1								1

		6-6-5153						1						1												1																												1																		1						1		1

		6-6-5155						1						1				1								1												1		1										1				1												1		1		1		1				1		1		1										1

		6-6-5157						1						1				1																				1												1				1		1														1		1

		6-6-5158						1						1				1										1														1								1				1																1										1

		6-6-5159						1						1				1																						1										1				1												1												1				1
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		6-6-5160						1						1				1										1				1								1										1																1		1		1						1		1		1

		6-6-5162						1				1		1				1																								1								1				1																		1						1

		6-6-5163						1						1				1																						1		1								1																1		1								1		1				1

		6-6-5164						1						1		1		1														1						1		1		1								1				1												1		1		1		1				1

		6-6-5165						1						1		1		1																				1												1				1																1		1								1

		6-6-5166						1		1		1		1				1																		1						1								1																														1

		6-6-5167						1						1																										1										1				1												1		1												1

		6-6-5168						1						1		1		1																1																1				1																1		1								1				1

		6-6-5169						1						1				1								1								1																1				1																		1								1				1

		6-6-5170						1		1				1				1																1																				1																										1				1

		6-6-5171						1																				1						1														1		1												1

		6-6-5172						1		1				1				1																				1		1														1						1						1		1												1				1

		6-6-5173						1						1				1																1						1														1						1						1		1												1

		6-6-5174						1		1				1				1																								1																														1						1				1

		6-6-5175						1						1		1										1												1		1														1												1		1		1		1				1		1												1

		6-6-5176						1						1				1																1				1		1										1				1												1		1		1		1						1						1						1

		6-6-5177						1						1				1								1								1						1										1				1												1		1		1		1						1		1				1

		6-6-5178						1						1		1																						1												1				1																1		1						1		1										1

		6-6-5179						1						1				1										1										1				1																														1				1				1										1

		6-6-5180						1				1		1				1										1														1								1																												1		1

		6-6-5182						1				1		1				1										1														1								1								1																				1				1

		6-6-5183						1				1		1				1										1														1		1														1																				1		1

		6-6-5184						1						1		1		1																												1				1				1																1		1																		1

		6-6-5185						1				1		1				1																								1		1																												1						1

		6-6-5186						1				1		1				1										1												1				1						1		1														1		1				1						1

		6-6-5187						1				1		1				1																						1		1		1								1														1		1				1						1		1

		6-6-5188						1				1		1				1																						1		1								1		1														1		1				1						1		1

		6-6-5189						1						1				1																				1				1																														1								1

		6-6-5190						1		1		1		1				1																						1												1		1												1		1				1						1		1

		6-6-5191						1				1		1				1										1												1				1										1						1						1		1				1						1		1

		6-6-5192						1		1		1		1		1		1																						1		1								1				1												1		1				1								1		1

		6-6-5193						1		1		1		1		1		1																						1		1								1				1												1		1		1		1						1		1

		6-6-5194						1						1																				1														1		1												1

		6-6-5195						1						1																				1														1		1												1

		6-6-5196						1						1		1																								1								1		1																1		1		1		1						1

		6-6-5197						1						1														1												1								1		1																1		1										1		1

		6-6-5198						1						1																														1				1														1

		6-6-5199						1				1		1				1										1												X		1								1				1																								1		1		1
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		6-6-5200						1						1				1																				1										1						1																										1

		6-6-5202						1						1				1										1												1								1												1						1		1

		6-6-5203						1						1		1												1														1								1																1				1		1		1						1										1

		6-6-5204						1						1														1				1				1						1								1		1								1						1								1						1

		6-6-5205						1						1														1				1				1														1																1								1				1		1

		6-6-5206						1						1														1				1				1																														1								1				1

		6-6-5207						1						1														1				1				1														1								1								1								1				1		1

		6-6-5208						1																																																																		1						1								1

		6-6-5209						1		1																						1				1						1																																1						1

		6-6-5210						1																								1										1																																1						1

		6-6-5211						1																								1				1																																						1						1

		6-6-5212						1																				1				1				1						1																																1						1

		6-6-5213						1		1																		1				1				1						1																		1														1						1

		6-6-5214						1																				1				1				1						1																		1														1						1
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		6-6-5001						1		1		1		1				1																								1								1				1																1		1										1								1

		6-6-5002						1		1		1		1				1																								1								1				1																										1		1

		6-6-5003						1		1				1				1								1																				1				1				1																		1								1

		6-6-5004						1						1				1														1																		1				1																		1								1		1

		6-6-5005						1		1		1		1				1																								1								1				1																1		1										1

		6-6-5006						1		1		1		1		1		1																								1								1				1																1		1								1		1

		6-6-5008						1		1		1		1		1		1																								1								1				1																		1										1

		6-6-5009						1		1				1				1																																				1																		1										1

		6-6-5010						1		1		1		1				1																								1												1																										1

		6-6-5011						1		1		1		1				1																								1								1				1																1		1										1

		6-6-5012						1		1		1		1		1		1														1								1														1												1		1		1		1						1		1								1		1

		6-6-5013						1		1		1		1				1														1										1												1																1		1								1		1

		6-6-5014						1		1		1		1				1																																1				1																		1								1

		6-6-5015						1		1				1		1		1																				1		1														1												1		1		1		1				1				1						1				1

		6-6-5016						1		1				1		1		1																				1		1										1		1		1												1		1		1		1				1										1				1

		6-6-5018						1						1				1																				1		1										1				1												1		1				1				1				1

		6-6-5019						1						1				1																				1		1														1												1		1				1								1								1		1

		6-6-5020						1		1				1				1																								1												1																		1								1		1

		6-6-5021						1		1				1		1		1																						1		1				1				1																1		1		1		1				1		1												1		1

		6-6-5022						1				1		1												1		1				1								1		1						1																		1		1				1						1		1										1

		6-6-5023						1				1		1		1		1																						1		1								1				1												1		1		1		1				1		1												1		1

		6-6-5024						1						1				1										1										1																																		1								1

		6-6-5025						1						1				1																				1														1		1		1																1								1

		6-6-5026						1				1		1				1										1														1														1		1														1						1		1		1

		6-6-5027						1						1				1										1										1																1		1														1		1								1										1

		6-6-5028						1		1		1		1		1		1																								1								1				1																		1				1												1		1		1

		6-6-5029						1						1				1										1														1						1				1		1

		6-6-5030						1						1				1																						1		1						1		1												1				1		1												1

		6-6-5031						1						1				1										1																						1																						1								1

		6-6-5032						1		1		1		1				1																				1		1		1												1												1		1		1		1				1		1

		6-6-5033						1						1				1																				1												1																				1										1

		6-6-5034						1		1				1		1		1																						1						1																				1		1		1		1						1		1										1

		6-6-5036						1						1												1														1																										1		1		1																		1		1

		6-6-5037						1						1		1		1																1				1		1						1																				1		1		1		1						1		1				1

		6-6-5038						1				1		1				1										1														1		1				1		1																												1		1
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		6-6-5040						1				1		1				1										1				1												1						1																												1		1										1

		6-6-5041						1		1				1				1										1				1										1		1						1																						1		1				1		1										1

		6-6-5042						1		1				1				1										1														1		1						1																						1		1		1		1		1

		6-6-5043						1				1		1				1																																																						1						1

		6-6-5044						1		1		1		1				1																								1																														1						1		1

		6-6-5045						1										1																								1																																				1

		6-6-5046						1		1		1		1				1																								1																																				1

		6-6-5047						1		1		1		1				1																								1								1																												1		1		1

		6-6-5048						1						1		1		1																																																				1		1

		6-6-5049						1		1		1		1				1																								1				1				1																				1		1								1		1

		6-6-5050						1				1		1		1		1																												1				1																				1		1

		6-6-5051						1				1		1		1																														1																								1		1																		1

		6-6-5052						1				1		1		1		1								1						1										1				1																								1		1				1														1

		6-6-5053						1				1		1		1																														1																								1		1								1

		6-6-5054						1				1		1		1		1										1														1				1				1																				1		1				1														1

		6-6-5055						1		1				1				1								1		1				1								1		1								1				1												1		1		1								1										1		1

		6-6-5056						1				1		1				1										1				1								1		1												1						1						1		1										1

		6-6-5057						1						1				1										1				1				1				1		1								1		1								1						1		1

		6-6-5058						1				1		1				1										1								1				1		1						1		1										1						1		1						1				1		1		1

		6-6-5059						1		1		1		1																												1								1				1																1		1						1

		6-6-5061						1						1				1																						1																										1		1		1		1

		6-6-5062						1						1				1														1								1										1																1		1		1										1						1

		6-6-5063						1		1		1		1				1										1														1		1				1		1				1																								1		1

		6-6-5064						1				1		1				1																						1		1		1				1		1																1		1				1						1

		6-6-5065						1						1		1		1																				1		1																										1		1		1		1						1		1

		6-6-5066						1						1		1		1																				1		1														1												1		1				1				1

		6-6-5067						1						1		1		1										1										1		1										1																1		1		1		1						1												1

		6-6-5068						1		1		1		1																										1		1								1																1		1				1				1		1		1

		6-6-5069						1				1		1																								1																																								1		1

		6-6-5070						1						1				1																				1												1																				1		1

		6-6-5071						1						1				1										1										1		1				1						1		1				1										1		1				1						1												1

		6-6-5072						1				1		1				1										1												1										1										1						1		1										1		1

		6-6-5073						1						1				1										1												1										1		1		1						1						1		1												1

		6-6-5074						1		1		1		1				1										1				1				1				1										1										1						1		1				1								1

		6-6-5075						1						1				1										1				1				1				1										1										1						1		1												1

		6-6-5076						1						1				1										1				1				1				1										1										1						1		1												1

		6-6-5078						1						1				1										1				1				1				1		1								1										1						1		1										1		1		1						1

		6-6-5079						1						1				1										1				1				1				1		1								1										1						1		1
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		6-6-5080						1						1				1										1												1								1		1												1				1		1												1

		6-6-5081						1						1				1																1						1								1		1												1				1		1

		6-6-5082						1						1				1																						1								1		1												1				1		1												1

		6-6-5083						1						1				1										1												1								1		1												1				1		1

		6-6-5084						1						1		1		1																1				1		1										1																1		1				1						1

		6-6-5085						1						1																																		1														1										1								1

		6-6-5086						1						1																				1														1		1												1																		1

		6-6-5087						1				1		1																																				1												1								1								1

		6-6-5088						1						1				1										1						1														1		1												1																		1

		6-6-5089						1				1		1																														1						1												1										1				1		1

		6-6-5090						1		1		1		1				1										1																																																		1		1

		6-6-5091						1						1				1										1				1								1		1								1				1												1		1		1								1		1										1

		6-6-5092						1						1				1								1														1										1																1		1										1		1										1

		6-6-5093						1		1		1		1				1										1														1		1						1		1				1																1						1		1										1

		6-6-5094						1						1		1		1																																1																				1		1

		6-6-5095						1				1		1				1										1				1										1								1				1		1																1

		6-6-5096						1						1				1																																1				1																		1						1												1

		6-6-5097						1						1				1														1										1								1				1

		6-6-5098						1						1														1												1				1																		1				1		1				1								1

		6-6-5099						1		1		1		1																												1		1						1								1																				1		1

		6-6-5100						1						1				1																								1								1		1				1

		6-6-5102						1						1				1										1				1								1										1		1		1		1										1		1				1						1		1

		6-6-5103						1						1				1														1		1						1		1								1				1												1		1		1		1						1

		6-6-5104						1						1				1										1												1		1								1		1				1										1		1				1

		6-6-5105						1						1																				1								1								1		1				1		1				1										1

		6-6-5106						1						1																				1																1		1				1		1				1										1

		6-6-5107						1						1				1										1				1								1		1								1				1						1						1		1												1

		6-6-5109						1		1				1				1								1												1		1														1												1		1				1						1		1

		6-6-5110						1						1				1								1		1										1		1												1		1												1		1				1						1		1

		6-6-5111						1						1				1								1												1		1										1		1		1												1		1				1						1		1

		6-6-5112						1		1				1		1		1										1				1								1		1								1		1		1		1										1		1		1								1										1		1

		6-6-5113						1						1				1										1												1										1										1						1		1												1

		6-6-5114						1				1		1														1																1						1								1												1						1		1

		6-6-5115						1						1		1												1																1						1																				1		1																		1

		6-6-5116						1				1		1		1												1																1						1								1												1								1		1										1

		6-6-5117						1						1				1										1						1														1		1				1								1										1

		6-6-5118						1						1				1																1														1		1				1								1										1

		6-6-5119						1		1				1																				1								1						1		1												1										1
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		6-6-5120						1				1		1				1																								1												1																								1

		6-6-5121						1						1				1																						1										1				1								1				1		1																1

		6-6-5123						1						1																		1								1		1								1										1						1		1										1

		6-6-5124						1		1				1																		1								1		1												1												1		1				1						1

		6-6-5125						1						1		1												1				1								1																										1		1				1						1

		6-6-5126						1						1														1				1								1										1																1		1		1		1						1										1		1

		6-6-5127						1						1														1				1								1										1						1										1		1		1								1												1

		6-6-5128						1						1														1				1								1										1						1										1		1		1								1

		6-6-5129						1		1				1												1						1						1		1														1												1		1

		6-6-5130						1						1				1																				1		1												1		1												1		1		1		1						1

		6-6-5131						1						1														1				1								1		1								1																1		1										1		1

		6-6-5132						1						1				1										1				1										1																																						1

		6-6-5133						1						1				1														1										1																																						1

		6-6-5134						1						1				1														1																						1																1		1								1										1

		6-6-5135						1										1														1																		1		1		1		1																																		1

		6-6-5137						1						1				1														1						1												1		1		1		1																1																		1

		6-6-5138						1		1				1														1				1										1										1								1																				1								1		1

		6-6-5139						1						1		1												1				1								1										1																1		1		1		1						1										1		1

		6-6-5140						1						1												1						1						1												1						1																								1

		6-6-5141						1				1		1				1																								1								1																						1																				1

		6-6-5142						1						1				1																						1										1		1										1				1		1												1				1

		6-6-5143						1		1		1		1				1										1				1								1		1								1																1		1												1

		6-6-5144						1				1		1				1																						1										1																1		1

		6-6-5145						1						1				1										1												1										1				1												1		1												1

		6-6-5146						1						1				1										1				1								1										1				1						1						1		1												1								1		1

		6-6-5147						1						1				1																				1												1		1		1		1																1

		6-6-5148						1						1				1																								1						1		1				1								1																1

		6-6-5149						1						1				1																						1								1		1				1								1				1		1				1						1

		6-6-5150						1				1		1				1																						1		1								1						1										1		1												1

		6-6-5151						1				1		1				1																								1								1						1																						1		1										1

		6-6-5152						1				1		1				1																						1										1				1												1		1				1								1

		6-6-5153						1						1												1																												1																		1						1		1

		6-6-5155						1						1				1								1												1		1										1				1												1		1		1		1				1		1		1										1

		6-6-5157						1						1				1																				1												1				1		1														1		1

		6-6-5158						1						1				1										1														1								1				1																1										1

		6-6-5159						1						1				1																						1										1				1												1												1				1
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		6-6-5160						1						1				1										1				1								1										1																1		1		1						1		1		1

		6-6-5162						1				1		1				1																								1								1				1																		1						1

		6-6-5163						1						1				1																						1		1								1																1		1								1		1				1

		6-6-5164						1						1		1		1														1						1		1		1								1				1												1		1		1		1				1

		6-6-5165						1						1		1		1																				1												1				1																1		1								1

		6-6-5166						1		1		1		1				1																		1						1								1																														1

		6-6-5167						1						1																										1										1				1												1		1												1

		6-6-5168						1						1		1		1																1																1				1																1		1								1				1

		6-6-5169						1						1				1								1								1																1				1																		1								1				1

		6-6-5170						1		1				1				1																1																				1																										1				1

		6-6-5171						1																				1						1														1		1												1

		6-6-5172						1		1				1				1																				1		1														1						1						1		1												1				1

		6-6-5173						1						1				1																1						1														1						1						1		1												1

		6-6-5174						1		1				1				1																								1																														1						1				1

		6-6-5175						1						1		1										1												1		1														1												1		1		1		1				1		1												1

		6-6-5176						1						1				1																1				1		1										1				1												1		1		1		1						1						1						1

		6-6-5177						1						1				1								1								1						1										1				1												1		1		1		1						1		1				1

		6-6-5178						1						1		1																						1												1				1																1		1						1		1										1

		6-6-5179						1						1				1										1										1				1																														1				1				1										1

		6-6-5180						1				1		1				1										1														1								1																												1		1

		6-6-5182						1				1		1				1										1														1								1								1																				1				1

		6-6-5183						1				1		1				1										1														1		1														1																				1		1

		6-6-5184						1						1		1		1																												1				1				1																1		1																		1

		6-6-5185						1				1		1				1																								1		1																												1						1

		6-6-5186						1				1		1				1										1												1				1						1		1														1		1				1						1

		6-6-5187						1				1		1				1																						1		1		1								1														1		1				1						1		1

		6-6-5188						1				1		1				1																						1		1								1		1														1		1				1						1		1

		6-6-5189						1						1				1																				1				1																														1								1

		6-6-5190						1		1		1		1				1																						1												1		1												1		1				1						1		1

		6-6-5191						1				1		1				1										1												1				1										1						1						1		1				1						1		1

		6-6-5192						1		1		1		1		1		1																						1		1								1				1												1		1				1								1		1

		6-6-5193						1		1		1		1		1		1																						1		1								1				1												1		1		1		1						1		1

		6-6-5194						1						1																				1														1		1												1

		6-6-5195						1						1																				1														1		1												1

		6-6-5196						1						1		1																								1								1		1																1		1		1		1						1

		6-6-5197						1						1														1												1								1		1																1		1										1		1

		6-6-5198						1						1																														1				1														1

		6-6-5199						1				1		1				1										1												X		1								1				1																								1		1		1
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		6-6-5200						1						1				1																				1										1						1																										1

		6-6-5202						1						1				1										1												1								1												1						1		1

		6-6-5203						1						1		1												1														1								1																1				1		1		1						1										1

		6-6-5204						1						1														1				1				1						1								1		1								1						1								1						1

		6-6-5205						1						1														1				1				1														1																1								1				1		1

		6-6-5206						1						1														1				1				1																														1								1				1

		6-6-5207						1						1														1				1				1														1								1								1								1				1		1

		6-6-5208						1																																																																		1						1								1

		6-6-5209						1		1																						1				1						1																																1						1

		6-6-5210						1																								1										1																																1						1

		6-6-5211						1																								1				1																																						1						1

		6-6-5212						1																				1				1				1						1																																1						1

		6-6-5213						1		1																		1				1				1						1																		1														1						1

		6-6-5214						1																				1				1				1						1																		1														1						1
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		6-6-5001						1		1		1		1				1																								1								1				1																1		1										1								1

		6-6-5002						1		1		1		1				1																								1								1				1																										1		1

		6-6-5003						1		1				1				1								1																				1				1				1																		1								1

		6-6-5004						1						1				1														1																		1				1																		1								1		1

		6-6-5005						1		1		1		1				1																								1								1				1																1		1										1

		6-6-5006						1		1		1		1		1		1																								1								1				1																1		1								1		1

		6-6-5008						1		1		1		1		1		1																								1								1				1																		1										1

		6-6-5009						1		1				1				1																																				1																		1										1

		6-6-5010						1		1		1		1				1																								1												1																										1

		6-6-5011						1		1		1		1				1																								1								1				1																1		1										1

		6-6-5012						1		1		1		1		1		1														1								1														1												1		1		1		1						1		1								1		1

		6-6-5013						1		1		1		1				1														1										1												1																1		1								1		1

		6-6-5014						1		1		1		1				1																																1				1																		1								1

		6-6-5015						1		1				1		1		1																				1		1														1												1		1		1		1				1				1						1				1

		6-6-5016						1		1				1		1		1																				1		1										1		1		1												1		1		1		1				1										1				1

		6-6-5018						1						1				1																				1		1										1				1												1		1				1				1				1

		6-6-5019						1						1				1																				1		1														1												1		1				1								1								1		1

		6-6-5020						1		1				1				1																								1												1																		1								1		1

		6-6-5021						1		1				1		1		1																						1		1				1				1																1		1		1		1				1		1												1		1

		6-6-5022						1				1		1												1		1				1								1		1						1																		1		1				1						1		1										1

		6-6-5023						1				1		1		1		1																						1		1								1				1												1		1		1		1				1		1												1		1

		6-6-5024						1						1				1										1										1																																		1								1

		6-6-5025						1						1				1																				1														1		1		1																1								1

		6-6-5026						1				1		1				1										1														1														1		1														1						1		1		1

		6-6-5027						1						1				1										1										1																1		1														1		1								1										1

		6-6-5028						1		1		1		1		1		1																								1								1				1																		1				1												1		1		1

		6-6-5029						1						1				1										1														1						1				1		1

		6-6-5030						1						1				1																						1		1						1		1												1				1		1												1

		6-6-5031						1						1				1										1																						1																						1								1

		6-6-5032						1		1		1		1				1																				1		1		1												1												1		1		1		1				1		1

		6-6-5033						1						1				1																				1												1																				1										1

		6-6-5034						1		1				1		1		1																						1						1																				1		1		1		1						1		1										1

		6-6-5036						1						1												1														1																										1		1		1																		1		1

		6-6-5037						1						1		1		1																1				1		1						1																				1		1		1		1						1		1				1

		6-6-5038						1				1		1				1										1														1		1				1		1																												1		1
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		6-6-5040						1				1		1				1										1				1												1						1																												1		1										1

		6-6-5041						1		1				1				1										1				1										1		1						1																						1		1				1		1										1

		6-6-5042						1		1				1				1										1														1		1						1																						1		1		1		1		1

		6-6-5043						1				1		1				1																																																						1						1

		6-6-5044						1		1		1		1				1																								1																														1						1		1

		6-6-5045						1										1																								1																																				1

		6-6-5046						1		1		1		1				1																								1																																				1

		6-6-5047						1		1		1		1				1																								1								1																												1		1		1

		6-6-5048						1						1		1		1																																																				1		1

		6-6-5049						1		1		1		1				1																								1				1				1																				1		1								1		1

		6-6-5050						1				1		1		1		1																												1				1																				1		1

		6-6-5051						1				1		1		1																														1																								1		1																		1

		6-6-5052						1				1		1		1		1								1						1										1				1																								1		1				1														1

		6-6-5053						1				1		1		1																														1																								1		1								1

		6-6-5054						1				1		1		1		1										1														1				1				1																				1		1				1														1

		6-6-5055						1		1				1				1								1		1				1								1		1								1				1												1		1		1								1										1		1

		6-6-5056						1				1		1				1										1				1								1		1												1						1						1		1										1

		6-6-5057						1						1				1										1				1				1				1		1								1		1								1						1		1

		6-6-5058						1				1		1				1										1								1				1		1						1		1										1						1		1						1				1		1		1

		6-6-5059						1		1		1		1																												1								1				1																1		1						1

		6-6-5061						1						1				1																						1																										1		1		1		1

		6-6-5062						1						1				1														1								1										1																1		1		1										1						1

		6-6-5063						1		1		1		1				1										1														1		1				1		1				1																								1		1

		6-6-5064						1				1		1				1																						1		1		1				1		1																1		1				1						1

		6-6-5065						1						1		1		1																				1		1																										1		1		1		1						1		1

		6-6-5066						1						1		1		1																				1		1														1												1		1				1				1

		6-6-5067						1						1		1		1										1										1		1										1																1		1		1		1						1												1

		6-6-5068						1		1		1		1																										1		1								1																1		1				1				1		1		1

		6-6-5069						1				1		1																								1																																								1		1

		6-6-5070						1						1				1																				1												1																				1		1

		6-6-5071						1						1				1										1										1		1				1						1		1				1										1		1				1						1												1

		6-6-5072						1				1		1				1										1												1										1										1						1		1										1		1

		6-6-5073						1						1				1										1												1										1		1		1						1						1		1												1

		6-6-5074						1		1		1		1				1										1				1				1				1										1										1						1		1				1								1

		6-6-5075						1						1				1										1				1				1				1										1										1						1		1												1

		6-6-5076						1						1				1										1				1				1				1										1										1						1		1												1

		6-6-5078						1						1				1										1				1				1				1		1								1										1						1		1										1		1		1						1

		6-6-5079						1						1				1										1				1				1				1		1								1										1						1		1
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		6-6-5080						1						1				1										1												1								1		1												1				1		1												1

		6-6-5081						1						1				1																1						1								1		1												1				1		1

		6-6-5082						1						1				1																						1								1		1												1				1		1												1

		6-6-5083						1						1				1										1												1								1		1												1				1		1

		6-6-5084						1						1		1		1																1				1		1										1																1		1				1						1

		6-6-5085						1						1																																		1														1										1								1

		6-6-5086						1						1																				1														1		1												1																		1

		6-6-5087						1				1		1																																				1												1								1								1

		6-6-5088						1						1				1										1						1														1		1												1																		1

		6-6-5089						1				1		1																														1						1												1										1				1		1

		6-6-5090						1		1		1		1				1										1																																																		1		1

		6-6-5091						1						1				1										1				1								1		1								1				1												1		1		1								1		1										1

		6-6-5092						1						1				1								1														1										1																1		1										1		1										1

		6-6-5093						1		1		1		1				1										1														1		1						1		1				1																1						1		1										1

		6-6-5094						1						1		1		1																																1																				1		1

		6-6-5095						1				1		1				1										1				1										1								1				1		1																1

		6-6-5096						1						1				1																																1				1																		1						1												1

		6-6-5097						1						1				1														1										1								1				1

		6-6-5098						1						1														1												1				1																		1				1		1				1								1

		6-6-5099						1		1		1		1																												1		1						1								1																				1		1

		6-6-5100						1						1				1																								1								1		1				1

		6-6-5102						1						1				1										1				1								1										1		1		1		1										1		1				1						1		1

		6-6-5103						1						1				1														1		1						1		1								1				1												1		1		1		1						1

		6-6-5104						1						1				1										1												1		1								1		1				1										1		1				1

		6-6-5105						1						1																				1								1								1		1				1		1				1										1

		6-6-5106						1						1																				1																1		1				1		1				1										1

		6-6-5107						1						1				1										1				1								1		1								1				1						1						1		1												1

		6-6-5109						1		1				1				1								1												1		1														1												1		1				1						1		1

		6-6-5110						1						1				1								1		1										1		1												1		1												1		1				1						1		1

		6-6-5111						1						1				1								1												1		1										1		1		1												1		1				1						1		1

		6-6-5112						1		1				1		1		1										1				1								1		1								1		1		1		1										1		1		1								1										1		1

		6-6-5113						1						1				1										1												1										1										1						1		1												1

		6-6-5114						1				1		1														1																1						1								1												1						1		1

		6-6-5115						1						1		1												1																1						1																				1		1																		1

		6-6-5116						1				1		1		1												1																1						1								1												1								1		1										1

		6-6-5117						1						1				1										1						1														1		1				1								1										1

		6-6-5118						1						1				1																1														1		1				1								1										1

		6-6-5119						1		1				1																				1								1						1		1												1										1
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		6-6-5120						1				1		1				1																								1												1																								1

		6-6-5121						1						1				1																						1										1				1								1				1		1																1

		6-6-5123						1						1																		1								1		1								1										1						1		1										1

		6-6-5124						1		1				1																		1								1		1												1												1		1				1						1

		6-6-5125						1						1		1												1				1								1																										1		1				1						1

		6-6-5126						1						1														1				1								1										1																1		1		1		1						1										1		1

		6-6-5127						1						1														1				1								1										1						1										1		1		1								1												1

		6-6-5128						1						1														1				1								1										1						1										1		1		1								1

		6-6-5129						1		1				1												1						1						1		1														1												1		1

		6-6-5130						1						1				1																				1		1												1		1												1		1		1		1						1

		6-6-5131						1						1														1				1								1		1								1																1		1										1		1

		6-6-5132						1						1				1										1				1										1																																						1

		6-6-5133						1						1				1														1										1																																						1

		6-6-5134						1						1				1														1																						1																1		1								1										1

		6-6-5135						1										1														1																		1		1		1		1																																		1

		6-6-5137						1						1				1														1						1												1		1		1		1																1																		1

		6-6-5138						1		1				1														1				1										1										1								1																				1								1		1

		6-6-5139						1						1		1												1				1								1										1																1		1		1		1						1										1		1

		6-6-5140						1						1												1						1						1												1						1																								1

		6-6-5141						1				1		1				1																								1								1																						1																				1

		6-6-5142						1						1				1																						1										1		1										1				1		1												1				1

		6-6-5143						1		1		1		1				1										1				1								1		1								1																1		1												1

		6-6-5144						1				1		1				1																						1										1																1		1

		6-6-5145						1						1				1										1												1										1				1												1		1												1

		6-6-5146						1						1				1										1				1								1										1				1						1						1		1												1								1		1

		6-6-5147						1						1				1																				1												1		1		1		1																1

		6-6-5148						1						1				1																								1						1		1				1								1																1

		6-6-5149						1						1				1																						1								1		1				1								1				1		1				1						1

		6-6-5150						1				1		1				1																						1		1								1						1										1		1												1

		6-6-5151						1				1		1				1																								1								1						1																						1		1										1

		6-6-5152						1				1		1				1																						1										1				1												1		1				1								1

		6-6-5153						1						1												1																												1																		1						1		1

		6-6-5155						1						1				1								1												1		1										1				1												1		1		1		1				1		1		1										1

		6-6-5157						1						1				1																				1												1				1		1														1		1

		6-6-5158						1						1				1										1														1								1				1																1										1

		6-6-5159						1						1				1																						1										1				1												1												1				1
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		6-6-5160						1						1				1										1				1								1										1																1		1		1						1		1		1

		6-6-5162						1				1		1				1																								1								1				1																		1						1

		6-6-5163						1						1				1																						1		1								1																1		1								1		1				1

		6-6-5164						1						1		1		1														1						1		1		1								1				1												1		1		1		1				1

		6-6-5165						1						1		1		1																				1												1				1																1		1								1

		6-6-5166						1		1		1		1				1																		1						1								1																														1

		6-6-5167						1						1																										1										1				1												1		1												1

		6-6-5168						1						1		1		1																1																1				1																1		1								1				1

		6-6-5169						1						1				1								1								1																1				1																		1								1				1

		6-6-5170						1		1				1				1																1																				1																										1				1

		6-6-5171						1																				1						1														1		1												1

		6-6-5172						1		1				1				1																				1		1														1						1						1		1												1				1

		6-6-5173						1						1				1																1						1														1						1						1		1												1

		6-6-5174						1		1				1				1																								1																														1						1				1

		6-6-5175						1						1		1										1												1		1														1												1		1		1		1				1		1												1

		6-6-5176						1						1				1																1				1		1										1				1												1		1		1		1						1						1						1

		6-6-5177						1						1				1								1								1						1										1				1												1		1		1		1						1		1				1

		6-6-5178						1						1		1																						1												1				1																1		1						1		1										1

		6-6-5179						1						1				1										1										1				1																														1				1				1										1

		6-6-5180						1				1		1				1										1														1								1																												1		1

		6-6-5182						1				1		1				1										1														1								1								1																				1				1

		6-6-5183						1				1		1				1										1														1		1														1																				1		1

		6-6-5184						1						1		1		1																												1				1				1																1		1																		1

		6-6-5185						1				1		1				1																								1		1																												1						1

		6-6-5186						1				1		1				1										1												1				1						1		1														1		1				1						1

		6-6-5187						1				1		1				1																						1		1		1								1														1		1				1						1		1

		6-6-5188						1				1		1				1																						1		1								1		1														1		1				1						1		1

		6-6-5189						1						1				1																				1				1																														1								1

		6-6-5190						1		1		1		1				1																						1												1		1												1		1				1						1		1

		6-6-5191						1				1		1				1										1												1				1										1						1						1		1				1						1		1

		6-6-5192						1		1		1		1		1		1																						1		1								1				1												1		1				1								1		1

		6-6-5193						1		1		1		1		1		1																						1		1								1				1												1		1		1		1						1		1

		6-6-5194						1						1																				1														1		1												1

		6-6-5195						1						1																				1														1		1												1

		6-6-5196						1						1		1																								1								1		1																1		1		1		1						1

		6-6-5197						1						1														1												1								1		1																1		1										1		1

		6-6-5198						1						1																														1				1														1

		6-6-5199						1				1		1				1										1												X		1								1				1																								1		1		1
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		6-6-5200						1						1				1																				1										1						1																										1

		6-6-5202						1						1				1										1												1								1												1						1		1

		6-6-5203						1						1		1												1														1								1																1				1		1		1						1										1

		6-6-5204						1						1														1				1				1						1								1		1								1						1								1						1

		6-6-5205						1						1														1				1				1														1																1								1				1		1

		6-6-5206						1						1														1				1				1																														1								1				1

		6-6-5207						1						1														1				1				1														1								1								1								1				1		1

		6-6-5208						1																																																																		1						1								1

		6-6-5209						1		1																						1				1						1																																1						1

		6-6-5210						1																								1										1																																1						1

		6-6-5211						1																								1				1																																						1						1

		6-6-5212						1																				1				1				1						1																																1						1

		6-6-5213						1		1																		1				1				1						1																		1														1						1

		6-6-5214						1																				1				1				1						1																		1														1						1
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		6-6-5001						1		1		1		1				1																								1								1				1																1		1										1								1

		6-6-5002						1		1		1		1				1																								1								1				1																										1		1

		6-6-5003						1		1				1				1								1																				1				1				1																		1								1

		6-6-5004						1						1				1														1																		1				1																		1								1		1

		6-6-5005						1		1		1		1				1																								1								1				1																1		1										1

		6-6-5006						1		1		1		1		1		1																								1								1				1																1		1								1		1

		6-6-5008						1		1		1		1		1		1																								1								1				1																		1										1

		6-6-5009						1		1				1				1																																				1																		1										1

		6-6-5010						1		1		1		1				1																								1												1																										1

		6-6-5011						1		1		1		1				1																								1								1				1																1		1										1

		6-6-5012						1		1		1		1		1		1														1								1														1												1		1		1		1						1		1								1		1

		6-6-5013						1		1		1		1				1														1										1												1																1		1								1		1

		6-6-5014						1		1		1		1				1																																1				1																		1								1

		6-6-5015						1		1				1		1		1																				1		1														1												1		1		1		1				1				1						1				1

		6-6-5016						1		1				1		1		1																				1		1										1		1		1												1		1		1		1				1										1				1

		6-6-5018						1						1				1																				1		1										1				1												1		1				1				1				1

		6-6-5019						1						1				1																				1		1														1												1		1				1								1								1		1

		6-6-5020						1		1				1				1																								1												1																		1								1		1

		6-6-5021						1		1				1		1		1																						1		1				1				1																1		1		1		1				1		1												1		1

		6-6-5022						1				1		1												1		1				1								1		1						1																		1		1				1						1		1										1

		6-6-5023						1				1		1		1		1																						1		1								1				1												1		1		1		1				1		1												1		1

		6-6-5024						1						1				1										1										1																																		1								1

		6-6-5025						1						1				1																				1														1		1		1																1								1

		6-6-5026						1				1		1				1										1														1														1		1														1						1		1		1

		6-6-5027						1						1				1										1										1																1		1														1		1								1										1

		6-6-5028						1		1		1		1		1		1																								1								1				1																		1				1												1		1		1

		6-6-5029						1						1				1										1														1						1				1		1

		6-6-5030						1						1				1																						1		1						1		1												1				1		1												1

		6-6-5031						1						1				1										1																						1																						1								1

		6-6-5032						1		1		1		1				1																				1		1		1												1												1		1		1		1				1		1

		6-6-5033						1						1				1																				1												1																				1										1

		6-6-5034						1		1				1		1		1																						1						1																				1		1		1		1						1		1										1

		6-6-5036						1						1												1														1																										1		1		1																		1		1

		6-6-5037						1						1		1		1																1				1		1						1																				1		1		1		1						1		1				1

		6-6-5038						1				1		1				1										1														1		1				1		1																												1		1
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		6-6-5040						1				1		1				1										1				1												1						1																												1		1										1

		6-6-5041						1		1				1				1										1				1										1		1						1																						1		1				1		1										1

		6-6-5042						1		1				1				1										1														1		1						1																						1		1		1		1		1

		6-6-5043						1				1		1				1																																																						1						1

		6-6-5044						1		1		1		1				1																								1																														1						1		1

		6-6-5045						1										1																								1																																				1

		6-6-5046						1		1		1		1				1																								1																																				1

		6-6-5047						1		1		1		1				1																								1								1																												1		1		1

		6-6-5048						1						1		1		1																																																				1		1

		6-6-5049						1		1		1		1				1																								1				1				1																				1		1								1		1

		6-6-5050						1				1		1		1		1																												1				1																				1		1

		6-6-5051						1				1		1		1																														1																								1		1																		1

		6-6-5052						1				1		1		1		1								1						1										1				1																								1		1				1														1

		6-6-5053						1				1		1		1																														1																								1		1								1

		6-6-5054						1				1		1		1		1										1														1				1				1																				1		1				1														1

		6-6-5055						1		1				1				1								1		1				1								1		1								1				1												1		1		1								1										1		1

		6-6-5056						1				1		1				1										1				1								1		1												1						1						1		1										1

		6-6-5057						1						1				1										1				1				1				1		1								1		1								1						1		1

		6-6-5058						1				1		1				1										1								1				1		1						1		1										1						1		1						1				1		1		1

		6-6-5059						1		1		1		1																												1								1				1																1		1						1

		6-6-5061						1						1				1																						1																										1		1		1		1

		6-6-5062						1						1				1														1								1										1																1		1		1										1						1

		6-6-5063						1		1		1		1				1										1														1		1				1		1				1																								1		1

		6-6-5064						1				1		1				1																						1		1		1				1		1																1		1				1						1

		6-6-5065						1						1		1		1																				1		1																										1		1		1		1						1		1

		6-6-5066						1						1		1		1																				1		1														1												1		1				1				1

		6-6-5067						1						1		1		1										1										1		1										1																1		1		1		1						1												1

		6-6-5068						1		1		1		1																										1		1								1																1		1				1				1		1		1

		6-6-5069						1				1		1																								1																																								1		1

		6-6-5070						1						1				1																				1												1																				1		1

		6-6-5071						1						1				1										1										1		1				1						1		1				1										1		1				1						1												1

		6-6-5072						1				1		1				1										1												1										1										1						1		1										1		1

		6-6-5073						1						1				1										1												1										1		1		1						1						1		1												1

		6-6-5074						1		1		1		1				1										1				1				1				1										1										1						1		1				1								1

		6-6-5075						1						1				1										1				1				1				1										1										1						1		1												1

		6-6-5076						1						1				1										1				1				1				1										1										1						1		1												1

		6-6-5078						1						1				1										1				1				1				1		1								1										1						1		1										1		1		1						1

		6-6-5079						1						1				1										1				1				1				1		1								1										1						1		1
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		6-6-5080						1						1				1										1												1								1		1												1				1		1												1

		6-6-5081						1						1				1																1						1								1		1												1				1		1

		6-6-5082						1						1				1																						1								1		1												1				1		1												1

		6-6-5083						1						1				1										1												1								1		1												1				1		1

		6-6-5084						1						1		1		1																1				1		1										1																1		1				1						1

		6-6-5085						1						1																																		1														1										1								1

		6-6-5086						1						1																				1														1		1												1																		1

		6-6-5087						1				1		1																																				1												1								1								1

		6-6-5088						1						1				1										1						1														1		1												1																		1

		6-6-5089						1				1		1																														1						1												1										1				1		1

		6-6-5090						1		1		1		1				1										1																																																		1		1

		6-6-5091						1						1				1										1				1								1		1								1				1												1		1		1								1		1										1

		6-6-5092						1						1				1								1														1										1																1		1										1		1										1

		6-6-5093						1		1		1		1				1										1														1		1						1		1				1																1						1		1										1

		6-6-5094						1						1		1		1																																1																				1		1

		6-6-5095						1				1		1				1										1				1										1								1				1		1																1

		6-6-5096						1						1				1																																1				1																		1						1												1

		6-6-5097						1						1				1														1										1								1				1

		6-6-5098						1						1														1												1				1																		1				1		1				1								1

		6-6-5099						1		1		1		1																												1		1						1								1																				1		1

		6-6-5100						1						1				1																								1								1		1				1

		6-6-5102						1						1				1										1				1								1										1		1		1		1										1		1				1						1		1

		6-6-5103						1						1				1														1		1						1		1								1				1												1		1		1		1						1

		6-6-5104						1						1				1										1												1		1								1		1				1										1		1				1

		6-6-5105						1						1																				1								1								1		1				1		1				1										1

		6-6-5106						1						1																				1																1		1				1		1				1										1

		6-6-5107						1						1				1										1				1								1		1								1				1						1						1		1												1

		6-6-5109						1		1				1				1								1												1		1														1												1		1				1						1		1

		6-6-5110						1						1				1								1		1										1		1												1		1												1		1				1						1		1

		6-6-5111						1						1				1								1												1		1										1		1		1												1		1				1						1		1

		6-6-5112						1		1				1		1		1										1				1								1		1								1		1		1		1										1		1		1								1										1		1

		6-6-5113						1						1				1										1												1										1										1						1		1												1

		6-6-5114						1				1		1														1																1						1								1												1						1		1

		6-6-5115						1						1		1												1																1						1																				1		1																		1

		6-6-5116						1				1		1		1												1																1						1								1												1								1		1										1

		6-6-5117						1						1				1										1						1														1		1				1								1										1

		6-6-5118						1						1				1																1														1		1				1								1										1

		6-6-5119						1		1				1																				1								1						1		1												1										1
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		6-6-5120						1				1		1				1																								1												1																								1

		6-6-5121						1						1				1																						1										1				1								1				1		1																1

		6-6-5123						1						1																		1								1		1								1										1						1		1										1

		6-6-5124						1		1				1																		1								1		1												1												1		1				1						1

		6-6-5125						1						1		1												1				1								1																										1		1				1						1

		6-6-5126						1						1														1				1								1										1																1		1		1		1						1										1		1

		6-6-5127						1						1														1				1								1										1						1										1		1		1								1												1

		6-6-5128						1						1														1				1								1										1						1										1		1		1								1

		6-6-5129						1		1				1												1						1						1		1														1												1		1

		6-6-5130						1						1				1																				1		1												1		1												1		1		1		1						1

		6-6-5131						1						1														1				1								1		1								1																1		1										1		1

		6-6-5132						1						1				1										1				1										1																																						1

		6-6-5133						1						1				1														1										1																																						1

		6-6-5134						1						1				1														1																						1																1		1								1										1

		6-6-5135						1										1														1																		1		1		1		1																																		1

		6-6-5137						1						1				1														1						1												1		1		1		1																1																		1

		6-6-5138						1		1				1														1				1										1										1								1																				1								1		1

		6-6-5139						1						1		1												1				1								1										1																1		1		1		1						1										1		1

		6-6-5140						1						1												1						1						1												1						1																								1

		6-6-5141						1				1		1				1																								1								1																						1																				1

		6-6-5142						1						1				1																						1										1		1										1				1		1												1				1

		6-6-5143						1		1		1		1				1										1				1								1		1								1																1		1												1

		6-6-5144						1				1		1				1																						1										1																1		1

		6-6-5145						1						1				1										1												1										1				1												1		1												1

		6-6-5146						1						1				1										1				1								1										1				1						1						1		1												1								1		1

		6-6-5147						1						1				1																				1												1		1		1		1																1

		6-6-5148						1						1				1																								1						1		1				1								1																1

		6-6-5149						1						1				1																						1								1		1				1								1				1		1				1						1

		6-6-5150						1				1		1				1																						1		1								1						1										1		1												1

		6-6-5151						1				1		1				1																								1								1						1																						1		1										1

		6-6-5152						1				1		1				1																						1										1				1												1		1				1								1

		6-6-5153						1						1												1																												1																		1						1		1

		6-6-5155						1						1				1								1												1		1										1				1												1		1		1		1				1		1		1										1

		6-6-5157						1						1				1																				1												1				1		1														1		1

		6-6-5158						1						1				1										1														1								1				1																1										1

		6-6-5159						1						1				1																						1										1				1												1												1				1
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		6-6-5160						1						1				1										1				1								1										1																1		1		1						1		1		1

		6-6-5162						1				1		1				1																								1								1				1																		1						1

		6-6-5163						1						1				1																						1		1								1																1		1								1		1				1

		6-6-5164						1						1		1		1														1						1		1		1								1				1												1		1		1		1				1

		6-6-5165						1						1		1		1																				1												1				1																1		1								1

		6-6-5166						1		1		1		1				1																		1						1								1																														1

		6-6-5167						1						1																										1										1				1												1		1												1

		6-6-5168						1						1		1		1																1																1				1																1		1								1				1

		6-6-5169						1						1				1								1								1																1				1																		1								1				1

		6-6-5170						1		1				1				1																1																				1																										1				1

		6-6-5171						1																				1						1														1		1												1

		6-6-5172						1		1				1				1																				1		1														1						1						1		1												1				1

		6-6-5173						1						1				1																1						1														1						1						1		1												1

		6-6-5174						1		1				1				1																								1																														1						1				1

		6-6-5175						1						1		1										1												1		1														1												1		1		1		1				1		1												1

		6-6-5176						1						1				1																1				1		1										1				1												1		1		1		1						1						1						1

		6-6-5177						1						1				1								1								1						1										1				1												1		1		1		1						1		1				1

		6-6-5178						1						1		1																						1												1				1																1		1						1		1										1

		6-6-5179						1						1				1										1										1				1																														1				1				1										1

		6-6-5180						1				1		1				1										1														1								1																												1		1

		6-6-5182						1				1		1				1										1														1								1								1																				1				1

		6-6-5183						1				1		1				1										1														1		1														1																				1		1

		6-6-5184						1						1		1		1																												1				1				1																1		1																		1

		6-6-5185						1				1		1				1																								1		1																												1						1

		6-6-5186						1				1		1				1										1												1				1						1		1														1		1				1						1

		6-6-5187						1				1		1				1																						1		1		1								1														1		1				1						1		1

		6-6-5188						1				1		1				1																						1		1								1		1														1		1				1						1		1

		6-6-5189						1						1				1																				1				1																														1								1

		6-6-5190						1		1		1		1				1																						1												1		1												1		1				1						1		1

		6-6-5191						1				1		1				1										1												1				1										1						1						1		1				1						1		1

		6-6-5192						1		1		1		1		1		1																						1		1								1				1												1		1				1								1		1

		6-6-5193						1		1		1		1		1		1																						1		1								1				1												1		1		1		1						1		1

		6-6-5194						1						1																				1														1		1												1

		6-6-5195						1						1																				1														1		1												1

		6-6-5196						1						1		1																								1								1		1																1		1		1		1						1

		6-6-5197						1						1														1												1								1		1																1		1										1		1

		6-6-5198						1						1																														1				1														1

		6-6-5199						1				1		1				1										1												X		1								1				1																								1		1		1
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		6-6-5200						1						1				1																				1										1						1																										1

		6-6-5202						1						1				1										1												1								1												1						1		1

		6-6-5203						1						1		1												1														1								1																1				1		1		1						1										1

		6-6-5204						1						1														1				1				1						1								1		1								1						1								1						1

		6-6-5205						1						1														1				1				1														1																1								1				1		1

		6-6-5206						1						1														1				1				1																														1								1				1

		6-6-5207						1						1														1				1				1														1								1								1								1				1		1

		6-6-5208						1																																																																		1						1								1

		6-6-5209						1		1																						1				1						1																																1						1

		6-6-5210						1																								1										1																																1						1

		6-6-5211						1																								1				1																																						1						1

		6-6-5212						1																				1				1				1						1																																1						1

		6-6-5213						1		1																		1				1				1						1																		1														1						1

		6-6-5214						1																				1				1				1						1																		1														1						1
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		6-6-5001						1		1		1		1				1																								1								1				1																1		1										1								1

		6-6-5002						1		1		1		1				1																								1								1				1																										1		1

		6-6-5003						1		1				1				1								1																				1				1				1																		1								1

		6-6-5004						1						1				1														1																		1				1																		1								1		1

		6-6-5005						1		1		1		1				1																								1								1				1																1		1										1

		6-6-5006						1		1		1		1		1		1																								1								1				1																1		1								1		1

		6-6-5008						1		1		1		1		1		1																								1								1				1																		1										1

		6-6-5009						1		1				1				1																																				1																		1										1

		6-6-5010						1		1		1		1				1																								1												1																										1

		6-6-5011						1		1		1		1				1																								1								1				1																1		1										1

		6-6-5012						1		1		1		1		1		1														1								1														1												1		1		1		1						1		1								1		1

		6-6-5013						1		1		1		1				1														1										1												1																1		1								1		1

		6-6-5014						1		1		1		1				1																																1				1																		1								1

		6-6-5015						1		1				1		1		1																				1		1														1												1		1		1		1				1				1						1				1

		6-6-5016						1		1				1		1		1																				1		1										1		1		1												1		1		1		1				1										1				1

		6-6-5018						1						1				1																				1		1										1				1												1		1				1				1				1

		6-6-5019						1						1				1																				1		1														1												1		1				1								1								1		1

		6-6-5020						1		1				1				1																								1												1																		1								1		1

		6-6-5021						1		1				1		1		1																						1		1				1				1																1		1		1		1				1		1												1		1

		6-6-5022						1				1		1												1		1				1								1		1						1																		1		1				1						1		1										1

		6-6-5023						1				1		1		1		1																						1		1								1				1												1		1		1		1				1		1												1		1

		6-6-5024						1						1				1										1										1																																		1								1

		6-6-5025						1						1				1																				1														1		1		1																1								1

		6-6-5026						1				1		1				1										1														1														1		1														1						1		1		1

		6-6-5027						1						1				1										1										1																1		1														1		1								1										1

		6-6-5028						1		1		1		1		1		1																								1								1				1																		1				1												1		1		1

		6-6-5029						1						1				1										1														1						1				1		1

		6-6-5030						1						1				1																						1		1						1		1												1				1		1												1

		6-6-5031						1						1				1										1																						1																						1								1

		6-6-5032						1		1		1		1				1																				1		1		1												1												1		1		1		1				1		1

		6-6-5033						1						1				1																				1												1																				1										1

		6-6-5034						1		1				1		1		1																						1						1																				1		1		1		1						1		1										1

		6-6-5036						1						1												1														1																										1		1		1																		1		1

		6-6-5037						1						1		1		1																1				1		1						1																				1		1		1		1						1		1				1

		6-6-5038						1				1		1				1										1														1		1				1		1																												1		1
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		6-6-5040						1				1		1				1										1				1												1						1																												1		1										1

		6-6-5041						1		1				1				1										1				1										1		1						1																						1		1				1		1										1

		6-6-5042						1		1				1				1										1														1		1						1																						1		1		1		1		1

		6-6-5043						1				1		1				1																																																						1						1

		6-6-5044						1		1		1		1				1																								1																														1						1		1

		6-6-5045						1										1																								1																																				1

		6-6-5046						1		1		1		1				1																								1																																				1

		6-6-5047						1		1		1		1				1																								1								1																												1		1		1

		6-6-5048						1						1		1		1																																																				1		1

		6-6-5049						1		1		1		1				1																								1				1				1																				1		1								1		1

		6-6-5050						1				1		1		1		1																												1				1																				1		1

		6-6-5051						1				1		1		1																														1																								1		1																		1

		6-6-5052						1				1		1		1		1								1						1										1				1																								1		1				1														1

		6-6-5053						1				1		1		1																														1																								1		1								1

		6-6-5054						1				1		1		1		1										1														1				1				1																				1		1				1														1

		6-6-5055						1		1				1				1								1		1				1								1		1								1				1												1		1		1								1										1		1

		6-6-5056						1				1		1				1										1				1								1		1												1						1						1		1										1

		6-6-5057						1						1				1										1				1				1				1		1								1		1								1						1		1

		6-6-5058						1				1		1				1										1								1				1		1						1		1										1						1		1						1				1		1		1

		6-6-5059						1		1		1		1																												1								1				1																1		1						1

		6-6-5061						1						1				1																						1																										1		1		1		1

		6-6-5062						1						1				1														1								1										1																1		1		1										1						1

		6-6-5063						1		1		1		1				1										1														1		1				1		1				1																								1		1

		6-6-5064						1				1		1				1																						1		1		1				1		1																1		1				1						1

		6-6-5065						1						1		1		1																				1		1																										1		1		1		1						1		1

		6-6-5066						1						1		1		1																				1		1														1												1		1				1				1

		6-6-5067						1						1		1		1										1										1		1										1																1		1		1		1						1												1

		6-6-5068						1		1		1		1																										1		1								1																1		1				1				1		1		1

		6-6-5069						1				1		1																								1																																								1		1

		6-6-5070						1						1				1																				1												1																				1		1

		6-6-5071						1						1				1										1										1		1				1						1		1				1										1		1				1						1												1

		6-6-5072						1				1		1				1										1												1										1										1						1		1										1		1

		6-6-5073						1						1				1										1												1										1		1		1						1						1		1												1

		6-6-5074						1		1		1		1				1										1				1				1				1										1										1						1		1				1								1

		6-6-5075						1						1				1										1				1				1				1										1										1						1		1												1

		6-6-5076						1						1				1										1				1				1				1										1										1						1		1												1

		6-6-5078						1						1				1										1				1				1				1		1								1										1						1		1										1		1		1						1

		6-6-5079						1						1				1										1				1				1				1		1								1										1						1		1

				Reliability		Cyber Security		Physical Security		Access Control		Buildings		Compliance & Audit		Contractors & Vendors		Corporate Security		Disaster Recovery - Recovery		Disaster Recovery - Resumption		Disaster Recovery - Restoration		Documentation		Emergency Preparedness - Preparedness		Emergency Preparedness - Prevention		Emergency Preparedness - Response		Equipment Design		Essential Services		Ethics		Facilities - Transport		Facility Design		Fire		Guard Force		Hardware		Human Resources		Industry Cooperation		Information Protection		Liaison		Materials Movement		Network  Design		Network Elements		Network Interoperability		Network Operations		Network Provisioning		Personnel		Policy		Power		Procedures		Real Estate		Risk Management		Security Systems		Software		Supervision		Technical Support		Training		Visitors

		6-6-5080						1						1				1										1												1								1		1												1				1		1												1

		6-6-5081						1						1				1																1						1								1		1												1				1		1

		6-6-5082						1						1				1																						1								1		1												1				1		1												1

		6-6-5083						1						1				1										1												1								1		1												1				1		1

		6-6-5084						1						1		1		1																1				1		1										1																1		1				1						1

		6-6-5085						1						1																																		1														1										1								1

		6-6-5086						1						1																				1														1		1												1																		1

		6-6-5087						1				1		1																																				1												1								1								1

		6-6-5088						1						1				1										1						1														1		1												1																		1

		6-6-5089						1				1		1																														1						1												1										1				1		1

		6-6-5090						1		1		1		1				1										1																																																		1		1

		6-6-5091						1						1				1										1				1								1		1								1				1												1		1		1								1		1										1

		6-6-5092						1						1				1								1														1										1																1		1										1		1										1

		6-6-5093						1		1		1		1				1										1														1		1						1		1				1																1						1		1										1

		6-6-5094						1						1		1		1																																1																				1		1

		6-6-5095						1				1		1				1										1				1										1								1				1		1																1

		6-6-5096						1						1				1																																1				1																		1						1												1

		6-6-5097						1						1				1														1										1								1				1

		6-6-5098						1						1														1												1				1																		1				1		1				1								1

		6-6-5099						1		1		1		1																												1		1						1								1																				1		1

		6-6-5100						1						1				1																								1								1		1				1

		6-6-5102						1						1				1										1				1								1										1		1		1		1										1		1				1						1		1

		6-6-5103						1						1				1														1		1						1		1								1				1												1		1		1		1						1

		6-6-5104						1						1				1										1												1		1								1		1				1										1		1				1

		6-6-5105						1						1																				1								1								1		1				1		1				1										1

		6-6-5106						1						1																				1																1		1				1		1				1										1

		6-6-5107						1						1				1										1				1								1		1								1				1						1						1		1												1

		6-6-5109						1		1				1				1								1												1		1														1												1		1				1						1		1

		6-6-5110						1						1				1								1		1										1		1												1		1												1		1				1						1		1

		6-6-5111						1						1				1								1												1		1										1		1		1												1		1				1						1		1

		6-6-5112						1		1				1		1		1										1				1								1		1								1		1		1		1										1		1		1								1										1		1

		6-6-5113						1						1				1										1												1										1										1						1		1												1

		6-6-5114						1				1		1														1																1						1								1												1						1		1

		6-6-5115						1						1		1												1																1						1																				1		1																		1

		6-6-5116						1				1		1		1												1																1						1								1												1								1		1										1

		6-6-5117						1						1				1										1						1														1		1				1								1										1

		6-6-5118						1						1				1																1														1		1				1								1										1

		6-6-5119						1		1				1																				1								1						1		1												1										1
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		6-6-5120						1				1		1				1																								1												1																								1

		6-6-5121						1						1				1																						1										1				1								1				1		1																1

		6-6-5123						1						1																		1								1		1								1										1						1		1										1

		6-6-5124						1		1				1																		1								1		1												1												1		1				1						1

		6-6-5125						1						1		1												1				1								1																										1		1				1						1

		6-6-5126						1						1														1				1								1										1																1		1		1		1						1										1		1

		6-6-5127						1						1														1				1								1										1						1										1		1		1								1												1

		6-6-5128						1						1														1				1								1										1						1										1		1		1								1

		6-6-5129						1		1				1												1						1						1		1														1												1		1

		6-6-5130						1						1				1																				1		1												1		1												1		1		1		1						1

		6-6-5131						1						1														1				1								1		1								1																1		1										1		1

		6-6-5132						1						1				1										1				1										1																																						1

		6-6-5133						1						1				1														1										1																																						1

		6-6-5134						1						1				1														1																						1																1		1								1										1

		6-6-5135						1										1														1																		1		1		1		1																																		1

		6-6-5137						1						1				1														1						1												1		1		1		1																1																		1

		6-6-5138						1		1				1														1				1										1										1								1																				1								1		1

		6-6-5139						1						1		1												1				1								1										1																1		1		1		1						1										1		1

		6-6-5140						1						1												1						1						1												1						1																								1

		6-6-5141						1				1		1				1																								1								1																						1																				1

		6-6-5142						1						1				1																						1										1		1										1				1		1												1				1

		6-6-5143						1		1		1		1				1										1				1								1		1								1																1		1												1

		6-6-5144						1				1		1				1																						1										1																1		1

		6-6-5145						1						1				1										1												1										1				1												1		1												1

		6-6-5146						1						1				1										1				1								1										1				1						1						1		1												1								1		1

		6-6-5147						1						1				1																				1												1		1		1		1																1

		6-6-5148						1						1				1																								1						1		1				1								1																1

		6-6-5149						1						1				1																						1								1		1				1								1				1		1				1						1

		6-6-5150						1				1		1				1																						1		1								1						1										1		1												1

		6-6-5151						1				1		1				1																								1								1						1																						1		1										1

		6-6-5152						1				1		1				1																						1										1				1												1		1				1								1

		6-6-5153						1						1												1																												1																		1						1		1

		6-6-5155						1						1				1								1												1		1										1				1												1		1		1		1				1		1		1										1

		6-6-5157						1						1				1																				1												1				1		1														1		1

		6-6-5158						1						1				1										1														1								1				1																1										1

		6-6-5159						1						1				1																						1										1				1												1												1				1
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		6-6-5160						1						1				1										1				1								1										1																1		1		1						1		1		1

		6-6-5162						1				1		1				1																								1								1				1																		1						1

		6-6-5163						1						1				1																						1		1								1																1		1								1		1				1

		6-6-5164						1						1		1		1														1						1		1		1								1				1												1		1		1		1				1

		6-6-5165						1						1		1		1																				1												1				1																1		1								1

		6-6-5166						1		1		1		1				1																		1						1								1																														1

		6-6-5167						1						1																										1										1				1												1		1												1

		6-6-5168						1						1		1		1																1																1				1																1		1								1				1

		6-6-5169						1						1				1								1								1																1				1																		1								1				1

		6-6-5170						1		1				1				1																1																				1																										1				1

		6-6-5171						1																				1						1														1		1												1

		6-6-5172						1		1				1				1																				1		1														1						1						1		1												1				1

		6-6-5173						1						1				1																1						1														1						1						1		1												1

		6-6-5174						1		1				1				1																								1																														1						1				1

		6-6-5175						1						1		1										1												1		1														1												1		1		1		1				1		1												1

		6-6-5176						1						1				1																1				1		1										1				1												1		1		1		1						1						1						1

		6-6-5177						1						1				1								1								1						1										1				1												1		1		1		1						1		1				1

		6-6-5178						1						1		1																						1												1				1																1		1						1		1										1

		6-6-5179						1						1				1										1										1				1																														1				1				1										1

		6-6-5180						1				1		1				1										1														1								1																												1		1

		6-6-5182						1				1		1				1										1														1								1								1																				1				1

		6-6-5183						1				1		1				1										1														1		1														1																				1		1

		6-6-5184						1						1		1		1																												1				1				1																1		1																		1

		6-6-5185						1				1		1				1																								1		1																												1						1

		6-6-5186						1				1		1				1										1												1				1						1		1														1		1				1						1

		6-6-5187						1				1		1				1																						1		1		1								1														1		1				1						1		1

		6-6-5188						1				1		1				1																						1		1								1		1														1		1				1						1		1

		6-6-5189						1						1				1																				1				1																														1								1

		6-6-5190						1		1		1		1				1																						1												1		1												1		1				1						1		1

		6-6-5191						1				1		1				1										1												1				1										1						1						1		1				1						1		1

		6-6-5192						1		1		1		1		1		1																						1		1								1				1												1		1				1								1		1

		6-6-5193						1		1		1		1		1		1																						1		1								1				1												1		1		1		1						1		1

		6-6-5194						1						1																				1														1		1												1

		6-6-5195						1						1																				1														1		1												1

		6-6-5196						1						1		1																								1								1		1																1		1		1		1						1

		6-6-5197						1						1														1												1								1		1																1		1										1		1

		6-6-5198						1						1																														1				1														1

		6-6-5199						1				1		1				1										1												X		1								1				1																								1		1		1
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		6-6-5200						1						1				1																				1										1						1																										1

		6-6-5202						1						1				1										1												1								1												1						1		1

		6-6-5203						1						1		1												1														1								1																1				1		1		1						1										1

		6-6-5204						1						1														1				1				1						1								1		1								1						1								1						1

		6-6-5205						1						1														1				1				1														1																1								1				1		1

		6-6-5206						1						1														1				1				1																														1								1				1

		6-6-5207						1						1														1				1				1														1								1								1								1				1		1

		6-6-5208						1																																																																		1						1								1

		6-6-5209						1		1																						1				1						1																																1						1

		6-6-5210						1																								1										1																																1						1

		6-6-5211						1																								1				1																																						1						1

		6-6-5212						1																				1				1				1						1																																1						1

		6-6-5213						1		1																		1				1				1						1																		1														1						1

		6-6-5214						1																				1				1				1						1																		1														1						1
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		6-6-5001						1		1		1		1				1																								1								1				1																1		1										1								1

		6-6-5002						1		1		1		1				1																								1								1				1																										1		1

		6-6-5003						1		1				1				1								1																				1				1				1																		1								1

		6-6-5004						1						1				1														1																		1				1																		1								1		1

		6-6-5005						1		1		1		1				1																								1								1				1																1		1										1

		6-6-5006						1		1		1		1		1		1																								1								1				1																1		1								1		1

		6-6-5008						1		1		1		1		1		1																								1								1				1																		1										1

		6-6-5009						1		1				1				1																																				1																		1										1

		6-6-5010						1		1		1		1				1																								1												1																										1

		6-6-5011						1		1		1		1				1																								1								1				1																1		1										1

		6-6-5012						1		1		1		1		1		1														1								1														1												1		1		1		1						1		1								1		1

		6-6-5013						1		1		1		1				1														1										1												1																1		1								1		1

		6-6-5014						1		1		1		1				1																																1				1																		1								1

		6-6-5015						1		1				1		1		1																				1		1														1												1		1		1		1				1				1						1				1

		6-6-5016						1		1				1		1		1																				1		1										1		1		1												1		1		1		1				1										1				1

		6-6-5018						1						1				1																				1		1										1				1												1		1				1				1				1

		6-6-5019						1						1				1																				1		1														1												1		1				1								1								1		1

		6-6-5020						1		1				1				1																								1												1																		1								1		1

		6-6-5021						1		1				1		1		1																						1		1				1				1																1		1		1		1				1		1												1		1

		6-6-5022						1				1		1												1		1				1								1		1						1																		1		1				1						1		1										1

		6-6-5023						1				1		1		1		1																						1		1								1				1												1		1		1		1				1		1												1		1

		6-6-5024						1						1				1										1										1																																		1								1

		6-6-5025						1						1				1																				1														1		1		1																1								1

		6-6-5026						1				1		1				1										1														1														1		1														1						1		1		1

		6-6-5027						1						1				1										1										1																1		1														1		1								1										1

		6-6-5028						1		1		1		1		1		1																								1								1				1																		1				1												1		1		1

		6-6-5029						1						1				1										1														1						1				1		1

		6-6-5030						1						1				1																						1		1						1		1												1				1		1												1

		6-6-5031						1						1				1										1																						1																						1								1

		6-6-5032						1		1		1		1				1																				1		1		1												1												1		1		1		1				1		1

		6-6-5033						1						1				1																				1												1																				1										1

		6-6-5034						1		1				1		1		1																						1						1																				1		1		1		1						1		1										1

		6-6-5036						1						1												1														1																										1		1		1																		1		1

		6-6-5037						1						1		1		1																1				1		1						1																				1		1		1		1						1		1				1

		6-6-5038						1				1		1				1										1														1		1				1		1																												1		1
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		6-6-5040						1				1		1				1										1				1												1						1																												1		1										1

		6-6-5041						1		1				1				1										1				1										1		1						1																						1		1				1		1										1

		6-6-5042						1		1				1				1										1														1		1						1																						1		1		1		1		1

		6-6-5043						1				1		1				1																																																						1						1

		6-6-5044						1		1		1		1				1																								1																														1						1		1

		6-6-5045						1										1																								1																																				1

		6-6-5046						1		1		1		1				1																								1																																				1

		6-6-5047						1		1		1		1				1																								1								1																												1		1		1

		6-6-5048						1						1		1		1																																																				1		1

		6-6-5049						1		1		1		1				1																								1				1				1																				1		1								1		1

		6-6-5050						1				1		1		1		1																												1				1																				1		1

		6-6-5051						1				1		1		1																														1																								1		1																		1

		6-6-5052						1				1		1		1		1								1						1										1				1																								1		1				1														1

		6-6-5053						1				1		1		1																														1																								1		1								1

		6-6-5054						1				1		1		1		1										1														1				1				1																				1		1				1														1

		6-6-5055						1		1				1				1								1		1				1								1		1								1				1												1		1		1								1										1		1

		6-6-5056						1				1		1				1										1				1								1		1												1						1						1		1										1

		6-6-5057						1						1				1										1				1				1				1		1								1		1								1						1		1

		6-6-5058						1				1		1				1										1								1				1		1						1		1										1						1		1						1				1		1		1

		6-6-5059						1		1		1		1																												1								1				1																1		1						1

		6-6-5061						1						1				1																						1																										1		1		1		1

		6-6-5062						1						1				1														1								1										1																1		1		1										1						1

		6-6-5063						1		1		1		1				1										1														1		1				1		1				1																								1		1

		6-6-5064						1				1		1				1																						1		1		1				1		1																1		1				1						1

		6-6-5065						1						1		1		1																				1		1																										1		1		1		1						1		1

		6-6-5066						1						1		1		1																				1		1														1												1		1				1				1

		6-6-5067						1						1		1		1										1										1		1										1																1		1		1		1						1												1

		6-6-5068						1		1		1		1																										1		1								1																1		1				1				1		1		1

		6-6-5069						1				1		1																								1																																								1		1

		6-6-5070						1						1				1																				1												1																				1		1

		6-6-5071						1						1				1										1										1		1				1						1		1				1										1		1				1						1												1

		6-6-5072						1				1		1				1										1												1										1										1						1		1										1		1

		6-6-5073						1						1				1										1												1										1		1		1						1						1		1												1

		6-6-5074						1		1		1		1				1										1				1				1				1										1										1						1		1				1								1

		6-6-5075						1						1				1										1				1				1				1										1										1						1		1												1

		6-6-5076						1						1				1										1				1				1				1										1										1						1		1												1

		6-6-5078						1						1				1										1				1				1				1		1								1										1						1		1										1		1		1						1

		6-6-5079						1						1				1										1				1				1				1		1								1										1						1		1
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		6-6-5080						1						1				1										1												1								1		1												1				1		1												1

		6-6-5081						1						1				1																1						1								1		1												1				1		1

		6-6-5082						1						1				1																						1								1		1												1				1		1												1

		6-6-5083						1						1				1										1												1								1		1												1				1		1

		6-6-5084						1						1		1		1																1				1		1										1																1		1				1						1

		6-6-5085						1						1																																		1														1										1								1

		6-6-5086						1						1																				1														1		1												1																		1

		6-6-5087						1				1		1																																				1												1								1								1

		6-6-5088						1						1				1										1						1														1		1												1																		1

		6-6-5089						1				1		1																														1						1												1										1				1		1

		6-6-5090						1		1		1		1				1										1																																																		1		1

		6-6-5091						1						1				1										1				1								1		1								1				1												1		1		1								1		1										1

		6-6-5092						1						1				1								1														1										1																1		1										1		1										1

		6-6-5093						1		1		1		1				1										1														1		1						1		1				1																1						1		1										1

		6-6-5094						1						1		1		1																																1																				1		1

		6-6-5095						1				1		1				1										1				1										1								1				1		1																1

		6-6-5096						1						1				1																																1				1																		1						1												1

		6-6-5097						1						1				1														1										1								1				1

		6-6-5098						1						1														1												1				1																		1				1		1				1								1

		6-6-5099						1		1		1		1																												1		1						1								1																				1		1

		6-6-5100						1						1				1																								1								1		1				1

		6-6-5102						1						1				1										1				1								1										1		1		1		1										1		1				1						1		1

		6-6-5103						1						1				1														1		1						1		1								1				1												1		1		1		1						1

		6-6-5104						1						1				1										1												1		1								1		1				1										1		1				1

		6-6-5105						1						1																				1								1								1		1				1		1				1										1

		6-6-5106						1						1																				1																1		1				1		1				1										1

		6-6-5107						1						1				1										1				1								1		1								1				1						1						1		1												1

		6-6-5109						1		1				1				1								1												1		1														1												1		1				1						1		1

		6-6-5110						1						1				1								1		1										1		1												1		1												1		1				1						1		1

		6-6-5111						1						1				1								1												1		1										1		1		1												1		1				1						1		1

		6-6-5112						1		1				1		1		1										1				1								1		1								1		1		1		1										1		1		1								1										1		1

		6-6-5113						1						1				1										1												1										1										1						1		1												1

		6-6-5114						1				1		1														1																1						1								1												1						1		1

		6-6-5115						1						1		1												1																1						1																				1		1																		1

		6-6-5116						1				1		1		1												1																1						1								1												1								1		1										1

		6-6-5117						1						1				1										1						1														1		1				1								1										1

		6-6-5118						1						1				1																1														1		1				1								1										1

		6-6-5119						1		1				1																				1								1						1		1												1										1
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		6-6-5120						1				1		1				1																								1												1																								1

		6-6-5121						1						1				1																						1										1				1								1				1		1																1

		6-6-5123						1						1																		1								1		1								1										1						1		1										1

		6-6-5124						1		1				1																		1								1		1												1												1		1				1						1

		6-6-5125						1						1		1												1				1								1																										1		1				1						1

		6-6-5126						1						1														1				1								1										1																1		1		1		1						1										1		1

		6-6-5127						1						1														1				1								1										1						1										1		1		1								1												1

		6-6-5128						1						1														1				1								1										1						1										1		1		1								1

		6-6-5129						1		1				1												1						1						1		1														1												1		1

		6-6-5130						1						1				1																				1		1												1		1												1		1		1		1						1

		6-6-5131						1						1														1				1								1		1								1																1		1										1		1

		6-6-5132						1						1				1										1				1										1																																						1

		6-6-5133						1						1				1														1										1																																						1

		6-6-5134						1						1				1														1																						1																1		1								1										1

		6-6-5135						1										1														1																		1		1		1		1																																		1

		6-6-5137						1						1				1														1						1												1		1		1		1																1																		1

		6-6-5138						1		1				1														1				1										1										1								1																				1								1		1

		6-6-5139						1						1		1												1				1								1										1																1		1		1		1						1										1		1

		6-6-5140						1						1												1						1						1												1						1																								1

		6-6-5141						1				1		1				1																								1								1																						1																				1

		6-6-5142						1						1				1																						1										1		1										1				1		1												1				1

		6-6-5143						1		1		1		1				1										1				1								1		1								1																1		1												1

		6-6-5144						1				1		1				1																						1										1																1		1

		6-6-5145						1						1				1										1												1										1				1												1		1												1

		6-6-5146						1						1				1										1				1								1										1				1						1						1		1												1								1		1

		6-6-5147						1						1				1																				1												1		1		1		1																1

		6-6-5148						1						1				1																								1						1		1				1								1																1

		6-6-5149						1						1				1																						1								1		1				1								1				1		1				1						1

		6-6-5150						1				1		1				1																						1		1								1						1										1		1												1

		6-6-5151						1				1		1				1																								1								1						1																						1		1										1

		6-6-5152						1				1		1				1																						1										1				1												1		1				1								1

		6-6-5153						1						1												1																												1																		1						1		1

		6-6-5155						1						1				1								1												1		1										1				1												1		1		1		1				1		1		1										1

		6-6-5157						1						1				1																				1												1				1		1														1		1

		6-6-5158						1						1				1										1														1								1				1																1										1

		6-6-5159						1						1				1																						1										1				1												1												1				1
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		6-6-5160						1						1				1										1				1								1										1																1		1		1						1		1		1

		6-6-5162						1				1		1				1																								1								1				1																		1						1

		6-6-5163						1						1				1																						1		1								1																1		1								1		1				1

		6-6-5164						1						1		1		1														1						1		1		1								1				1												1		1		1		1				1

		6-6-5165						1						1		1		1																				1												1				1																1		1								1

		6-6-5166						1		1		1		1				1																		1						1								1																														1

		6-6-5167						1						1																										1										1				1												1		1												1

		6-6-5168						1						1		1		1																1																1				1																1		1								1				1

		6-6-5169						1						1				1								1								1																1				1																		1								1				1

		6-6-5170						1		1				1				1																1																				1																										1				1

		6-6-5171						1																				1						1														1		1												1

		6-6-5172						1		1				1				1																				1		1														1						1						1		1												1				1

		6-6-5173						1						1				1																1						1														1						1						1		1												1

		6-6-5174						1		1				1				1																								1																														1						1				1

		6-6-5175						1						1		1										1												1		1														1												1		1		1		1				1		1												1

		6-6-5176						1						1				1																1				1		1										1				1												1		1		1		1						1						1						1

		6-6-5177						1						1				1								1								1						1										1				1												1		1		1		1						1		1				1

		6-6-5178						1						1		1																						1												1				1																1		1						1		1										1

		6-6-5179						1						1				1										1										1				1																														1				1				1										1

		6-6-5180						1				1		1				1										1														1								1																												1		1

		6-6-5182						1				1		1				1										1														1								1								1																				1				1

		6-6-5183						1				1		1				1										1														1		1														1																				1		1

		6-6-5184						1						1		1		1																												1				1				1																1		1																		1

		6-6-5185						1				1		1				1																								1		1																												1						1

		6-6-5186						1				1		1				1										1												1				1						1		1														1		1				1						1

		6-6-5187						1				1		1				1																						1		1		1								1														1		1				1						1		1

		6-6-5188						1				1		1				1																						1		1								1		1														1		1				1						1		1

		6-6-5189						1						1				1																				1				1																														1								1

		6-6-5190						1		1		1		1				1																						1												1		1												1		1				1						1		1

		6-6-5191						1				1		1				1										1												1				1										1						1						1		1				1						1		1

		6-6-5192						1		1		1		1		1		1																						1		1								1				1												1		1				1								1		1

		6-6-5193						1		1		1		1		1		1																						1		1								1				1												1		1		1		1						1		1

		6-6-5194						1						1																				1														1		1												1

		6-6-5195						1						1																				1														1		1												1

		6-6-5196						1						1		1																								1								1		1																1		1		1		1						1

		6-6-5197						1						1														1												1								1		1																1		1										1		1

		6-6-5198						1						1																														1				1														1

		6-6-5199						1				1		1				1										1												X		1								1				1																								1		1		1
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		6-6-5200						1						1				1																				1										1						1																										1

		6-6-5202						1						1				1										1												1								1												1						1		1

		6-6-5203						1						1		1												1														1								1																1				1		1		1						1										1

		6-6-5204						1						1														1				1				1						1								1		1								1						1								1						1

		6-6-5205						1						1														1				1				1														1																1								1				1		1

		6-6-5206						1						1														1				1				1																														1								1				1

		6-6-5207						1						1														1				1				1														1								1								1								1				1		1

		6-6-5208						1																																																																		1						1								1

		6-6-5209						1		1																						1				1						1																																1						1

		6-6-5210						1																								1										1																																1						1

		6-6-5211						1																								1				1																																						1						1

		6-6-5212						1																				1				1				1						1																																1						1

		6-6-5213						1		1																		1				1				1						1																		1														1						1

		6-6-5214						1																				1				1				1						1																		1														1						1
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