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1. Results in Brief

1.1 Executive Summary

There is no doubt that lives can be saved through the incorporation of new 9-1-1
call [1] elements and functions. Before this can occur, however, changes will be
required in the 9-1-1 infrastructure as it currently exists. This report is designed
to provide a set of specific recommendations regarding future emergency
communications network properties, and their capability by 2010 to support the
exchange of voice, data, text, photographs and live video through the 9-1-1 to the
PSAP (Public Safety Answering Point) and beyond. In addition, this revision of
our report also considers universal access by people with disabilities to
Enhanced 9-1-1 (E9-1-1); and E9-1-1 as it applies to satellite communications
systems specifically.

Fundamental and significant change is required to move toward such an
infrastructure that offers enhanced capabilities and increased change capacity to
accommodate both current and future emergency services operations.

The existing 9-1-1 infrastructure is based on technologies and conventions that
were established over 30 years ago. The communications industry has adapted
the infrastructure to business needs over time but has not been able to implement
more advanced capabilities. Thus the infrastructure will not readily adapt to
emerging communication products. Because the communications industry is
moving toward packet data versus circuit switched communications the existing
infrastructure is a barrier to creating an integrated national emergency call
management infrastructure. The business models of emerging communications
require innovative technology solutions and the 9-1-1 network must be able to
adapt quickly in order to harness the added values these innovations offer for
emergency response improvement.

We are already seeing emerging technologies push the emergency response
envelope. The disconnected nature of local networks on a national scale, or
alternatively, the lack of a fully inter-connected national 9-1-1 network, creates
unique challenges for various types of emergency calls, e.g. those initiated from a
federal agency, a remote call center or via a dial-up to a remote VPN. A new
approach is required to accommodate the many ways that emergency services
can be requested and the response provided by the emergency service
community. The role of the public safety answering point (PSAP), responders
and related entities is expected to expand beyond traditional 9-1-1 services with
higher levels of interaction, managed situational intelligence, enhanced
capabilities, and more comprehensive communication and coordinated response
services.
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Another area of concern is access by people with disabilities including those
disabilities that become more common as we age. Text plays the same role as
voice for many people who are deaf, hard of hearing or have speech disabilities.
The recent development of text captioning of telephone calls is now helping
people who can hear, but not hear well, to understand voice calls. In addition,
video on broadband networks can allow blind callers to use sign language relay
in the same way that deaf users use TTY relay.

Satellite systems have historically been treated differently from wireline and
wireless networks with regard to E9-1-1 requirements. Some systems, notably
MSS systems that provide conventional switched voice calling services, are now
obligated to support 9-1-1 through call centers. Ultimately, we believe that all
satellite systems that support services that may reasonably be expected to
support 9-1-1 calls should be able to support such calls with location and call
back information as do other networks. The reality is, however, that retrofit of
existing systems to accommodate such capabilities is not practical. Furthermore,
there is a wide range of mechanisms and services that are provided over
satellites and a uniform standard for all satellite systems would not be
appropriate.

1.2 Future Reports

Future 1B reports to the Council will include:

« Recommendations for generic network architectures for E9-1-1 that can
support the transmission of voice, real-time text, pictures (e.g., from
cellular telephones), data, location information, paging information,
hazardous material messages, etc, including how IP technology should be
used.

« Identification of the transition issues for the recommended generic
network architectures and how the methods of accessing PSAPs should be
modernized.

« Proposed resolutions of transition issues along with recommended time
frames for their implementation.

« Conclusions on the feasibility and advisability of extending E9-1-1 to
Multi-Line Telephone Systems and of having a National /Regional PSAP
and how the existing PSAP structure should be altered.

2 Introduction

This report documents the efforts undertaken by the Network Reliability and
Interoperability Council (NRIC) VII Focus Group 1B with respect to the
properties that network architectures should meet by the year 2010 and to
extending E9-1-1 to satellite telephony.
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2.1 Structure of NRIC VII

The structure of the Network Reliability and Interoperability Council is as

follows:
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2.2 Focus Group 1B Team Members

The Focus Group members listed below participated in the development and

editing of this report.

Bikash Saha, Ericsson Inc

Bill Ball, OnStar

Bill Chapman, Mobile Satellite
Ventures

Bob Montgomery, Nextel

Bob Sherry, Intrado

Brian Deobald, Mobile Satellite
Ventures

Brian Rosen, Emergicom

Brye Bonner, Motorola

Carey Spence, Intrado

David Jones, Spartanburg, SC
Dean Brenner, Qualcomm
Diana Borash, APCO

Donna Bethea-Murphy, Iridium
Satellite

Doug Rollander, Lucent
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Greg Arnold, Nokia

Greg Welenson, Vonage

Gregg Vanderheiden, University of
Wisconsin-Madison

Henning Schulzrinne, Columbia
University

Jamal Boudhaouia, Qwest
Jasmine Jijina, OnStar

Jeng Mao, NTIA

Jim Goerke, The Melcher Group
Jim Nixon, T-Mobile USA

Jim Propst, Sprint

John Healy, FCC

Joslyn Read, HNS

Judy Harkins, Gallaudet University
Kamil Grajski, Qualcomm

Mark Frederiksen, Mburst, Inc
Mark Lewis, Nortel

Mark Neibert, Intelesat

Mary Boyd, Intrado

Martin Dolly, AT&T

Michael Kennedy, SBC Public Safety
Michael Nelson, Intrado

Mike Kozlowski, Globalstar

Olga Madruga-Forti, Iridium
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Peter McHale, Verizon Wireless
Rick Kemper, CTIA

Roger Hixson, NENA

Ron Trerotola, Technocom

Stephen Meer, Intrado

Stu Goldman, Lucent Technologies
Stuart Fankhauser, Iridium Satellite
Tim Barry, AT&T 9-1-1 Planning
Tom Breen, BellSouth

Tom Hicks, Intrado

Jean-Michel Rousseau, Nokia
Wanda McCarley, APCO

Yucel Ors, APCO

3 Objective, Scope, and Methodology

3.1 Objective

The objective of this document is to identify the properties that network
architectures should meet by the year 2010, including the access requirements
and service needs for emergency communications by the year 2010, and to

extending E9-1-1 to satellite telephony.
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3.2 Scope

The scope of this document is the communications network between people
needing help, and the communications centers who are the coordinators of that
help: the PSAPs. Our scope includes the networks within the PSAP, but does not
include those that extend from the PSAP out to the responders!, which are the
subject of Focus Group 1D. It also addresses the satellite and terrestrial
communications networks between people needing help and the PSAPs.

3.3 Methodology

To develop the contents of this report, the Focus Group was initially split into
subcommittees, with a chair appointed for each. The areas of focus for these
subcommittees were: Current Requirements, Policy and Governance, Future
Requirements, Network Requirements, and Data Requirements. These
subcommittees held weekly meetings to examine their specific areas of focus
through brainstorming, review and sharing of existing documentation, and
working towards consensus on the recommendations.

On a regular basis, the full Focus Group met to assimilate the results from all of
the subcommittees. In addition to offline revisions made to the document, two
in-person meetings were held to develop and finalize the document.

When we considered satellite communications the entire committee worked on
this report as a single body.

4 Background

4.1 PSAP and 9-1-1 System Characteristics

Today, nearly half of the calls coming to 9-1-1 call centers (Public Safety Access
Points, PSAPs) are from wireless subscribers (although only a small fraction of
these would be via mobile satellite systems). Despite seven years of work
towards deployment of advanced wireless 9-1-1 features only 31%?2 of the PSAPs
have been upgraded to receive callback and location information with the 9-1-1
calls. While public safety authorities are struggling with funding and
implementing advanced wireless 9-1-1 technologies, newer and more
challenging communication services are knocking on PSAP doors for access into
the “traditional and native 9-1-1 call delivery path”. Emerging mobile, satellite,
VoIP and other IP enabled communications services do not fit into public policy

1t is understood that both functions may occur on a common network
2 NENA estimate for number of PSAPs receiving Phase || location data from at least one wireless carrier as
of 8/18/04. Asof 2-7-05 this number has increased to 40.5%.

NRIC VIl FG-1b 2™ Report -8- 14-Mar-05



requirements that set out 9-1-1 governance, funding and access to the 9-1-1
networks for the delivery of callback and location information.

Accessing the 9-1-1 network for newer advanced services is not the only issue
affecting PSAPs nationwide. The existing E9-1-1 infrastructure has many less
desirable and limiting characteristics. The existing infrastructure limits the
potential models for handling emergency calls and does not extend to handling
emergency situations on a broad geographic scale. The existing infrastructure
may be viewed as a barrier to advancing emergency service capabilities and
creating a national response capability. However, the existing infrastructure has
many positive capabilities that must be preserved or reproduced in future
networks.

The existing infrastructure does not extend beyond the local jurisdictional focus
under which it was developed. It is based on communications switching
technology that does not adapt to transporting information with the emergency
service request and does not extend to support enhanced information types such
as (non-real-time) text, images, and video. It is generally not possible to transfer
a call with Automatic Location Identification (ALI) between two PSAPs that are
not supported by the same infrastructure elements. PSAPs are often connected
to the Public Switched Telephone Network (PSTN) with CAMA trunk
technology that is relatively slow and antiquated, with limited data transmission
capability. Call congestion management is based on local switch
interconnections, locally available call takers, limited to regional switching
complexes and does not give communities broad enough options in directing
calls to alternate PSAPs. The existing infrastructure simply does not have the
basic capabilities to gracefully expand to meet future needs.

Advancing emergency services within the United States requires establishing an
infrastructure that allows integration of communication, emergency
management, and emergency response capabilities across the country. This
future infrastructure will be flexible and capable of handling varying public
access communication technology. It will provide local communities with the
options to run their emergency response efforts effectively and according to their
special needs, while also integrating with regional, state, and national
infrastructures, emergency response capabilities, and information intelligence
services. The future emergency service infrastructure needs to be made up of an
Internetwork3 of emergency service networks to achieve manageability and to be
engineered to withstand attacks and abuse.

3 We use the term “internetwork”, asis it used in the NRIC V11 Focus Group 1d report to refer to a
collection of managed networks which are interconnected, often at multiple points. While these
interconnected networks are not part of the public Internet, they may be connected to it through carefully
managed firewalls.
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As with most current generation communications networks, the 9-1-1 system
currently has two separate but coordinated networks, a voice network (which
includes real-time text via TTY) and a data network. The data network is
presently limited to implementing the location determination mechanism,
although it is agreed that much more data is really needed. As with most
networks, convergence of the voice plus real time text (voice+text*) and data
networks will occur, and work is underway in NENA, ATIS, and the IETF to
provide the standards required to fully converge voice+text and data into one
network, based on IP.

It should be noted that the current system functions very well in the normal day-
to-day handling of emergency calls. It is important to not give up any of the
good characteristics of the current system as we evolve it to the future.
Additionally, telecommunications systems are rarely upgraded rapidly; they
evolve relatively slowly. In the timeframe of this report, up to 2010, we are
unlikely to have upgraded all systems and it will be necessary to maintain
backwards compatibility with the existing systems for a significant time beyond
2010.

4.2 Current Wireline and Wireless Network Design

The current 9-1-1 system is based on a series of telephone switches called
“Selective Routers” (S/R). Wireline calls to 9-1-1 are detected at the local central
office serving the caller, and are directed to a specific S/R. The S/R uses the
telephone number of the caller to look up in a database which PSAP should
receive the call. The call is then routed to a trunk in the designated trunk group
for that PSAP. Within the PSAP, calls are sometimes queued in a switch, often a
traditional enterprise PBX, and directed to a call taker using mechanisms
common in any call center. When the call is answered, the phone number of the
caller is automatically looked up in an “Automatic Location Identification” (ALI)
database that responds with the address associated with the caller. This address
and other related information is then displayed to the call taker. In addition, the
ALI textually identifies the police, fire and EMS responders that serve the caller’s
address and the actual TN transfer numbers are stored in the S/R. If necessary,
the Selective Router is used to transfer the call to another PSAP or another
emergency assistance agency (e.g. poison control).

The carrier serving the customer provides the contents of the ALI-DB. The
address data is validated before being placed in the ALI by comparing it against
a Master Street Address Guide (MSAG), which is maintained with all of the

*Voice+text is a term representing conversational communication. Voice+text conversation can
occur in voice alone or real-time text alone, or in a mixed format. On the PSTN this is
accomplished with voice and TTY over the voice channel. In IP, it would be VolP and IP text.
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known street address ranges for a given set of communities. The MSAG
determines an emergency service zone, which maps to the primary PSAP to
receive the call, and the emergency service transfer points (typically police, fire,
and medical). Where data is provided in civic (street address) form, it should be
validated against a version of the Master Street Address Guide. In the present
system, the Master Street Address Guide is a database that lists all valid address
ranges, along with other information about those addresses such as a code for the
PSAP and responders that serve it. Currently the boundary described by an
MSAG typically conforms to community or PSAP jurisdictional boundaries,
which may be maintained at a state, county or city level, etc. Sometimes MSAG
boundaries are maintained at the level of the E9-1-1 System Service Provider (E9-
1-1 SSP)5.

Wireless systems use somewhat different mechanisms. Location of a wireless
caller is measured, either by having GPS receivers in the handsets, or by using
triangulation of the radio signal from multiple towers. Sometimes both methods
are combined to perform location determination. The location is determined
using latitude & longitude rather than a street address. An entity called a Mobile
Positioning Center is the interface between the mobile network and the PSAP.
The MPC uses the reported location to compare against a database of service
areas for PSAPs to determine which PSAP services the area of the caller. The
MPC assigns a key Emergency Services Routing Key (ESRK) to the call to be used
instead of a telephone number to route the call to the correct PSAP. Calls are
introduced into the same Selective Routers, but with the ESRK as the key to the
routing database. The MPC also uses a specialized interface to a mapping
database to provide the actual location of the caller that can be pulled by the
PSAP when the call is answered.

The current 9-1-1 infrastructure is based on several basic concepts that will exist
in some form in any future emergency call services infrastructure.

o Call delivery
Calls and data are delivered by an access network to the emergency
services network. After someone has called 9-1-1, an emergency
call center will be notified of their call back number and location
information, even if the caller disconnects before the call rings at
the PSAP.

e Call location determination (static and mobile)
Wireline caller location is determined based on a static relationship

® An E9-1-1 System Service Provider (SSP) is an entity contracted by the local 9-1-1 system administrators
to manage a portion of the 9-1-1 system, most often including the Selective Router and Master Street
Address Guide.
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between the telephone number and the service address. Mobile
telephony introduced a fundamental change where location is
based on geographic coordinates as determined by the
communications service provider. Additional services, such as
VoIP and satellite telephony, have yet to finalize how location
(which may change during the call) will be determined in all
possible scenarios.

e  Call back number determination
Determining the call back number is usually routine. However, to
accommodate mobile telephony, the delivery of the call back
number may require additional steps at a PSAP.

e Address validation
The address is known and valid such that services could be
dispatched to the given location. Current communications service
providers (primarily the emergency services infrastructure
provider) work with communities to define a Master Street
Address Guide that contains all the valid street names and address
number ranges for a given area. This form of address validation is
based on a static relationship between the location and a given
address for wireline users, and for wireless cell tower locations.
Wireless networks deliver location information as longitude &
latitude geospatial coordinates validated by the wireless carrier as
being authentic.

e PSAP selection algorithm
Calls are routed to the correct PSAP based on various parameters
such as caller location, PSAP ability to receive the call, and possible
alternate call taker sites that could receive the call. For wireline
callers, an extension of the MSAG is used to facilitate PSAP
selection. The MSAG contains an Emergency Service Number
(ESN) that maps a given address range to a primary PSAP and a set
of emergency service providers (police, fire, medical, etc.). For
wireless callers, the wireless communications carrier assigns an
ESRK appropriate to select the correct PSAP which can be based on
the cell tower location or latitude & longitude.

e Routing of call to the PSAP
Once a PSAP has been selected to receive the emergency call
request, the network must route the call to the PSAP. After the call
is sent to the appropriate call center, the PSAP may utilize
automatic call distribution (ACD) products to balance call load
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across their available call takers. Today’s selective router switches
use the caller’s telephone number to determine the ESN, and then
use the ESN to determine the PSAP, and then the SR selects the
appropriate communications trunks on which to route the call.

e Automatic Number Identification (ANI) delivery
The telephone number of the caller, or an identifying key, is
delivered to the PSAP over the voice or data channel and that
number is used to retrieve location information.

o Automatic Location Identification (ALI) delivery
ALl information is delivered over a separate data channel. For
fixed location wireline telephones this is simply a database record
retrieval based on the phone number. For mobile telephony an
electronic message is sent to the mobile communications service
provider’s equipment so that geographic coordinates (latitude and
longitude) can be determined.

e Emergency service provider selection (police, fire, medical, poison control,
etc.)
Calls are often transferred (especially in metro areas) to a different
call taker for dispatch of emergency services. The choice of
emergency service provider is usually based on the location of the
caller, but it is expected that future implementations may add other
parameters.

o Call transfer to the emergency service provider (police, fire, medical,
poison control, etc.)
Calls are sometimes transferred to another call taker and the caller’s
call back number and location information is displayed at the
subsequent entity. Preferably, call taker notes are also transferred
from the originating PSAP to the subsequent entities, but today that
can only occur when those entities are interconnected and are using
the same call-handling product. In many cases, the original call
taker stays on the call to provide additional support.

These capabilities, listed above, exist in the current 9-1-1 infrastructure.
However, they were designed and built in an era with much different challenges
than we face today. These capabilities were put in place to support fixed location
landline telephones provided by a ubiquitous communications service provider.
The current capabilities are insufficient to meet many of today’s and tomorrow’s
needs. As an example, the ALI & SRs have inherent limitations exacerbated by
number portability. Current systems have been designed based on many
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assumptions about area codes and exchange codes that are no longer valid, or
will not be valid in the future.

Wireless networks present serious challenges to the PSAP because the location of
a caller is not fixed. The solution which has evolved is to query the wireless
network for the current location of the caller. In addition, the wireless network
may be queried for an updated location if there is a possibility that the caller has
moved. Mobile location for Phase 2 is reported in latitude & longitude rather
than street address form. This has necessitated creation of Geographical
Information Systems that can display the location on a map, and in some
circumstances, translate from geodetic to civic form for dispatch.

4.2.1 Challenges

The public safety community is faced with a number of challenges that cannot
easily be overcome with the current system design. They include:

e The nature of communications is changing. While a voice+ real-time text
channel is essential, and will remain essential for emergency
communications, there are a myriad of other information sources and
media streams that are useful to the PSAPs and the responders. These
sources cannot traverse the public switched telephone network, and
particularly cannot be accommodated by the selective routers, PBXs and
other voice-centric equipment in the current network.

e Routing of emergency calls needs to be greatly improved. Current
systems have very limited ability to route calls to alternate locations, and
they assume that alternate routes will be relatively local to the original
destination. The characteristics of richer communications networks such
as Voice over IP and telematics call centers require that routing of calls be
made by many more entities and be more flexible and interoperable across
geography. These entities need access to the routing databases. An
increasing number and variety of communication devices need the ability
to deliver calls to the emergency services network, have the call directed
to an appropriate PSAP, and provide corresponding location and caller
information to the PSAP.

e (Caller location determination and verification of the location information
is not uniform between existing and emerging communication
technologies. Past methods of determining location do not extend to
future situations such as mobile VoIP and satellite. In many situations, a
new method is required for determining a caller’s location and validating
the location information such that it can be trusted for emergency service
dispatch.
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e Existing call congestion and call distribution methods across PSAPs is
limited in geography and existing TDM interoffice trunks. While future
technologies could deliver an almost unlimited number of calls toward a
PSAP or the emergency services network in general, this creates a
significant challenge for the design and coordination of call centers with
limited resources.® This leads to many aspects of change, in both
technology and procedural arenas, that warrant further investigation in
the areas of geographic remote communication between PSAPs, dispatch
centers, and emergency service providers.

e (Caller mobility presents various challenges. Callers can move before they
initiate an emergency request and they can move during the call.
Previous techniques and approaches that assumed fixed location devices
do not readily extend to a mobile world. In addition to determining the
initial location at the time of an emergency request, technology should be
able to determine the location of the caller as needed to support
emergency service response. The appropriate emergency services need to
be determined based on the location of the caller when services are
dispatched and not necessarily the location of the caller when the
emergency call was initiated.

e Given mobility capabilities, geographic information systems (GIS)
technology is expected to play more prominent roles in future emergency
services infrastructures. Conversion techniques between civic location
and geographic coordinate location information will need to be consistent
between processing elements. Base maps or land maps should provide
accurate representation of location characteristics, emergency service
capabilities, and mapping of geographic coordinates. A PSAP may get
more than one representation of location and could receive multiple,
possibly conflicting, addresses for a given emergency call. The PSAP will
need sophisticated tools to determine appropriate responses.

e Accepting calls from networks other than the PSTN, as well as the
interconnection of the PSTN to computers on the Internet opens the
emergency call system to more “hacker” attacks as well as more routes for
more organized attacks to infiltrate the system. Yet, the public is
increasingly deploying devices that are more vulnerable. These devices
should have access to full 9-1-1 services while protecting the emergency
networks through appropriate firewalls and other active defenses.

® The ultimate goal is to provide the caller with meaningful assistance and local coordination of the
congestion control processiscritical to thisgoal.

NRIC VIl FG-1b 2™ Report -15- 14-Mar-05



e The pace of change of the emergency calling network is very slow relative
to the rest of the communications networks today. It is not uncommon to
wait 10+ years from first deployments to having most systems upgraded
for new capabilities. Indeed there are some areas of the country that do
not yet have 9-1-1 systems at all.

4.2.2 Efforts to Address Shortcomings

The National Emergency Number Association, NENA, has an active effort to
define new architectures for the emergency calling network, evolving from their
“Future Path Plan” for generic improvements to E9-1-1, through current work on
Migratory interface to current E9-1-1 and then evolution to Long Term IP-based
E9-1-1. Documentation and position papers are available on their web site,
WWWw.nena.org.

NENA has put out a position paper on how VolIP calls should interact with the
PSAP.

The Internet Engineering Task Force defines the IP standards. IETF has active
efforts on multimedia sessions, and has a small group working on emergency
call requirements and solutions.

The ComCare Alliance’s EPAD effort is a directory service to provide notification
of emergency events to affected agencies.

The Alliance for Telecommunications Industry Solutions(ATIS) has working
groups created to define next generation telecommunications networks that
include capabilities of and interconnection with emergency services networks.

4.3 Current Satellite Architecture

4.3.1 Mobile Satellite System (MSS) Architecture

Even without 9-1-1 service enhancements, satellite phones can be an
indispensable and invaluable tool in an emergency, because they are most often
used where no other telecommunications option is available. The FCC
acknowledged how this service differs from terrestrial wireless systems and
considered its unique technological and economic factors when it exempted
satellite services from the current E9-1-1 rules for terrestrial wireless. Any new
rules or regulations should balance the economic viability of the industry with
the needs of subscribers to obtain enhanced emergency services.
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Based on current spectrum allocations, MSS systems can not provide high speed
data services due to their lower bandwidths and (resulting) system designs.
They do not now provide SMS or other multimedia services.

Additionally, LEO, GEO and MEO systems have significantly different
architectures, technologies, and life expectancies for the current and future
satellite networks. Thus, one unified satellite 9-1-1 recommendation can not be
made in this report.

Because major changes to the orbiting elements of satellite systems are not easily
or frequently made, grandfathering the existing systems for varying periods of
time may be necessary. It should be noted that the estimates for implementation
of a second generation satellite systems is based primarily on the life expectancy
of existing satellites and may not necessarily coincide with the year 2010, which
is the scope of this report. Grandfathering may continue be required beyond
2010, dependant up the actual useful life of current systems. Next generation
systems may include new satellite phone designs, as well, which might facilitate
E9-1-1 capabilities; however, compared to terrestrial wireless handsets, satellite
phones are much more expensive and their turnover is historically much lower.

4.3.2 Fixed-Satellite Systems (FSS) Architecture

Fixed-Satellite Services spacecraft owner/operators typically lease or sell their
satellite capacity to third party entities that configure the capacity for onward
sale to end-users, or that use the capacity for their own corporate needs. These
services simply lease transponder capacity, rather than provide a complete access
network.

Most FSS network services providers employ Very Small Aperture Terminals
(“VSATs”) which are the user antennas (remotes) that range in size from 0.74 to
1.8 meters in diameter and are generally mounted at fixed locations on the end-
user premises. VSATs communicate through an FSS satellite and large hubs
(which often measure 4 to 30 meters in diameter) that in turn “switch”
communications to other VSATs within a corporate network, into the Internet, or
to other service providers.

VSATs allow for one- or two-way data or video transmissions between
geographically-disparate VSAT locations, usually within a defined VSAT
network. Today, VSATs are heavily used by retailers, restaurants, gas stations,
automotive manufacturers, financial institutions and other closed-user groups
such as large and multinational corporations. Services provided via FSS include
heavy trunking applications, credit and debit card approval, inventory control,
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electronic funds transfer, and other enterprise support services. In addition,
video distribution companies (e.g., ABC, CNN) acquire capacity to distribute
video programming to cable head-ends and broadcasting centers. In recent
years, residential Internet services have also begun development in the United
States.

Some satellite ground stations do not directly connect to end users. Rather, a
wireline access network is interposed between the user and the satellite network.
This is significant to 9-1-1 because when the distance between the satellite
terminal and the end user is large, responsibility for determination of location
shifts from the satellite link to the wireline link.

FSS systems are further complicated by the diversity of business relationships
that complicate assigning responsibility to support emergency calling and
location determination for emergency calls that operate over an FSS link.

4.3.3 Current Support of E9-1-1 by satellite systems

In October, 1994, the FCC issued its Big LEO Report and Order promulgating
technical, licensing, and operational rules for the Big LEO Mobile Satellite Service
(MSS).” At that time, these systems had already progressed in design and the first
MSS satellites were launched in 1995. Up to that point, there had been no major
consideration by the FCC of E9-1-1 service for MSS, because the agency was still
working on establishment of the service for terrestrial wireless systems. The
current, operational MSS satellite systems required billions of dollars to
implement. Much of the infrastructure of the MSS systems is in orbit, was placed
in operation before the FCC issued E9-1-1 rules, and is largely inaccessible for
technical modification. MSS Satellite operators have already deployed PSAP
database call centers for routing 9-1-1 traffic.

FSS systems do not currently have any requirements to support E9-1-1.

7 Amendment of Section 2.106 of the Commission’s Rules to Allocate the 1610-
1626.5 MHz and the 2583.5-2500 MHz Bands for Use by the Mobile-Satellite
Service, Including Non-geostationary Satellites, Report and Order, 9 FCC Rcd 536
(1994), modified by 10 FCC Red 3196 (1995).
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5 Conclusions

5.1 Discussion of Network Architecture by 2010

As with many other networks, we foresee convergence of data, voice, text, and
video networks, based on ubiquitous packet transports and using standard
Internet Protocols. While 2010 will not see the end of the older TDM based
equipment, we advocate that the country should have IP-based E9-1-1 capability
established nationwide, have IP-based services fully integrated with E9-1-1, and
be well along the path of transition for the older TDM based services wherever
technically feasible and commercially reasonable. Immediate action will be
required on the policy, funding and operational issues identified in this
document?®.

We believe that PSAPs should and will deploy IP networks within the PSAP,
between the PSAP and the sources of calls coming into the system and between
the PSAP and other responders and emergency service agencies. This
communication infrastructure serving the PSAPs will comprise an Internetwork
(federation) of managed and secured Emergency Service IP Networks. We
anticipate that such networks will mirror the 9-1-1 system authority level. In
most areas, that would equate to a county or large city, but in some cases it
would be an entire state, and in other cases a single large PSAP. The Emergency
Services Network should in turn be interconnected to neighboring jurisdictions
for mutual aid assistance, and the Internetwork formed by such connections
would be aggregated at state or groups of states and further interconnected such
that information can be sent reliably between any entities within this
Internetwork across the country. National agencies, such as DHS, would connect
to this Internetwork and thus would be able to both provide and access
information on it. Many of those agencies do not have ready access to the
emergency communications systems (E9-1-1 PSAPs) today. Allowing them to
join this wider network will bring added value to the common cause of
providing the best assistance possible in times of emergencies.

There must be a system of assigning multiple levels of priority to IP
communications on the emergency services network both based on content and
the identity of the sender. All elements of the Internetwork will have to honor

8 The recent NENA SWAT Initiative and associated analysis noted that at the current pace of
implementation, ". . .less than 50% and less than 70% [of PSAPS] will be Phase |1 capable by 2005 and
2007 respectively" (NENA SWAT, Monitor Group analysis, "Analysis of the E9-1-1 Challenge”,
December 2003).

The 2007 figure represents less than 80% of the nation's population, and only reflects national progress
associated with enhanced wireless 9-1-1 service, let alone the many other needs described in this report.
Much of what complicates this process and the broader challenges ahead relate to policy, funding and
operationa issues that have to be expeditiously addressed.
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the priority of the data. Existing IP standards such as DiffServ® can be used to
implement this priority mechanism, but standards will need to be created to
specify how to classify the data, precisely how to mark it, and precisely how the
network should treat the different levels. “Barge-In'?” facilities for all real time
media streams should also be uniformly implemented

The networks will need to interoperate with legacy technologies to achieve
specific functional behavior (e.g., selective transfer). Forward looking interfaces
and capabilities will be defined, but many legacy systems will need protocol
converters and gateways to operate with the newer protocols (i.e., MPC E2 to
PSAP location information delivery). Interactions between emergency services
networks will be governed by local policy, and should consider security
vulnerabilities in the connections between networks. Locally managed firewalls
may implement these policies. Since some calls will originate on the Internet, the
access networks bringing calls into the PSAP should deploy firewalls capable of
withstanding sustained, deliberate attacks on the infrastructure between the
PSAP and other networks.

By 2010, those PSAPs that have upgraded to IP should deploy equipment with
SIP as the call setup protocol. Calls using other call setup protocols should
employ gateways or protocol converters. For calls originating on the PSTN,
gateways between the origin central office and the PSAP access network should
route calls much as they do now, but with improved routing and congestion
control mechanisms. Additional protocols and conventions will emerge to
facilitate advanced inter PSAP communication and services, as well as allowing
PSAPs to connect to other entities and other information services.

Newer call sources such as VoIP and telematics call centers will originate calls
directly on an IP network. These call sources will interact with an emergency
service IP network through a native IP interface and through gateway services.
PSAPs will be able to accept calls with voice, video, interactive text, instant
messaging, short messaging, images (photos), multimedia messages, etc, and be
flexible enough to handle new kinds of media as it evolves.

Newer data sources, such as surveillance video, camera phones, hazardous
material data, alarm data, etc., should be delivered via IP, following standards
developed jointly by relevant standards bodies cognizant of the data source and
NENA, APCO and other appropriate organizations. Methods will be available to
determine the availability of such information, and provide it when requested.
PSAPs should be able to request notification of some emergency events based on

° Differentiated Servicesis amechanism in |P networks to provide different levels of Quality of Service
treatment to different packets.
19 The ability of management to break into acall
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predefined rules. In general, all data sources should allow the PSAP and
responders to pull data when they want it, in real time, directly to the call takers,
dispatchers and responders as appropriate. Advanced interactive data services
may allow the PSAP to update the incident record with supplemental
information.

The Emergency Services Networks will evolve beyond simply providing
interfaces to PSAPs. These networks will bridge together PSAPs, emergency
service providers, jurisdictional oversight, management functions and others.
Controlled access points or gateways should be deployed where entities do not
reside on the Emergency Services Network itself but still need to collaborate,
observe, and influence events within the network. Mechanisms should be
defined and implemented to associate a given emergency service event across
multiple service providers and across processing functions. Information should
be provided to aggregating and analytical processing engines that implement
broader and higher level functions.

The Emergency Services Network should accommodate a flexible services
infrastructure where applications can be defined and introduced without
requiring major overhauls to existing network service providing elements.
Capabilities should include the ability for regional and national interests to
monitor, impact, and participate in emergency events or emergency
preparedness.

5.1.1 Location and its central role in Emergency Calls

Location information is the key element of the emergency call. The location of
the incident, the location of nearby resources or hazards, and the location of
responders all affect how public safety responds. The first major upgrade of the
existing E9-1-1 system delivered the location of the caller to the call taker
automatically, rather than relying on the ability of the call taker to elicit the
caller’s location verbally. Countless lives have been saved because the location
of the caller is delivered to the PSAP automatically. Location also determines
which PSAP gets the call and which responders are dispatched.

Determining the location of the caller is not a simple matter. In general, location
is either measured (such as by a GPS receiver) or manually entered into some
system by a human. Location for today’s system is derived from a manual entry
database kept by a local carrier who owns the wire plant, or, in the case of
wireless, by a measuring system (GPS, or triangulation on the radio channel).

In the PSTN, the carrier that owns the wire plant supplies the voice+text service,
and thus can also supply the 9-1-1 system with the location information of the
caller, associated with the phone number.
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With newer systems, such as VoIP, the association of telephone number to a
specific location breaks down. The Access Infrastructure Provider (AIP') is not
necessarily the communications service provider (CSP). Indeed, there need not
even be a CSP, and even if there is one, it may not be local, and thus not subject
to local regulation. CSPs located in foreign countries can supply
communications service identical to that of a domestic service provider, and are
not subject to FCC, state or local regulations.

We observe that the AIP can almost always determine where an endpoint is;
either by tracing the wire, or by deploying a measurement technique. While they
may not be providing voice services (they may not even be supplying data
services; the wire may be leased to another provider who does), their
infrastructure is being used to deliver emergency calls. They are the only ones
who can determine location of the caller.

We advocate that every!? Access Infrastructure Provider, wireline or wireless,
supply location information. Where the AIP is the voice service provider, the
information can be supplied directly. Where the AIP is not the voice service
provider, but is the data provider (the “Internet Service Provider” or equivalent),
it can supply endpoints with location, and the endpoints can provide this
location on the call signaling when placing an emergency call. Where the AIP is
neither the voice or data provider, it would need to have a relationship with the
party who was, so they can supply location data to that provider. Note that
PSTN and wireless telephony providers would meet this requirement already.

In every case, the FCC should consider the technical feasibility and commercial
reasonableness of retrofitting existing deployed systems to meet new
requirements. In many cases, such upgrades can reasonably be made in a
relatively short time. In others, they may have to wait for significant system
upgrades. We wish to emphasize that no AIP should be exempt; although the
timeline for compliance may vary widely.

We recommend that an accuracy goal be established by the emergency service
community, working together with industry technical experts that reflect the
actual need, balanced by technical realities. This goal should reflect the nature of
the structure where the emergency exists. For example, it may be sufficient to
resolve to a single family house in a neighborhood of such houses, but it might
be required to resolve to an apartment within a multistory residence. Altitude
accuracy (which floor) may be more important than latitude & longitude. All

™ An Access Infrastructure Provider is the wire plant owner or the wireless radio access network provider,
including enterprises.
12 |_ocal authorities may exempt enterprises below some size from the requirement of deploying alocation
determination method
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systems should be required to meet this accuracy within the limits of available
technology and without arbitrary regulatory deadlines.’> We recognize the
difficulty in reconciling goals, technical feasibility and financial impact, and we
recommend the establishment of a process to resolve such issues reasonably and
timely. NENA has considered this issue and made some recommendations.

The original source of location determines the form in which it is supplied (geo
or civic). The network needs to convert in some cases. For example, dispatch is
always in civic, so if a geo is supplied, it must be converted to civic. Data is often
best displayed on a map, and if civic is supplied, it must be converted to a geo
for display on a map. Conversion requires a database, a Geographical
Information System (GIS), and the advent of wireless has led many PSAPs to
deploy GIS systems. Only a small percentage of systems have deployed GIS
systems. Further, there are often several GIS systems deployed by various
municipal entities, which are incompatible with each other. The GIS systems
deployed by the emergency calling networks need to be especially accurate to
reliably dispatch.

If upstream entities that supply location (either a caller’s location or location
associated with other resources of interest to an emergency call) convert before
transmitting the location, we are concerned about the accuracy of the conversion
database. We therefore recommend that all location data be sent in its original
form. Of course, it would be preferable for any governmental agency or group of
agencies to have or contract for a common GIS base map, shared by all users,
with accuracy sufficient for the emergency services network.

Whenever possible, the initial location should be delivered in the signaling with
the call. If a call is transferred to another PSAP or a responder, location should
always be sent with the call. As some devices are completely mobile, location
might have to be updated, sometimes frequently. Location reporting
mechanisms should support tracking of moving callers if needed. Some
measurement mechanisms do not create a “first fix” location in a timely manner.
Often coarse-grained information (serving tower location for example) is the only
information available with the call, with more accurate location arriving later.
PSAP systems should accommodate such situations with more flexibility than
they can now; for example, they should be able to bridge a call from the original
PSAP, to the PSAP actually serving the current location of the caller, and then to
the responder without disruption. Moving the call to the responders will be
addressed more fully by Focus Group 1D.

3 Accuracy goals should be set with industry input and should be reasonably achievable based on available
technology at the time when such goals are established.
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As with the current system, when location is provided in civic form, it must be
validated prior to use for emergency calls. The validation data should be widely
accessible, and the architecture should be deployed in a geographically diverse,
fault tolerant manner. Some restructuring of the current verification databases
(MSAGQG) will be required in order to achieve uniform national coverage,
accessible by all of the numerous entities which have a need to verify location.

Location data should be secure, managed and trusted such that data integrity is
maintained. This is challenging in an environment such as VoIP where the
location data must pass between multiple entities, some of which are not trusted
and thus could modify the data in transit. Techniques such as digital signatures
and other cryptographic techniques should be deployed. Nevertheless, it is
unlikely that such techniques will be foolproof against a determined attacker.

The level of service achieved by the U.S. 9-1-1 infrastructure is highly dependant
on the quality of the information upon which the foundation is built.
Mechanisms need to exist to support continuous improvement processes,
including the identification, tracking, and resolution of data quality issues. In
order to support such a continuous improvement process, the address
information provided to a PSAP should identify the source provider of the
information and the authority and mechanism used to validate address
information. Location information sources should provide a means by which
they can be contacted to be informed of inaccurate or otherwise insufficient
location information. Quality metrics and change control tracking mechanisms
should be in place to determine performance of a location information provider
and these metrics should be available to PSAPs. During an emergency situation,
location information providers may need to be contacted immediately to clarify
location information that was provided to a PSAP.

5.1.2 Congestion Control

There are several circumstances when PSAPs will have more calls placed
towards them than they have call takers to answer them. Disasters and
deliberate attacks are two examples. When a PSAP is presented with more calls
that it has call takers, the network should have a variety of responses it can
provide, which must always be determined by local policy. Choices for handling
these calls should include combinations of:

e Queuing calls for call takers

o Rerouting calls to pre-arranged alternate call centers who are able to

effectively service the calls
o Connecting callers to Interactive Voice+text Response systems 14

1 Wherever automatic messaging is given to callers, which includes Interactive Voice Response as well as
ACD messaging, both voice and real-time interactive text must be supplied, so that persons with disabilities
can understand what is happening to their call.
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e Returning busy

IP based emergency services networks offer new capability to call centers to
handle unusual events. When disasters occur, response resources are overloaded
- there are not enough call takers or responders, especially early in a disaster
incident, to respond to the number of calls directed towards the call centers.
Today, in most cases, a relatively small number of calls would reach the call
centers, and most callers would get a busy indication. Busy is now considered a
“good” response, indicating that the caller is not going to get any help. Their
only choice is to fend for themselves without assistance, or hang up and try
again. The callers who do get through represent a cross section of callers because
the current system is designed to block calls early in the network, and thus the
likelihood of a call getting through which is not related to a disaster is better than
a call related to the disaster. This is a relatively good result. However, when
calls are blocked early, the emergency services network is unable to extract any
useful information from the call attempts - it is not even aware they were

placed. The responders have limited resources, but they can more effectively
deploy their limited resources where they will do the most good if they have a
better understanding of where help is needed.

Networks should be engineered such that policy dictates what happens to calls
rather than bandwidth or routing limitations of the network. It is recognized
that all networks have capacity limits and effective congestion control measures
must be deployed at all possible congestion points in the network!®. Data
associated with the call should be captured and forwarded!¢ to the appropriate
entity in the Emergency Services Network even if the calls cannot all be
answered.

Using public IP networks as one of the routes into the emergency services
network is of particular concern because of the threat of deliberate attack on the
9-1-1 system. Networks should be engineered to best current practice to protect
the emergency services network including deploying firewalls between the
public IP networks and the emergency services network.

5.1.3 Routing

The new networks should have much more flexible routing mechanisms. The
basic concept that location determines the proper PSAP to receive the call, and
location is further used within the PSAP to route the call to the proper
responders should remain, but the mechanisms must be flexible and modifiable

5 NENA has recommendations for current PSTN based congestion control mechanisms
16 Some system elements may not be able to forward to such information in rea time
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by jurisdictional authorities based on situational need such as night shutdown,
overflow conditions, congestion control, response to major incidents, and
response to disasters, etc.

Specifically

Routing data for calls should be widely accessible, and the architecture
should be deployed in a geographically diverse, fault tolerant manner
Routing must be controllable by PSAP management to handle call
overflow. Choices may include: route calls based on location to alternate
PSAPs, supply prerecorded announcements with Interactive Voice+text
Response!”, supply busy indication. Combinations of the above should be
possible, subject to local policy.

Routing for normal events (“night mode”) should be possible to any PSAP
which accepts such calls

Routing during disasters must accommodate shifting of calls to PSAPs
who, by prearrangement, are able to effectively service the calls.

While in the future network, the condition of “ ANI failure” will be
mitigated by the use of an end-to-end digital network, it still will be
desirable to specify default routing to a designated default PSAP. This
PSAP may be chosen based upon where in the network the routing failure
appears. Default routing is also required because of the shift to using
location based routing concepts, ra